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A C Q U I S I T I O N  P R O C E S S  I M P R O V E M E N T

RFID Vision in the 
DoD Supply Chain

Alan Estevez

Today’s U.S. military is a dynamic, rapidly moving
force designed to be effective in an asynchronous
battlespace. The enhanced mobility and speed of
a combat force capable of performing in austere
theaters with limited infrastructure creates a new

class of challenges for military logisticians. The perfor-
mance of logistics during the combat phase of Operation
Iraqi Freedom created a compelling case for change to
fast, accurate, flexible, and mobile sustainment support. 

Historically, military logisticians supported the warfighter
with limited information on assets, particularly in theater.
This obstacle led to ineffective inventory management,
introducing waste, inefficiency, and delay across the sup-
ply chain. Ultimately, these shortfalls impacted the
warfighter’s overall materiel readiness, the ability to close
the force, and the operational availability of weapon sys-
tems. The lack of synthesized end-to-end, real-time the-
ater information on assets (including both at-rest and in-

transit items) across all components, undercuts the abil-
ity of the combatant commander (COCOM) to exercise
directive authority for logistics.

The bumper-sticker thought that is frequently used to
refer to this issue is “visibility,” but visibility is not an end
in itself. Visibility is a tool to achieve specific outcomes
in support of the following objectives:
• Reliably deliver the required item to the right location

in the correct quantity at the time required from the
most appropriate source

• Make available tools and information for decision mak-
ers to exercise effects-based management of the logis-
tics network

• Manage end-to-end capacities and available assets across
the end-to-end chain to best support warfighter re-
quirements 

• Promote the ability of the supported COCOM to effec-
tively exercise directive authority over logistics.

FIGURE 1. Defense Department RFID-Enabled Supply Chain
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The Enabling Technology: Radio Frequency
Identification
Radio Frequency Identification (RFID) is an enabling tech-
nology that will allow military logisticians to create syn-
thesized and integrated end-to-end information on as-
sets. 

The Department of Defense is already a globally sophis-
ticated user of active RFID, with over a decade of expe-
rience in the technology and the most extensive network
in the world. Now the DoD is standardizing the use of ac-
tive RFID and moving ahead with the application of pas-
sive RFID technologies. In 2004, the acting under secre-
tary of defense for acquisition, technology and logistics
issued a policy requiring the implementation of RFID
across the DoD. The Department of Defense is taking a
leadership role in passive RFID, both as an early adopter
of the technology and by driving the development of the
technology and standards. 

The policy directs military services and defense agencies
to immediately expand the use of high data capacity ac-
tive RFID currently employed in the DoD operational en-
vironment. The policy also directs the phased application
of passive RFID by DoD suppliers who will be required
to put passive RFID tags on the cases and pallets of ma-
teriel shipped to DoD as well as the packaging of all items
requiring a Unique Identification (UID). Beginning in 2005,
DoD suppliers will be required to apply passive RFID on
shipments of selected classes of supply going to the De-
fense Distribution San Joaquin, Calif., and the Defense
Distribution Susquehanna, Pa.  Further classes of supply
and nodes will be added over the next several years, with
full implementation expected by 2008. 

DoD’s Vision for RFID
The end state for the DoD supply chain is to be a fully in-
tegrated adaptive entity that leverages state-of-the-art en-
abling technologies and advanced management infor-
mation systems to automate routine functions and achieve
accurate and timely in-transit, in-storage, and in-repair
asset visibility with the least human intervention. RFID
is a foundational technology on the path to achieving this
vision. DoD will ultimately operate a single, seamless, re-
sponsive enterprise visibility network, accessible across
the backbone and usable by people and systems across
the end-to-end supply chain. As a starting point, the DoD
vision is for RFID to facilitate accurate, hands-free data
capture in support of business processes in an integrated
DoD supply chain enterprise as an integral part of a com-
prehensive suite of automatic identification technology
(AIT) applications that DoD will leverage, where appro-
priate, in the supply chain to improve warfighter support,
as depicted in Figure 1 on the previous page. 

Clearly not all DoD logistics supply chain operations are
captured in this picture. However, the primary actions
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performed by the physical nodes to move materiel through
the logistics chain are the shipping/receiving/transporta-
tion processes. Figure 1 shows materiel movement that
physically “touches” each node throughout the logistics
path. But materiel can start, end, and move through dif-
ferent paths between logistics nodes: manufacturers/sup-
pliers to defense distribution center for stock replenish-
ment; defense distribution center to supply depots/theater
distribution center for stock replenishment outside the
continental United States; defense distribution center to
supply depots for stock replenishment in the continental
United States; supply department/theater distribution cen-
ter to customer; direct vendor delivery.

All these segments are impacted by RFID. Materiel move-
ment includes moving retrograde back through the sup-
ply chain in the opposite direction. RFID (active and pas-
sive) read and write capabilities will be required at the
farthest point in the supply chain delivery system to sup-
port retrograde. The return/retrograde process is the same
as the shipping process. 

With passive RFID, DoD will capture more granular data
automatically, injecting advanced technology at the trans-
actional level. This foundation will streamline the move-
ment of materiel through warehouses and depots, in-
crease inventory accuracy, and generate productivity
improvements. Active RFID is a cargo-tracking capability
and provides the ability to manage consolidated ship-
ments. With the addition of passive RFID to the technol-
ogy portfolio, the military is developing an end-to-end ca-
pability relying on complementary active and passive
technologies to deliver an RFID suite applicable to all in-
ventory—in-transit, in-process, or on the shelf. 

Historically, information across the supply chain has been
captured only at the predefined nodal touch points. The
data capture has generally been used to update systems
of record and in some situations, to generate status noti-
fications. To speed the adoption and implementation of
passive RFID technologies and accelerate the learning
curve, components are initially using passive capabilities
for transaction sets similar to (and sometimes identical
to) legacy transactions. However, once the foundational
implementations are established, the true promise of pas-
sive RFID may be realized. RFID delivers near real-time
status, enables better inventory control (particularly in a
deployed or combat environment), and can make track
and trace around the world, across the silos, a reality.

No longer will the DoD be constrained to capturing in-
formation on at-rest and in-transit inventories at fixed lo-
cations. As RFID tagging becomes more ubiquitous and
RFID technology more portable, real-time information
can be captured wherever required to support the re-
quirements of the COCOM. Equally important, the adop-
tion of passive RFID standards will serve to undermine



the silos and barriers to information flow across and
among the components that have historically been a chal-
lenge for the DoD. The military logistician will be able to
deploy and move a logistics infrastructure and visibility
capability as rapidly as the COCOM can deploy and en-
gage the combat force.

RFID in the Bigger Picture of Automatic
Identification Technology Apps
RFID is a part of a larger suite of AIT applications, all of
which the DoD will leverage, where appropriate, in the
supply chain. As an enabling technology, RFID data must
be available to the automated information systems (AISs).
To take advantage of the capabilities RFID provides, man-
agers of all major logistics systems modernization pro-
grams will update appropriate program documentation
to include the requirement for RFID capabilities as part
of the system operational deployment in conformance
with the business rules and initial timeline set forth in the
DoD RFID Policy. Managers of major acquisition programs
will update programs as required, including the require-
ment for RFID capabilities where applicable. 

Active and passive RFID will continue to complement one
another as passive RFID technology is implemented
throughout the DoD. Many shipments moving through
the defense transportation system are currently tracked
using active RFID and a bar-coded military shipping label.
The implementation of passive RFID will complement
the current successes of active RFID for shipments out-
side the continental United States. 

The association of a passive tag to an active tag will pro-
vide improved container stuffing and unstuffing time and
improved accuracy to facilitate “inside the box/pallet/con-
tainer” visibility. This passive and active association is cre-
ated by building a “nested”
structure of passive tags (UID
item packaging, case and pal-
let tags) that are subordinate
to the active tag (container
and 463L pallet-level tags).
Historically, active RFID has
been excellent at providing
nodal visibility. The imple-
mentation of passive tags
provides efficient and accu-
rate item and detailed con-
tent visibility. The marriage
of active RFID with passive
RFID will facilitate more ac-
curate and timely automatic
capture and reporting of data
within the multiple layers of
information required in
DoD’s dynamic environ-
ment.

The Relation of RFID to UID
RFID deployment also complements the ongoing Unique
Identifier (UID) initiative. While the UID and RFID initia-
tives are closely related, they have important fundamental
differences. UID is a permanent, unambiguous, and glob-
ally unique identifier for an item. RFID is a means of col-
lecting data using radio frequency technology. RFID will
be used as a hands-free data collection method to iden-
tify UID items located within various levels of materiel
packaging. In order to identify the UID item using RFID,
the RFID tag data on the unit packs, shipping containers,
exterior containers, and palletized unit loads must be as-
sociated to the UID information in a logistics system.
Using RFID tags as a means of data collection and asso-
ciating the tag data with UID information will help to main-
tain precise UID asset/in-transit visibility and to improve
data quality, item management, and maintenance of UID
materiel throughout the DoD supply chain. The hands-
free data collection method will help extend and take ad-
vantage of the implementation of the UID policy. How-
ever, the UID initiative requires a data matrix be applied
to each UID item. The data matrix is a two-dimensional
barcode, an alternate form of AIT. The combination of 2D
barcode and RFID technologies incorporated into AIT
equipment will facilitate the UID and RFID relationship. 

Because of the “nested” structural relationship that will
result, it is envisioned that passive RFID will be used to
verify contents, track physical movement, and virtually
build the contents of a 463L pallet or SEAVAN container.
Passive RFID will accurately verify, in real time, and com-
municate to the local AIS (and personnel physically load-
ing the pallet/container) the contents of the 463L pallet
or SEAVAN container. Once the pallet/container is prop-
erly configured, an active tag is attached to the 463L pal-
let or SEAVAN container to track and trace the trans-
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FIGURE 2. High-Level Illustration of the Benefits of RFID Across
the DoD Supply Chain 
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portation. At the final destination, when the pallet/con-
tainer is unloaded, passive RFID will again verify the con-
tents and track the physical movement of the materiel
within the destination node. Additionally, this nested data
will be used to create a transaction of record and close
the transportation transaction once the items are received. 

As stated before, RFID is part of a family of AIT devices
that includes, but is not limited to, bar codes, optical mem-
ory cards, smart cards, micro-electro mechanical systems,
and satellite tracking systems. RFID and bar codes will
coexist for several years, as both technologies have their
merits. However, RFID brings several benefits over bar
codes:
• Eliminates human error
• Improves data accuracy/asset visibility
• Performs in rugged, harsh environments
• Allows for dynamic, multi-block read/write capability
• Facilitates source data collection
• Allows for simultaneous reading and identification of

multiple tags.

The employment of RFID provides several benefits to the
overall DoD supply chain. Figure 2 on the previous page
identifies these potential benefits and the respective nodes.

DoD-wide Business Process Change
It is envisioned that each military service and defense
agency will review its internal business processes to fur-
ther refine the most appropriate employment of RFID.
The widespread integration of RFID into the DoD busi-
ness processes should be managed with the same level
of attention as a major system fielding. Although this tech-
nology enables accuracy and timeliness of data within
current and future systems of record, introducing RFID
will require significant planning, equipment fielding, AIS
changes, and training. The systems approach should be
taken to ensure a long-term, fully integrated solution. 

The real value of RFID lies not in what we know it can do
today, but in uncovering what it will do in the future. DoD
is in the midst of the most fundamental transformation
of logistics capability ever attempted, and RFID is a foun-
dational element. Through RFID deployment, DoD is lay-
ing a foundation that allows military logisticians to see an
exciting capability—Web-centric logistical control—rid-
ing on new applications able to see and manage end to
end not just the enterprise-centric silos managed by legacy
approaches today, but factory to foxhole, delivering the
right item to the right place at the right time, even in the
face of rapidly evolving conditions in the battlespace.

Questions and comments should be addressed to
maryann.wagner.ctr@osd.mil.


