RISK MANAGEMENT

Proactively Managing Risk
The New “Waste”

Steve Hoeft » Melinda Davey ® Dean Newsome

n unforeseen risk causes a problem to hit you

out of the blue. Someone is assigned to get to

the bottom of the problem and solve it—quickly!

Everyone looks for what, or who, is to blame

for the latest predicament. You're in firefight-
ing mode.

There are many ways to become aware of risks and their
causes. Waiting until a problem arises is a very reactive
solution. The better way is to take a more proactive
approach.

A continuous process improvement (CPI) tool called value
stream mapping (VSM) has been used effectively over the
last decade to help organizations visualize their key
processes so as to expose problems of waste and to plan
improvements. The CPI approach follows through on those
improvement efforts and repeats the process for still
greater gains. Traditional CPI is focused on removing waste
or non-value-added steps. But with just one more pass
added to the standard CPI methodology, VSM can be used
to also identify and reduce risks in all key processes. This
combination of VSM enables organizations to leverage
the continuous improvement initiatives that are likely al-
ready part of their ongoing transformation effort.

Risks as Threats

We are all exposed to risks daily—at work and in our pri-
vate lives—and often manage them without even think-
ing about it. Organizations are challenged to maintain op-
erations during disruptions and to avoid operational
failures. Whether by natural disaster, terrorist action, or
simple employee mistakes, organizations need to iden-
tify risks and mitigate losses. We need to ensure that we
think about risk actively and proactively in the way we
deliver value to customers.

Risks can be opportunities as well as threats, but this ar-
ticle will focus mainly on risks as threats. Risk manage-
ment means developing and deploying a systematic cor-
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Risks can take various forms: financial risks, risks to the
public or key stakeholders, risks to project success, risks
to the products or services, risks from missed opportu-
nities, policy failures, and even risks to reputation. Risks
can affect an organization’s performance, stakeholders,
customers, and future livelihood. A clear understanding
and plan are needed for managing risks. Done properly,
a plan for mitigating risk can be integrated into existing
strategic plans to meet key objectives, targets, and the
demands of good corporate governance.

Good risk management reinforces the value of appropri-
ate risk taking. It can also encourage innovation through
promoting a no-blame culture. Risk management must
not be seen as something in addition to effective opera-
tions; it must be part of what an organization does every
day to be successful. Having a risk management process
in place is critical for business success.

Risk: A New Form of Waste
Many firms have started implementing CPI principles in
their many forms (Lean, Six Sigma, Theory of Constraints,
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etc.). The key principle in CPI, as outlined in many works

on the Toyota Production System, is the constant elimi-

nation of wastes, which are non-value-added steps, tasks,

or work. If risks are considered by all practitioners as an-

other form of waste, risk analysis and mitigation can eas-

ily leverage the current CPI methodology (sequence of

activities to improve processes). The seven wastes, first

detailed by Toyota Production System developer Taiichi

Ohno in the 1950s, are as follows:

® Overproduction—Producing more material than is
needed before it is needed

® [nventories—Material sits taking up space, costing
money, and potentially being damaged; problems are
not visible

= Waiting—Material, people, or assets are waiting; value
is not flowing to customers

® Defects—Defects impede flow and lead to wasteful re-
work, handling, and effort

= Motion—Any (human) motion that does not add value
is waste

® Transportation—Any (product) movement that does
not add value is waste

® Overprocessing—Extra processing not essential from
the customer point of view.

To these, we add risk as the eighth waste:
® Risk—Any risk or cause of risk in a key process that is
not identified, assessed, and mitigated is waste.

We think of risk as a waste because when an uncertain
risk becomes a reality, the effort expended to address the
problem is above and beyond what should have been ex-
pended—and that is waste.

Reactive versus Proactive Risk Management
A key to successful risk management is a method by
which risks are identified and mitigated continually in an
organization. Ideally, organizations should want a method
that can identify the risk in advance of experiencing the
failure. As we stated earlier, there are many ways to be-
come aware of risks and their causes in an organization.
The figure shows a continuum of reactive versus proac-
tive methods, from getting hit by a problem and react-
ing, to leaders identifying key Value Streams and reduc-
ing risk as part of their larger transformation efforts.

The method described on the far left of the continuum is
not really risk management, and some organizations re-
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the more it resists movement to the right, the greater
the likelihood that a public-, investor-, media-, or regula-
tor-driven crisis will threaten its existence.

A Risk Management Framework

A risk management framework, which incorporates the
DoD’s five-step risk management process, is the basis for
the methodology. The five steps are identify risks; assess
risks; develop mitigation control options and choose the
best ones; implement mitigation controls; supervise and
evaluate.

The first four steps are sequential and repeated as new,
discrete risks are identified. The supervise and evaluate
step runs concurrently with the other four steps. Within
the supervise step, the organization involves internal and
external stakeholders, plans for risk management, and
tracks risk and mitigation activities. In the methodology,
risk mitigation is partitioned into two separate steps: one
to develop risk mitigation options and make decisions,
and the other is to implement the selected options. The
model was developed by NewVectors LLC in a project
called Material Security in the DoD Disposal System, con-
ducted for the Defense Sustainment Consortium with
funding from the Defense Logistics Agency. The prime
contractor was The Advanced Technology Institute.

Using VSM to Identify More Risks

For process risks, a CPI planning tool called value stream
mapping can be used by teams to effectively visualize
and improve their key processes, as well as to identify
and reduce risks in those processes. A typical value stream
mapping session will detail both the material flow (prod-
uct, paper, or even a service) and information flow (rules,
plans, or directions for who does what and when) that
make up the process. This is sometimes called the “cur-
rent-state map” or “as-is” map. After the map is devel-
oped and verified, the team can make a second pass to
highlight risks and causes of risk in and between each
process or information step. After a brief discussion of
the high-level risks for the organization (be they financial,
safety, or other—and they will be different for each or-
ganization and business unit), the facilitator could ask the
team some key questions to uncover causes of risk in
each key process:

= What could happen in and between these steps to cause

one of the high-level risks?
= What could happen in the process that we might not
catch internally?
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= What could be missing or wrong in the information
flow to cause one of the high-level risks?

Some possible causes of risks are entry errors, inadequate
equipment to perform a task, and even language barri-
ers.

Value stream mapping is a form of process mapping that
also includes the total accumulated time (both value and
non-value added) at the bottom of the map. It is time-
scaled. The team mapped in detail the demilitarization
(demil) and mutilation as a condition-of-sale process. This
is one of the key processes for the Defense Logistics
Agency’s Defense Reutilization Marketing Service (DRMS),
which sells scrap material, requiring it to be demilitarized
or mutilated after the property is sold. After doing the tra-
ditional value stream mapping, the team made a second
pass over the process, identifying potential causes of risks.
These risks were documented on the map using differ-
ent colored 3M Post-it® Notes. A Post-it Note represent-
ing each process step in the value stream map was placed
in its own functional “swim lane” or row across a multi-
rowed roll of paper. The team collected some key data
about each process, including total process cycle, “touch”
time, paper/information flows, and causes of risk.

Initial results for DRMS, after just a few weeks of imple-
menting its risk control plan for the demil process, showed
a 25 percent reduction in overall risk score (a product of
the likelihood of each identified event, multiplied by the
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impact if it were to occur, normalized by the team on a
1-to-10 scale). Significant improvements were also made
to the process to help prevent improper releases of ma-
terials and reduce information errors.

The biggest benefit to using VSM to identify risk is that
CPI tools are likely already used in organizations today.
As organizations adopt Lean or other CPI methodologies,
they should consider using VSM as a strategic planning
tool to integrate, highlight, and prioritize opportunities for
waste, risk, and complexity reduction. A key part of de-
veloping a company’s risk management strategy and
plans (step 5 in the DoD frameworK) is to set clear guide-
lines for continued risk management in all key processes.
Using best CPI practices, the leaders of each value stream
should create a new “vision” every 12 months or so to
further improve the process. Because they are combined,
risk analyses will be repeated in this same timeframe and
implemented with improvements in flow, waste, and vari-
ation. Instead of making a supply chain more brittle (e.g.,
by removing inventory and going faster), this new process
would reduce risk by addressing the causes alongside re-
moving waste from a process.

Safety is a type of risk that is well suited to this approach.
It is possible to get improvements in safety as Lean and
CPI implementation ensue, but often the reverse is true
in companies today. In an article circulated by Toyota
Motor Manufacturing, Kentucky, Taiichi Ohno said, “Safety
is always our first and foremost concern, and there can
be no man-hour reduction activity without consideration
for safety.” He also warned that “there are times when
improvement activities do not proceed in the name of
safety.” As flow and efficiency improvements are made,
people go faster. This can cause injuries. If the CPI team
makes risk a part of their value stream mapping while el-
evating safety to a high-level risk, they will proceed with
actions that must also improve safety.

Summing up the CPI with Risk Management

Process

The team added more elements to the standard DoD 5-

step risk management framework to reduce and manage

risks even further. This allowed the team to focus on the

actual risk-reduction activities as risks were identified.

The following list highlights some key steps to reduce risk

within the framework of a larger CPI effort. The second-

level items show the added elements in the typical VSM

methodology that identify and reduce risks:

= [dentify key process to improve (core processes that
add value for your organization)

= Create a team tasked to continue working until the goals
are met

® Create a Current State Value Stream Map; validate

“Managing Risk” continued on page 44
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