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RISK
MANAGEMENT
GUIDE

Acquisition excellence has changed the way the Department of Defense (DoD) designs, devel ops,
manufactures, and supports systems. Our technical, business, and management approach for acquiring
and operating systems has, and continuesto, evolve. For example, weno longer canrely on military
specifications and standards to define and control how our devel opersdesign, build, and support our
new systems. Today we use commercial hardware and software, promote open systems architecture,
and encourage streamlining processes, just to name afew of theinitiativesthat affect theway we do
business. At the same time, the Office of the Secretary of Defense (OSD) has reduced the level of
oversight and review of programs and manufacturers’ plants.

Whilethe new acquisition model gives government program managers and their contractors broader
control and more optionsthan they have enjoyed in the past, it al so exposesthem to new risks. OSD
recognizes that risk isinherent in any acquisition program and considers it essential that program
managers take appropriate steps to manage and control risks.

Thisdocument isaproduct of ajoint effort by the Under Secretary of Defense (Acquisition, Technology
and Logistics (USD (AT&L)) staff and the Defense Acquisition University. It isbased onthe material
developed by the DoD Risk Management Working Group. Material inthisGuideisasoreflectedin
the Risk Management Focus Area of the Program Management Community of Practice (PMCOP)
(http://www.pmcop.dau.mil), and in the Defense Acquisition Deskbook, which can be accessed via
theAT& L Knowledge Sharing System (AK SS) Website (http://deskbook.dau.mil/jsp/default.j sp).

Frank J. Anderson, Jr.
President
DefenseAcquisition University




PREFACE

INn 1996, the USD (AT& L) established a Risk Management Working Group composed of members of
the Office of the Secretary of Defense (OSD) staff, representatives of the Military Services, and
members of other DoD agenciesinvolved in systemsacquisition. Thisgroup reviewed pertinent DoD
directives (DoDD) and regul ations, examined how the Services managed risk, studied various ex-
amples of risk management by industry, and looked at DoD training and education activity in risk
management. Other sources of information were the Software Engineering Institute Risk Initiative,
the Open Systemsi I nitiative, and the saf ety and cost estimating communities. Thefindingsand results
of theWorking Group investigation were presented to the USD (AT& L) and are summarized bel ow:

Working Group membersthen wrote the risk management portions of the Defense Acquisition Desk-
book. The Defense Acquisition Deskbook (sometimesreferred to asthe“ Legacy” Deskbook) isac-
cessible from the AT& L Knowledge Sharing System (AKSS) Website (http://deskbook.dau.mil/
jsp/default.jsp).

Industries

» Focus of efforts is to get a product to market at a competitive price.
 Industry has have either a structured or informal Risk Management process.
» Evolutionary approaches help avoid or minimize risk.

» Most approaches employ risk avoidance, early planning, continuous assessment, and problem-
solving techniques.

 Structured approaches, when they exist, are similar to DoD’s approach to Risk Management.
The Working Group concluded that industry has no magic formula for Risk Management.

The Military Services

» The Services differ in their approaches to Risk Management.
» Each approach has its strengths but no one approach is comprehensive.
» Consolidation of the strengths of each approach could foster better Risk Management in DoD.

The Working Group recommended that the Defense Acquisition Deskbook contain a set of guidelines
for sound risk management practices, and further, that it contain a set of risk management definitions
that are comprehensive and useful by all the Components.

DoD Policy*

» The risk management policy contained in DoDD 5000.1 is hot comprehensive.

The Working Group recommended that DoDD 5000.1 be amended to include a more comprehensive
set of risk management policies that focuses on:

» The relationship between the Cost As an Independent Variable (CAIV) concept and Risk
Management.

» Requirement that risk management be prospective (forward looking).

» Establishment of risk management as a primary management technique to be used by Program
Managers (PMs).

*Note: The DoD 5000 policy documents referred to in the 1996 Report have since been superseded by a new set of DoD
5000 policy and guidance documents issued in 2002-2003 time frame.
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DoD Procedures

» Risk Management procedures in DoD 5000.2-R (Note: Later changed to Interim Defense Acquisi-
tion Guidebook) are inadequate to fully implement the risk management policy contained in DoDD
5000.1.

Procedures are lacking regarding:

— Scope of Risk Management

— Purpose of Risk Management

— Role of Milestone Decision Authorities

— Risk Management’s support of CAIV

— Risk assessment during early acquisition phases.

» Some key procedures may have been lost in transition the DoD 5000.2-R, and need to be ex-
panded upon in the Defense Acquisition Deskbook.

DoD Risk Management Training

» Risk management training for the DoD Acquisition Corps needs to be updated and expanded, and
Integrated Product Team (IPT) and Overarching IPT (OIPT) personnel need to be educated on the
new and expanding role of risk management in DoD systems acquisition.

» Risk Management knowledge level needs improvement.

» Education is a key to obtaining the support of OIPTs and PMs. The Defense Acquisition Univer-
sity (DAU) needs to include Risk Management training in all functional courses and develop a
dedicated risk management course for acquisition corps personnel.

Therecommendations of the Risk Management Working Group have been fully implemented over the
period 1996-2003. The Risk Management part of the Defense Acquisition Deskbook and material inthe
Risk Focus Area of the Program Management Community of Practice (PMCoP) (http://
www.pmcop.dau.mil) form the basis for this Guide. The goa of the Risk Management Guide is to
provide acquisition professionalsand program management officeswith apractical referencefor deal-
ing with system acquisition risks. It hasa so been designed to beused asan aidin DAU course offerings.

ThisGuidereflectsthe efforts of many people. Mr. Mark Schaeffer, former Deputy Director, Systems
Engineering, who chaired theinitial Risk Management Working Group, and Mr. Mike Zsak and Mr.
Tom Parry, formerly from the AT& L Systems Engineering Support Office, werethe original driving
forces behind therisk management initiative. LtCol John Driessnack, USAF, fromthe DAU/DSMC
faculty; Mr. Greg Caruth, Ms. Debbie Gonzalez, and Ms. Frances Battle from the DAU Press; and
Ms. PatriciaBartlett from Bartlett Communi cations guided the composition of the Guide. Assistance
was also provided by Mr. Jeff Turner of the DAU Publications Distribution Center. Special recogni-
tion goes to the Institute for Defense Analyses team composed of Mr. Louis Simpleman, Mr. Ken
Evans, Mr. Jim Lloyd, Mr. Gerald Pike, and Mr. Richard Roemer, who compiled the data and wrote
major portionsof thetext. Also specia thanksto Ms. Margaret Adcock for her detailed commentsand
support, and to Dr. Edmund Conrow for hissuggestions and recommendationsthat have vastly improved
the Guide.

CharlesB. Cochrane WilliamW. Bahnmaier
Director Editor
DAU Center for Program Management
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INTRODUCTION

Risk has always been a concern in the acquisi-
tion of Department of Defense (DoD) systems.
The acquisition process itself is designed, to a
large degree, to allow risksto be controlled from
conception to delivery of a system. Unfortu-
nately, in the past, some Program Managers
(PMs) and decision makers have viewed risk
as something to be avoided. Any program that
had risk was subject to intense review and over-
sight. This attitude has changed. DoD manag-
ers recognize that risk is inherent in any pro-
gram and that it is necessary to analyze future
program events to identify potential risks and
take measures to handle them.

Risk management is concerned with the out-
come of future events, whose exact outcomeis
unknown, and with how to deal with these un-
certainties, i.e., arange of possible outcomes.
In general, outcomes are categorized as favor-
able or unfavorable, and risk management is
the art and science of planning, assessing, and
handling future events to ensure favorabl e out-
comes. The alternative to risk management is
Crisismanagement, aresource-intensive process
that is normally constrained by arestricted set
of available options.

1.1 PURPOSE AND SCOPE

This Risk Management Guide is designed to
provide acquisition professionals and program
management offices (PMOs) with apractial ref-
erence book for dealing with system acquisition
risks. Itisalsointended to be useful asanaidin

classroominstruction and asareference book for
practical applications. Most of themateria inthis
Guide is derived from the Defense Acquisition
Deskbook of the Acquisition, Technology, and
Logistics (AT&L) Knowledge Sharing System
(AKSS) and from the Risk Focus Area of the
Program Management Community of Practice
(PMCoP). Readers should refer to the PMCoP
Website (http://mwww.pmcop.dau. mil) for any
new risk management information that isdissemi-
nated between publishing of updated Guide edi-
tionsor versionsof editions.

1.2 ORGANIZATION OF THE GUIDE

The Risk Management Guidediscussesrisk and
risk management, definesterms, and introduces
basi ¢ risk management concepts (Chapter 2).

Chapter 3 examinesrisk management concepts
relative to the DoD acquisition process. It
illustrates how risk management is an integra
part of program management, describesinterac-
tion with other acquisition processes, and iden-
tifiesand discussesthe varioustypes of acquisi-
tionrisks.

Chapter 4 discussestheimplementation of arisk
management program from the perspective of a
PMO. This chapter focuses on practical appli-
cation issues such asrisk management program
design options, PM O risk management organi-
zations, and criteriafor arisk management in-
formation system (M1S).



Chapter 5, thefinal chapter, describesanumber
of techniques that address the aspects (phases)
of risk management, i.e., planning, assessment,
handling, and monitoring.

This Guide isasource of background informa-
tion and providesastarting point for arisk man-
agement program. None of the material isman-
datory. PMs should tailor the approaches and
techniquesto fit their programs.

The Risk Management Guide also contains
appendices that are intended to serve as refer-
ence material and examples, and provide
backup detail for some of the concepts pre-
sented in the main portion of the Guide.

1.3 APPROACH TO RISK
MANAGEMENT

Based on the DoD model contained in the De-
fense Acquisition Deskbook (described in Chap-
ter 2), thisGuide emphasizesarisk management
approach that isdisciplined, forward looking, and
continuous.

In 1986, the Government Accounting Office
(GAO), as part of an evaluation of DoD poli-
cies and procedures for technical risk assess-
ments, developed aset of criteriaas an approach
to good risk assessments. These criteria, with
slight modification, apply to all aspects of risk
management and are encompassed in the
Guide's approach. They are:

(1) Planned Procedures. Risk management
is planned and systematic.

(2) Prospective Assessment. Potential future
problems are considered, not just current
problems.

(3) Attention to Technical Risk. There is
explicit attention to technical risk.

(4) Documentation. All aspectsof therisk man-
agement program are recorded and data
maintained.

(5) Continual Process. Risk assessments are
made throughout the acquisition process;
handling activitiesare continually evaluated
and changed if necessary; and critical risk
areasare alwaysmonitored.

While these criteriaare not solely sufficient to
determine the “health” of a program, they are
important indicators of how well a risk
management process is being implemented. A
pro-active risk management process is a good
start toward asuccessful program.

1.4 DOD RISK MANAGEMENT
POLICIESAND PROCEDURES

DoD policies and procedures that address risk
management for acquisition programs are con-
tained infivekey DoD documents. DoD Direc-
tive (DoDD) 5000.1 (The Defense Acquisition
System) contains overall acquisition policy —
with a strong basis in risk management. The
policy on risk management isamplified further
by the information in DoD Instruction (DoDI)
5000.2 (Operation of the Defense Acquisition
System) and the Interim Defense Acquisition
Guidebook (IDAG). These documentsintegrate
risk management into the acquisition process, de-
scribetherelationship between risk and various
acquisition functions, and establish some
reporting requirements. DoDD 5000.4 and DoD
5000.4-M addressrisk and cost analysisguidance
as they apply to the Office of the Secretary of
Defense. Appendix A is an extract of existing
risk management policies and proceduresfrom
all of these documents.

The DoD 5000 series contains strong statements
on risk management but requires elaboration to
help the PM establish an effective risk manage-
ment program. Theinformation furnishedinthe



Risk Management section of the Defense Ac-
quisition Deskbook and in the Risk FocusArea
of the PMCoP supports and expands the con-
tents of the DoD 5000 series. ThisGuideinturn
isderived from and reflects those sources.
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RISK AND
RISK MANAGEMENT

2.1 INTRODUCTION

This Chapter introducesthe conceptsof risk and
risk management by explaining the DoD risk-
related definitions and by identifying the char-
acteristics of acquisition risks. It also presents
and discusses a structured concept for risk
management and itsfive subordinate processes.
22 OVERVIEW

The DoD risk management concept isbased on
the principles that risk management must be
forward-looking, structured, informative, and
continuous. Thekey to successful risk manage-
ment is early planning and aggressive execu-
tion. Good planning enablesan organized, com-
prehensive, and iterative approach for identi-
fying and assessing the risk and handling op-
tions necessary to refine a program acquisition
strategy. To support these efforts, assessments
should be performed as early as possiblein the
lifecycleto ensurethat critical technical, sched-
ule, and cost risks are addressed with handling
actionsincorporated into program planning and
budget projections.

PMs should update program risk assessments
and tailor their management strategies accord-
ingly. Early information gives them data that
hel ps when writing a Request for Proposal and
assistsin Source Selection planning. Asa pro-
gram progresses, new information improves

insight into risk areas, thereby allowing the de-
velopment of effective handling strategies. The
net result promotes executable programs.

Effective risk management requires involve-
ment of the entire program team and also re-
quires help from outside experts knowledge-
ablein critical risk areas (e.g., threat, technol-
ogy, design, manufacturing, logistics, schedule,
and cost). In addition, the risk management pro-
cess should cover hardware, software, the hu-
man element, and integration issues. Outside
experts may include representatives from the
user, laboratories, contract management, test,
logistics, and sustainment communities, and
industry. Users, essential participants in pro-
gram trade analyses, should be part of the as-
sessment process so that an acceptable balance
among cost, schedule, performance, and risk
can be reached. A close relationship between
the Government and industry, and later with the
selected contractor(s), promotes an understand-
ing of program risks and assists in developing
and executing the management efforts.

Successful risk management programs gen-
erally have the following characteristics:

€ Feasible, stable, and well-understood user
requirements and threat;

* A closerelationship with user, industry, and
other appropriate participants;



A planned and structured risk management
process, integral to the acquisition process;

An acquisition strategy consistent with risk
level and risk-handling strategies;

Continual reassessment of program and
associated risks;

A defined set of success criteriafor al cost,
schedule, and performance elements, e.g.,
Acquisition Program Baseline (APB)
thresholds;

Metrics to monitor effectiveness of risk-
handling strategies,

Effective Test and Evaluation Program; and

Formal documentation.

PMs should follow the guidelines below to
ensure that a management program possesses
the above characteristics.

Assess program risks, using astructured pro-
cess, and devel op strategiesto manage these
risks throughout each acquisition phase.

|dentify early and intensively manage those
design parameters that critically affect cost,
capability, or readiness.

Use technology demonstrations/modeling/
simulation and aggressive prototyping to
reduce risks.

Use test and evaluation as a means of
guantifying the results of the risk-handling
process.

Includeindustry and user participationinrisk
management.

Use Developmental Test and Evaluation
(DT&E) and early operational assessments
when appropriate.

Establish a series of “risk assessment re-
views’ to evaluate the effectiveness of risk
handling against clearly defined success
criteria.

Establish the means and format to communi-
caterisk information and to train participants
in risk management.

Prepare an assessment training package for
members of the program office and others,
as needed.

Acquire approval of accepted risks at the
appropriate decision level.

In general, management of softwarerisk isthe
same as management of other types of risk
and techniquesthat apply to hardware programs
are equally applicable to software intensive
programs. Neverthel ess, some characteristics of
software makethistype of risk management dif-
ferent, primarily becauseitisdifficult to:

| dentify software risk.

Estimate the time and resources required to
develop new software, resulting in potential
risks in cost and schedule.

Test software completely because of the
number of paths that can be followed in the
logic of the software.

Develop new programs because of the rapid
changes in information technology and an
ever-increasing demand for quality software
personnel.



Risk Management
Risk Risk Risk Risk
Planning Assessment Handling Monitoring
Risk Risk
Identification Analysis
< Risk Documentation >

Figure 2-1. Risk Management Structure

23 RISK MANAGEMENT
STRUCTURE AND DEFINITIONS

Although each risk management strategy
depends upon the nature of the system being
developed, research reveal sthat good strategies
contain the same basic processes and structure
shown in Figure 2-1. This structure is some-
times also referred to as the Risk Management
Process Model. The application of these pro-
cesses vary with acquisition phases and the de-
gree of system definition; al should be inte-
grated into the program management function.
The elements of the structure are discussed in
the following paragraphs of this Chapter; how-
ever, in order to form a basis for discussion,
the Defense Acquisition Deskbook definitionsfor
the processes and elements of risk management
include:

Risk is a measure of the potential inability to
achieve overall program objectives within de-
fined cost, schedule, and technical constraints
and has two components: (1) the probability/
likelihood of failing to achieve aparticular out-
come, and (2) the consequences/impacts of fail-
ing to achieve that outcome.

Risk events, i.e., thingsthat could go wrong for
aprogram or system, are elementsof an acquisi-
tion program that should be assessed to deter-
minethelevel of risk. The events should be de-
fined to alevel that an individual can compre-
hend the potential impact and its causes. For ex-
ample, apotential risk event for aturbineengine
could be turbine blade vibration. There could
beaseriesof potential risk eventsthat should be
selected, examined, and assessed by subject-
matter experts.

The relationship between the two components
of risk — probability and consequence/impact
— iscomplex. To avoid obscuring the results of
an assessment, the risk associated with an event
should be characterized in termsof itstwo com-
ponents. As part of the assessment thereisalso
a need for backup documentation containing
the supporting data and assessment rationale.

Risk management isthe act or practice of deal-
ing with risk. It includes planning for risk, as-
sessing (identifying and analyzing) risk areas,
developing risk-handling options, monitoring
risksto determine how risks have changed, and
documenting the overall risk management
program.



Risk planningisthe process of developing and
documenting an organized, comprehensive, and
interactive strategy and methods for identify-
ing and tracking risk areas, developing risk-
handling plans, performing continuousrisk as-
sessmentsto determine how risks have changed,
and assigning adequate resources.

Risk assessment is the process of identifying
and analyzing program areas and critical tech-
nical process risks to increase the probability/
likelihood of meeting cost, schedule, and per-
formance objectives. Risk identification is the
process of examining the program areas and
each critical technical process to identify and
document the associated risk. Risk analysisis
the process of examining each identified risk
area or process to refine the description of the
risk, isolating the cause, and determining the
effects. It includesrisk rating and prioritization
inwhichrisk eventsare defined intermsof their
probability of occurrence, severity of conse-
guence/impact, and relationship to other risk
areas or processes.

Risk handling is the process that identifies,
evaluates, selects, and implements options in
order to set risk at acceptable levels given pro-
gram constraints and objectives. Thisincludes
the specifics on what should be done, when it
should be accomplished, who is responsible,
and associated cost and schedule. The most ap-
propriate strategy is selected from these han-
dling options. For purposes of the Guide, risk
handling is an all-encompassing term whereas
risk mitigation is one subset of risk handling.

Risk monitoring isthe processthat systemati-
cally tracks and evaluates the performance of
risk-handling actions against established
metrics throughout the acquisition process and
develops further risk-handling options, as
appropriate. It feeds information back into the
other risk management activities of planning,
assessment, and handling as shown in Figure

2-1. This feedback mechanism was first sug-
gested by Dr. Edmund Conrow in his book
Effective Risk Management: Some Keys to
uccess.

Risk documentation isrecording, maintaining,
and reporting assessments, handling analysis
and plans, and monitoring results. It includes
all plans, reports for the PM and decision
authorities, and reporting forms that may be
internal to the PMO.

2.4 RISK DISCUSSION

Implicit in the definition of risk is the concept
that risksarefuture events, i.e., potential prob-
lems, and that there is uncertainty associated
with the program if these risk events occur.
Therefore, thereisaneed to determine, asmuch
as possible, the probability of a risk event
occurring and to estimate the consequence/
impact if it occurs. The combination of thesetwo
factorsdeterminestheleve of risk. For example,
an event with alow probability of occurring, yet
with severe consequences/impacts, may beacan-
didatefor handling. Conversely, an event witha
high probability of happening, but the conse-
guences/impacts of which do not affect a
program, may be acceptable and require no
handling.

To reduce uncertainty and apply the definition
of risk to acquisition programs, PMs must be
familiar with the types of acquisition risks, un-
derstand risk terminology, and know how to
measure risk. These topics are addressed in the
next several sections.

2.4.1 Characteristics of Acquisition Risk

Acquisition programs tend to have numerous,
often interrelated, risks. They are not always
obvious; relationships may be obscure; and they
may exist at al program levels throughout the
lifeof aprogram. Risksareinthe PMO (program



plans, etc.); in support provided by other Gov-
ernment agencies; in threat assessment; and in
prime contractor processes, engineering and
manufacturing processes, and technology. The
interrel ationship among risk events may cause
anincreasein one because of the occurrence of
another. For example, adlip in schedule for an
early test event may adversely impact subse-
guent tests, assuming afixed period of test time
isavailable.

Another important risk characteristicisthetime
period before arisk future event occurs, because
time is critical in determining risk-handling
options. If an event isimminent, the PMO must
resort to crisis management. An event that is
far enough in the future to allow management
actionsmay be controllable. Thegoal isto avoid
the need to revert to crisis management and
problem solving by managing risk up front.

An event’s probability of occurrence and con-
sequences/impacts may change asthe devel op-
ment process proceeds and information be-
comes available. Therefore, throughout the de-
velopment phase, PMOs should reevaluate
known risks on a periodic basis and examine
the program for new risks.

2.4.2 Program Products, Processes,
Risk Areas, and Risk Events

Program risk includes all risk events and their
relationships to each other. It is atop-level as-
sessment of impact to the program when all risk
events at the lower levels of the program are
considered. Program risk may be a roll-up of
al low-level events; however, most likely, itis
a subjective evaluation of the known risks by
the PMO, based on the judgment and experi-
ence of experts. Any roll-up of program risks
must be carefully doneto prevent key risk issues
from “dlipping through the cracks” Identify-
ing program risk is essential because it forces
the PMO to consider relationships among all

risksand may identify potential areasof concern
that would have otherwise been overlooked.
One of the greatest strengths of aformal, con-
tinuous risk management processis the proac-
tivequest toidentify risk eventsfor handling and
thereduction of uncertainty that resultsfrom han-
dling actions.

A program office has continuous demands on
its time and resources. It is, a best, difficult,
and probably impossible, to assess every
potential areaand process. To manage risk, the
PMOs should focus on the critical areas that
could affect the outcome of their programs.
Work Breakdown Structure (WBS) product and
process elements and industrial engineering
and manufacturing processes contain most of
the significant risk events. Risk events are de-
termined by examining each WBS element and
process in terms of sources or areas of risk.
Broadly speaking, these sources generally can
be grouped as cost, schedule, and performance,
with the latter including technical risk.
Following are some typical risk areas:

* Threat. The sengitivity of the program to
uncertainty in the threat description, the
degree to which the system design would
have to change if the threat’s parameters
change, or the vulnerability of the program
to foreign intelligence collection efforts
(sengitivity to threat countermeasure).

* Requirements. Thesengtivity of theprogram
to uncertainty in the system description and
requirements except for those caused by
threat uncertainty.

» Design. The ahility of the system configu-
ration to achieve the program’s engineering
objectives based on the available technol ogy,
design tools, design maturity, etc.

» Test and Evaluation (T & E). The adequacy
and capability of the T& E program to assess



attainment of significant performance speci-
fications and determine whether the systems
are operationally effective and suitable.

Modelingand Simulation (M& S). Thead-
equacy and capability of M& Sto support all
phases of a program using verified, valid,
and accredited M& Stools.

Technology. The degree to which the tech-
nology proposed for the program has been
demonstrated as capable of meeting all of
the program’s objectives.

L ogistics. Theability of the system configu-
ration to achieve the program’slogistics ob-
jectives based on the system design, main-
tenance concept, support system design, and
availability of support resources.

Production. The ability of the system con-
figuration to achieve the program’s produc-
tion objectives based on the system design,
manufacturing processes chosen, and avail-
ability of manufacturing resources such as
facilities and personnel.

Concurrency. The sensitivity of the pro-
gram to uncertainty resulting from the com-
bining or overlapping of life-cycle phasesor
activities.

Capability of Developer. The ability of the
developer to design, devel op, and manufac-
ture the system. The contractor should have
the experience, resources, and knowledgeto
produce the system.

Cost/Funding. The ability of the system to
achieve the program’s|life-cycle cost objec-
tives. Thisincludesthe effects of budget and
affordability decisions and the effects of
inherent errors in the cost estimating
technique(s) used (given that the technical
requirements were properly defined).
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* Management. Thedegreeinwhich program
plansand strategiesexist and arerealistic and
consistent. The Government’s acquisition
team should be qualified and sufficiently
staffed to manage the program.

» Schedule. The adequacy of thetime alocated
for performing the defined tasks, e.g., develop-
menta, production, etc. Thisfactor includesthe
effectsof programmatic scheduledecisions, the
inherent errorsin the schedul e estimating tech-
nigue used, and externa physica condraints.

Critical risk processes are the devel oper’ sengi-
neering and production processeswhich, histori-
cally, have caused the most difficulty during the
development and/or production phases of acqui-
gtion programs. These processesinclude, but are
not limited to, design, test, production, facili-
ties, logistics, and management. These pro-
cessesareincluded inthecritical risk areasand
are addressed separately to emphasize that they
focuson processes. DoD 4245.7-M, Transition
from Devel opment to Production, describesthem
using templates. See Figure 2-2 for an example
of the template for product development. The
templates are the result of a Defense Science
Board task force, composed of Government and
industry experts, who identified engineering pro-
cesses and control methodsto minimizeriskin
both Government and industry. The task force
defined these critical eventsintermsof thetem-
plates, which arebriefly discussed later. A copy
of DoD 4245.7-M may be obtained at the De-
fense Technical Information Center (DTIC)
Website: http://www.dtic.mil/whg/dir ectives.

Additional areas, such as manpower, environ-
mental impact, systems safety and health, and
systems engineering, that are analyzed during
program plan development provide indicators
for additional risk. The PMO should consider
these areas for early assessment since failure
to do so could cause dire consequences/impacts
inthe program’slatter phases.
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Figure 2-2. Critical Process Areas and Templates

In addition, PMs should address the uncertainty
associated with security — an area sometimes
overlooked by developers but addressed under
the topic of acquisition system protectionin the
Defense Acquisition Deskbook. However, in ad-
dition to the guidance giventhere, PMsmust rec-
ognizethat, inthe past, classified programshave
experienced difficulty in access, facilities, clear-
ances, and visitor control. Failureto managethese
aspects of aclassified program could adversely
affect cost and schedule.

25 RISK PLANNING
25.1 Purposeof Risk Plans
Risk planning is the detailed formulation of a

program of action for the management of risk. It
isthe processto:
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» Develop and document an organized, com-
prehensive, and interactive risk management

strategy.

» Determinethe methodsto be used to execute
a PM’s risk management strategy.

» Plan for adequate resources.

Risk planningisiterative and includes describ-
ing and scheduling the activitiesand processto
assess (identify and analyze), handle, monitor,
and document the risk associated with a pro-
gram. Theresult isthe Risk Management Plan
(RMP).

2.5.2 Risk Planning Process
ThePMO should periodicaly review theplanand

reviseit, if necessary. Someeventssuchas: (1) a
changein acquisition strategy, (2) preparation for



amajor decision point, (3) technical auditsand
reviews, (4) an update of other program plans,
and (5) preparation for a Program Objective
Memorandum (POM) submission may drivethe
need to update an existing plan.

Planning begins by developing and document-
ing a risk management strategy. Early efforts
establish the purpose and objective, assign re-
sponsibilities for specific areas, identify addi-
tional technical expertise needed, describe the
assessment process and areas to consider,
delineate procedures for consideration of han-
dling options, define a risk rating scheme,
dictate the reporting and documentation needs,
and establish report requirements and moni-
toring metrics. This planning should also ad-
dress evaluation of the capabilities of potential
sourcesaswell asearly industry involvement and
program.

The PM’s strategy to manage risk providesthe
program team with direction and basisfor plan-
ning. Initially formalized during a program’s
Concept Exploration Phase and updated for
each subsequent program phase, the strategy
should be reflected in the program’s acquisi-
tion strategy, which with requirement and threat
documents, known risks, and system and pro-
gram characteristics are sources of information
for PMO useto devise astrategy and begin de-

veloping a Risk Management Plan. Since the
program’srisks are affected by the Government
and contractor team’s ability to develop and
manufacture the system, industry can provide
valuableinsight into thisarea of consideration.

The plan is the road map that tells the Govern-
ment and contractor team how to get from where
the program is today to where the PM wants it
to be in the future. The key to writing a good
plan isto provide the necessary information so
the program team knows the objectives, goals,
and the PM O’ srisk management process. Since
it isamap, it may be specific in some areas,
such as the assignment of responsibilities for
Government and contractor participants and
definitions, and general in other areasto allow
users to choose the most efficient way to pro-
ceed. For example, adescription of techniques
that suggests several methods for evaluatorsto
use to assess risk is appropriate, since every
technique has advantages and disadvantages
depending on the situation.

Appendix B contains two examples of a risk
plan and a summary of the format is shown in
Figure 2-3.

In adecentralized PM O risk management orga-
nization, the program’s risk management coor-
dinator may beresponsiblefor risk management

Introduction
Program Summary
Definitions
Risk Management Strategy and Approach
Organization
Risk Management Process and Procedures
Risk Planning
Risk Assessment
Risk Handling
Risk Monitoring
Risk Management Information System, Documentation and Reports

Figure 2-3. A Risk Management Plan Outline/Format



planning. See Sections 4.4, Risk Management
Organization in the PMO, and 5.3, Risk Plan-
ning Techniques.

2.6 RISK ASSESSMENT
2.6.1 Purpose of Risk Assessments

The primary objective of assessments is to
identify and analyze program risks so that the
most critical among them may be controlled.
Assessments are factors that managers should
consider in setting cost, schedule, and perfor-
mance objectives because they provide an
indication of the probability/likelihood of
achieving the desired outcomes.

2.6.2 Risk Assessment Process

Risk assessment isthe problem definition stage
of management that identifies and analyzes
(quantifies) prospective program eventsinterms
of probability and consequences/impacts. The
resultsform the basisfor most risk management
actions. It is probably the most difficult and
time-consuming part of the management pro-
cess. There are no quick answers or shortcuts.
Toolsareavailableto assist evaluatorsin assess-
ing risk, but none are totally suitable for any
program and may be highly misleading if the
user does not understand how to apply them or
interpret the results. Despiteits complexity, risk
assessment isone of the most important phases
of therisk process becausethecaliber and quality
of assessments determinethe effectivenessof a
management program.

The components of assessment, identification
and analysis, are performed sequentially with
identification being the first step.

Risk identification begins by compiling the
program’s risk events. PMOs should examine
and identify program events by reducing them
to alevel of detall that permits an evaluator to
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understand the significance of any risk and iden-
tify itscauses, i.e., risk drivers. Thisisapracti-
cal way of addressing thelarge and diverse num-
ber of potential risks that often occur in acqui-
sition programs. For example, a WBS level 4
or 5 element may generate several risk events
associated with aspecification or function, e.g.,
failure to meet turbine blade vibration require-
ments for an engine turbine design.

Risk events are best identified by examining
each WBS product and processelement in terms
of the sources or areas of risk, as previously
described in Paragraph 2.4.2.

Risks are those events that evaluators (after
examining scenarios, WBS, or processes)
determine would adversely affect the program.
Evaluators may initially rank events by prob-
ability and consequence/impact of occurrence
before beginning analysis to focus on those
most critical.

Risk analysisisatechnical and systematic pro-
cessto examineidentified risks, isolate causes,
determine the relationship to other risks, and
express the impact in terms of probability and
consequences/impacts.

In practice, the distinction between risk identifi-
cation and risk analysisis often blurred because
thereissomerisk analysisthat occursduring the
identification process. For example, if, inthepro-
cessof interviewing an expert, arisk isidentified,
itislogica to pursue informa-tion on the prob-
ability of it occurring, the consequences/impacts,
thetimeassociated withtherisk (i.e., whenit might
occur), and possiblewaysof dealingwithit. The
|atter actionsare part of risk analysisand risk han-
dling, but often begin during risk identification.

Prioritization istheranking of risk eventsto de-
terminethe order of importance. It servesasthe
basisfor risk-handling actions. Prioritizationis
part of risk analysis.



Integrated Product Teams (IPTs) typically per-
formrisk assessmentsin adecentralized risk man-
agement organization asdescribed in Paragraph
4.4. If necessary, the team may be augmented
by people from other program areas or outside
experts. Paragraph 5.4, Risk Assessment Tech-
niques, elaborates on this for each of the de-
scribed assessment techniques.

2.6.3 Timing of Risk Assessments

The assessment process begins during the
Concept Refinement (CR) Phase and continues
throughout the subsequent acquisition phases.
The PMO should continually reassessthe pro-
gram at increasing levels of detail asthe pro-
gram progresses through the acquisition

phases and more information becomes avail-
able. There are, however, times when events

Risk Planning

*Planning Phase

Assessment +

v

Phase

Pre-Risk Assessment Activity

» Determine Needs to Conduct Assessment
 Train the Teams
» Define Evaluation Structure
* Identify Outside Experts

v

Identification of

Risk Identification Activity

Risk Events —| « Identify Risk Events
List WBS product/ » Examine Events for Consequences
process elements * Preliminary Analysis

v

Examine each in terms
of risk sources/areas

v

Determine what could
go wrong

v

Compile list of
“Risk Events”

Document the Results

v

Risk Analysis Activity

Develop Probability/Consequence Scales
Perform Supporting Analysis

Determine Probability and Consequence
Levels/Ratings

Document the Results
Rate, Prioritize, and Aggregate Risks
Establish Watch List

A0n — 30
4 zZzmunumnn >

Support Key Events

Handling Phase +

Risk Handling

Figure 2-4. Risk Assessment
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may require new assessments, i.e., a maor
change in the acquisition strategy. Paragraph
2.5.2 lists other events that could cause risk
assessmentsto be performed.

2.6.4 Conducting Risk Assessments

Thereisno standard approach to assessing risk
because methods vary according to the tech-
nique employed, the phase of the program, and
the nature of the program itself; however, some
top-level actions are typically common to all
methods. They are grouped in Figure 2-4 into
pre-risk assessment activities, risk identifica-
tion activities, and risk analysisactivities. Each
risk category or area, e.g., cost, schedule, and
performance, includes a core set of assessment
tasks and isrelated to the other two categories.
This relationship requires supportive analysis
among areasto ensure theintegration of the as-
sessment process. For example, atechnical as-
sessment probably should include a cost and
schedule analysis in determining the technical
risk impact. Theresults of the assessments, nor-
mally conducted by IPTs follow:

Per formance/Technical Assessment (Includes
technical areas of risk shown in Paragraph
24.2)

Provides technical foundation,

* |dentifies and describes program risks, i.e.,
threat, technology, design, manufacturing,
etc.,

» Prioritizes risks with relative or quantified
weight for program impact,

* Analyzes risks and relates them to other
internal and external risks,

* Quantifiesassociated program activitieswith
both time duration and resources,
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* Quantifies inputs for schedule assessment
and cost estimate,

e Documentstechnica basisand risk definition
for the risk assessment.

Schedule Assessment
» Evaluates baseline schedule inputs,

* Incorporates technical assessment and
schedule uncertainty inputs to program
schedule model,

» Evaluates impacts to program schedule
based on technical team assessment,

» Performs schedule analysis on program
integrated master schedule,

* Quantifies schedule excursions reflecting
effects of cost risks, including resource
constraints,

e Provides Government schedul e assessment
for cost analysis and fiscal year planning,

» Reflectstechnical foundation, activity defi-
nition, and inputsfrom technical and cost ar-
€as,

» Documents schedule basis and risk impacts
for therisk assessment.

Cost Estimate and Assessment

e Buildsontechnica and schedul e assessment
results,

* Trandates technical and schedulerisksinto
Ccost,

» Derives cost estimate by integrating techni-
cal risk and schedule risk impacts with
resources,



» Establishesbudgetary requirementsconsistent
with fiscal year planning,

» Determinesif the phasing of funds supports
technical and acquisition approach,

» Provides program cost excursions from:
— Near-term budget execution impacts,
— External budget changes and constraints.

» Documents cost basisand risk impacts.

2641 PreRisk Assessment Activities TheRisk
Management Plan may describe the actions that
compose this activity. Typically, aprogram-level
IPT may conduct aquick-look assessment of the
program to identify the need for technical experts
(who are not part of the team) and to examine ar-
eas that appear most likely to contain risk. The
program’s risk coordinator, or an outside expert,
may trainthel PTs, focusing on the program’srisk
strategy, definitions, suggested techniques, docu-
mentation, and reporting requirements. Paragraph
4.9, Risk Management Training, providessomesug-
gestionsfor training.

2.6.4.2 Risk Identification Activity. Toiden-
tify risk events, |PTs should break down pro-
gram elementsto alevel wherethey, or subject-
matter experts, can perform valid assessments.

Theinformation necessary to do thisvariesac-
cording to the phase of the program. During the
early phases, requirement, threat documents, and
acquisition plansmay bethe only program-spe-
cificdataavailable. They should beanalyzed to
identify events that may have adverse conse-
guences/impacts. A useful initial identification
exerciseisto perform amission profile for the
system as suggested in DoD 4245.7-M, Transi-
tion from Devel opment to Production. Using this
methodol ogy, the devel oper createsafunctional
and environmental profilefor the system and ex-
aminesthelow-level requirementsthat the sys-
tem must meet to satisfy itsmission requirements.
TheIPTsmay then study these requirementsto
determinewhich arecritical. For example, inan
arcraft profile, it may be apparent that high speed
iscritical. If the speed requirement is close to
that achieved by existing aircraft, this may not
be a concern. However, if the speed is greater
than that achieved by today’saircraft, it may be
acritical risk area. Sinceaircraft speed depends,
among other things, on weight and enginethrugt,
itwould bedesirableto enlist the help of amate-
rialsexpert to addressweight and an engine ex-
pert to assess engine-associated risk.

Another method of decompositionisto createa
WBS as early as possiblein a program. Figure
2-5isasmpleexample of adecomposition based

Level 3

Level 1 Level 2

Aircraft

Aircraft
System

Airframe

! Risk Goals/
Level 4 : Event Objectives

I

I _ :

| Weight Weight

(too heavy) Budget

Figure 2-5. Example of a WBS Dependent Evaluation Structure



onthe WBSfor anaircraft. Thefigure showsan
important requirement of the decomposition pro-
cess, the establishment of goals (e.g., don’t ex-
ceed theweight budget or objective). Risk events
are determined by matching each WBS element
and processto sources or areas of risk. Risk ar-
eas/sources are described in Paragraph 2.4.2 and
Table 4-2.

During decomposition, risk eventsareidentified
from experience, brainstorming, lessonslearned
from similar programs, and guidance contained
in the risk management plan. A structured ap-
proach previoudly discussed matcheseach WBS
element and processin terms of sourcesor areas
of risk. The examination of each element against
eachrisk area isanexploratory exercisetoidentify
thecritical risks. Theinvestigation may show that
risksareinterrelated. For example, theweight of
an aircraft affectsits speed, but also impactsthe
payload, range, and fuel requirements. Thesehave
design and logistics consequences/impacts and
may even affect the number of aircraft that must
be procured to meet objectives.

Critical risks need to be documented as speci-
fied in the Risk Management Plan and may in-
clude the scenario that causes the risk, planned
management controlsand actions, etc. It may aso
contain an initial assessment of the conse-
guences/impactsto focustherisk assessment ef-
fort. A risk watch list should beinitiated as part
of risk identification. It is refined during han-
dling, and monitored/updated during the moni-
toring phase. Watch lists provide a convenient
and necessary form to track and document ac-
tivitiesand actionsresulting fromrisk analysis.
Watch lists frequently evolve from the input of
each “expert” functional manager on aprogram.
(Seeparagraph 5.7.5.)

2.6.4.3 Risk AnalysisActivity. Analysisbegins
with adetailed study of the critical risk events
that have been identified. The objective is to
gather enough information about the risks to
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judgethe probability of occurrence and theim-
pact on cost, schedule, and performance if the
risk occurs.

Impact assessmentsare normally subjectiveand
based on detailed information that may come
from:

» Comparisons with similar systems,

* Relevant |essons-learned studies,

» Experience,

* Resultsfromtestsand prototype devel opment,
» Datafrom engineering or other models,

» Specialist and expert judgments,

* Analysisof plansand related documents,

* Modeing and smulation,

» Sengitivity analysis of aternatives.

Depending on the particular technique and the
risk being analyzed, some supporting analysis
may be necessary, i.e., andysisof contractor pro-
cesses, such as design, engineering, fault tree
analysis, engineering models, simulation, etc.
Analyses provide the basis for subjective
assessments.

A critical aspect of risk analysis is data
collection. Two primary sources of data are
interviews of subject-matter expertsand anal ogy
comparisonswith similar systems. Paragraph 5.4
contains a procedure for collecting both types
of datafor usein support of thetechniqueslisted
in Table 2-1. Periodically, sets of risks need to
be prioritized in preparation for risk handling,
and aggregated to support program management
reviews. Paragraph 5.5, Risk Prioritization,
describes methods for accomplishing this.



2.6.4.3.1 Risk Ratingand Prioritization/
Ranking

Risk ratings are an indication of the potential im-
pact of risks on a program; they are ameasure
of the probability/likelihood of an event
occurring and the consequences/impacts of the
event. They are often expressed as high,

moderate, and low. Risk rating and prioritiza-
tion/ranking are considered integral partsof risk
anaysis.

A group of experts, who arefamiliar with each
risk source/area(e.g., design, logistics, produc-
tion, etc.) and product WBS element, are best
qualified to determinerisk ratings. They should

Risk Assessment Technique

Applicable Acquisition Phases

Applicable Risk Areas &
Processes

Plan Evaluation/Risk Identification | All phases

Program Plans and critical com-
munications with the developer

Product (WBS) Risk Assessment

All phases starting with the
completion of the Contract WBS

All critical risk areas except threat,
requirements, cost, and schedule

Process (DoD 4265.7-M) Risk

Assessment All phases, but mainly late SDD All critical risk processes
Cost Risk Assessment All phases Cost critical risk areas
Schedule Risk Assessment All phases Schedule critical risk areas

Table 2-1. Risk Assessment Approaches

Level

What is the Likelihood the Risk
Event Will Happen?

T O O T

Remote
Unlikely
Likely
Highly Likely
Near Certainty

Table 2-2. Probability/Likelihood Criteria (Example)

Level Given the Risk Is Realized, What Is the Magnitude of the Impact?
Performance Schedule Cost
a Minimal or no impact Minimal or no impact Minimal or no impact
b Acceptable with some Additional resources <5%
reduction in margin required; able to meet
need dates
c Acceptable with significant Minor slip in key milestones; 5-7%
reduction in margin not able to meet need date
d Acceptable; no remaining Major slip in key milestone 7-10%
margin or critical path impacted
e Unacceptable Can't achieve key team or >10%
major program milestone

Table 2-3. Consequences/Impacts Criteria (Example)
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Risk Rating

Description

High
Moderate

Low

Major disruption likely
Some disruption
Minimum disruption

Table 2-4. Overall Risk Rating Criteria (Example)

Priority Area/Source Location Risk Event Proba- Conse- Risk
Process bility guence Rating
1 Design WBS 3.1 Design not Highly Can't achieve High
completed on time Likely key milestone
2
3

Table 2-5. Risk Ratings (Example)

identify rating criteriafor review by the PM O,
who includes them in the Risk Management
Plan. In most cases, the criteriawill be based
on the experience of the experts, as opposed to
mathematically derived, and should establish
levels of probability/likelihood and conse-
guences/ impacts that will provide a range of
possibilitieslarge enough to distinguish differ-
encesinrisk ratings. At the program level, con-
sequences/impacts should be expressed in
terms of impact on cost, schedule and perfor-
mance. Tables 2-2 and 2-3 are examples of
probability/ likelihood and consequence/impact
criteria, and Table 2-4 contains an exampl e of
overall risk rating criteria, which considersboth
probability/likelihood and consequences/
impacts. Table 2-5 provides a sample format
for presenting risk ratings.

Using these risk ratings, PMs can identify
events requiring priority management (high or
moderate risk probability/likelihood or conse-
guences/impacts). The document prioritizing
therisk eventsis called aWatch List. Risk rat-
ings also help to identify the areas that should
be reported within and outside the PMO, e.g.,
milestone decision reviews. Thus, it is impor-
tant that the ratings be portrayed as accurately
aspossible.
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A simple method of representing therisk rating
for risk events, i.e., arisk matrix, is shown in
Figure 2-6. In this example matrix, the PM has
defined high, moderate, and low levels for the
various combinations of probability/likelihood
and consegquences/impacts. The matrix isstruc-
tured somewhat symmetrically; programsshould
tailor the scales and risk rating blocksto match
thelr unique risk management requirements.

There is acommon tendency to attempt to de-
velop asingle number to portray therisk associ-
ated with aparticular event. Thisapproach may
be suitableif both probability/likelihood (prob-
ability) and consequences/impacts have been
guantified using compatible cardinal scales or
calibrated ordinal scaleswhose scalelevelshave
been determined using accepted procedures(e.g.,
Analytical Hierarchy Process). In such acase,
mathematical manipulation of the valuesmay be
meaningful and provide some quantitative basis
for theranking of risks.

In most cases, however, risk scales are actually
just raw (uncalibrated) ordinal scales, reflect-
ing only relative standing between scale levels
and not actual numerical differences. Any math-
ematical operations performed on resultsfrom
uncalibrated ordinal scales, or a combination



of uncalibrated ordinal and cardinal scales, can
provideinformation that will at best be mislead-
ing, if not completely meaningless, resultingin
erroneousrisk ratings. Hence, mathematical op-
erations should generally not be performed on
scoresderived fromuncalibrated ordinal scales.
(Note: risk scalesthat are expressed as decimal
values(e.g., a5level scalewithvalues0.2,0.4,
0.6,0.8and 1.0) till retainthe ordinal scalelimi-
tationsdiscussed above.) For amoredetailed dis-
cussion of risk scales, see Appendix G of the
reference Effective Risk Management: Some
Keysto Success.

Oneway to avoid thissituationisto simply show
eachrisk event’sprobability/likelihood and con-
sequences/impacts separately, with no attempt
to mathematically combine them. Other factors
that may significantly contributeto therisk rat-
ing, such as time sengitivity or resource avail-
ability, can also be shown. The prioritization or
ranking — done after the rating — should also
be performed using a structured risk rating ap-
proach (e.g., Figure 2-6) coupled with expert
opinion and experience. Prioritization or rank-
ing isachieved through integration of risk events
from lower to higher WBS levels. This means
that the effect of risk at lower WBS elements
needsto bereflected cumulatively at thetop or
systemlevel.

2.7 RISK HANDLING
2.7.1 Purpose of Risk Handling

Risk handling includes specific methods and
techniques to deal with known risks and a
schedulefor accomplishing tasks, identifieswho
isresponsible for therisk area, and provides an
estimate of the cost and schedul e associated with
handling therisk, if any. It involves planning and
execution with the objective of handling risks at
an acceptable level. The IPTs that assess risk
should begin the processto identify and evaluate
handling approachesto propose to the PM, who
selectsthe appropriate onesfor implementation.

2.7.2 Risk-Handling Process

Therisk-handling phase must be compatiblewith
the risk management plan and any additional
guidance the PM provides. Paragraph 5.3 de-
scribes a technique that concentrates on plan-
ning. A critical part of planning involvesrefin-
ing and selecting of the most appropriate han-
dling options.

ThelPTsthat evaluate the handling options may
use thefollowing criteriaas a starting point for
assessment:

» Cantheoption befeasibly implemented and
still meet the user’s needs?
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Figure 2-6. Overall Risk Rating (Example)
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» What isthe expected effectivenessof the han-
dling option in reducing program risk to an
acceptablelevel?

* |stheoption affordableintermsof dollarsand
other resources(e.g., useof critical materials,
test facilities, etc.)?

» |stime available to develop and implement
the option, and what effect does that have
on the overall program schedule?

» What effect does the option have on the
system’s technical performance?

Risk-handling options can includerisk control,
risk avoidance, risk assumption, and risk
transfer. An acronym used to identify these op-
tions is “CAAT.” Although the control risk-
handling option is commonly used in defense
programs, it should not automatically be cho-
sen. All four options should be evaluated and
the best one chosen for agiven risk issue.

Risk Control does not attempt to eliminatethe
source of therisk but seeksto reduce or mitigate
therisks. It monitors and managestherisk ina
manner that reduces the probability/likelihood
and/or consequence/impact of itsoccurrence or
minimizestherisk’seffect onthe program. This
option may add to the cost of a program; how-
ever, the selected approach should provide an
optional risk among the candidate approaches
of risk reduction, cost effectiveness, and sched-
ule impact. A sampling is listed below of the
types of risk control actions available to the
PMO. Paragraph 5.6.2 discusses them in more
detail.

* Multiple Development Efforts. Create
competing systemsin parallel that meet the
same performance requirements.

» AlternativeDesign. Create abackup design
option that uses alower risk approach.
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Trade Studies. Arrive at a balance of engi-
neering requirements in the design of a
system.

Early Prototyping. Build and test prototypes
early inthe system devel opment.

I ncremental Development. Design with the
intent of upgrading system partsinthefuture.

Technology Maturation Efforts. Normally,
technology maturation is used when the de-
sired technology will replace an existing
technology which isavailable for usein the
system.

Robust Design. Thisapproach, whileit could
be more costly, uses advanced design and
manufacturing techniquesthat promote qual-
ity through design.

Reviews, Walk-throughs, and I nspections.
Thesethree actions can be used to reduce the
probability/likelihood and potential conse-
guences/impacts of risks through timely as-
sessment of actual or planned events.

Design of Experiments. This engineering
tool identifiescritical design factorsthat are
sensitive, therefore potentially high risk, to
achieve a particular user requirement.

Open Systems. Carefully selected commer-
cial specifications and standards whose use
can result in lower risks.

Use of Standard Items/Software Reuse.
Use of existing and proven hardware and
software, where applicable, can substantially
reduce risks.

Two-Phase Development. Incorporation of
formal risk reduction into System Develop-
ment and Demonstration (SDD). The first
part of SDD isSystem Integration (Sl), where



prototypes are developed and tested. In the
second part, System Demonstration (SD),
Engineering Development Models (EDMs)
are developed and tested.

Use of Mock-ups. The use of mock-ups,
especialy man-machineinterface mock-ups,
can be used to conduct early exploration of
design options.

M odeling/Simulation. Modeling and simu-
lation can be used to investigate various de-
sign options and system requirement levels.

Key Parameter Control Boards. The prac-
tice of establishing a control board for a
parameter may be appropriate when a par-
ticular feature (such as system weight) is
crucial to achieving the overall program
requirements.

M anufacturing Screening. For programs
in SDD, various manufacturing screens
(including environmental stress screening
(ESS)) can beincorporated into test article
production and low rateinitial production
(LRIP) to identify deficient manufactur-
ing processes. ESSisamanufacturing pro-
cess for stimulating parts and workman-
ship defects in electronic assemblies and
units.

Test, Analyze, and Fix (TAAF). TAAFis
the use of a period of dedicated testing to
identify and correct deficienciesin adesign.

Demonstration Events. Demonstration
events are points in the program (normally
tests) that determine if risks are being
successfully abated.

Process Proofing. Similar to Program Met-
rics, but aimed at manufacturing and support
processeswhich arecritical to achieving sys-
tem requirements. Proofing simul ates actual
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production environments and conditions to
insure repeatedly conforming hardware and
software.

Asyou can see, there are numerous means that
can be used to actively control risks.

Risk Avoidance involves a change in the con-
cept, requirements, specifications, and/or prac-
ticesthat reducerisk to an acceptablelevel. Sim-
ply stated, it eliminates the sources of high or
possibly medium risk and replacesthem with a
lower risk solution and may be supported by a
cost/benefit analysis. Generaly, thismethod may
be done in parallel with the up-front
requirements analysis, supported by cost/
requirement trade studies, which can include
Cost Asan Independent Variable (CAIV) trades.

Risk Assumption. Risk assumption is an
acknowledgment of the existence of aparticu-
lar risk situation and a conscious decision to
accept the associated level of risk, without
engaging in any special efforts to control it.
However, ageneral cost and schedulereserve
may be set aside to deal with any problems
that may occur as aresult of various risk as-
sumption decisions. This method recognizes
that not all identified program risks warrant
special handling; assuch, it ismost suited for
those situations that have been classified as
low risk. The key to successful risk assump-
tionistwofold:

* ldentify the resources (time, money, people,
etc.) needed to overcome arisk if it materi-
alizes. Thisincludesidentifying the specific
management actions (such as retesting,
additional time for further design activities)
that may occur.

» Ensurethat necessary administrative actions
are taken to identify a management reserve
to accomplish those management actions.



Risk-handling options have broad cost impli-
cations. The magnitude of these costs are cir-
cumstance-dependent. The approval and fund-
ing of handling options should be part of the
processthat establishesthe program cost and per-
formance goals. This should normally be done
by the Program-L evel Risk Management | PT or
Risk Management Board. The selected handling
option should be included in the program’s ac-
quisition strategy.

Once the acquisition strategy includes risk-
handling approaches, the PMO can derive the
schedule and identify cost, schedule, and
performance, impacts to the basic program.

Risk Transfer. Thisaction may reallocate risk
during the concept devel opment and design pro-
cesses from one part of the system to another,
thereby reducing the overall systemrisk, or re-
distributing risks between the Government and
the prime contractor or within Government
agencies; or between members of the contrac-
tor team. It isan integral part of the functional
analysis process. Risk transfer isaform of risk
sharing and not risk abrogation on the part of
the Government, and it may influence cost ob-
jectives. An example is the transfer of a func-
tion from hardware implementation to software
implementation or vice versa. The effectiveness
of risk transfer depends on the use of success-
ful system design techniques. Modularity and
functional partitioning are two design tech-
niquesthat support risk transfer. In some cases,
risk transfer may concentrate risk areasin one
area of the design. This alows management to
focus attention and resources on that area.

2.8 RISK MONITORING

The monitoring process systematically tracks
and evaluates the effectiveness of risk-han-
dling actions against established metrics.
Monitoring results may also provide a basis
for devel oping additional handling optionsand
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identifying new risks. The key to the monitor-
ing processisto establish acost, schedule, and
performance management indicator system over
the entire program that the PM usesto evaluate
the status of the program. Theindicator system
should be designed to provide early warning of
potentia problemsto allow management actions.
Risk monitoring is not a problem-solving tech-
nique, but rather, aproactivetechniqueto observe
theresultsof risk handling and identify new risks.
Some monitoring techniques can be adapted to
become part of arisk indicator system:

* Testand Evaluation (T& E). A well-defined
(T&E) programisakey element in monitoring
the performance of sel ected risk-handling op-
tions and devel oping new risk assessments.

* EarnedValue(EV). Thisusesstandard DoD
cost/schedule data to evaluate a program’s
cost and schedule performance in an inte-
grated fashion. As such, it provides a basis
to determine if risk-handling actions are
achieving their forecasted results.

» Technical Performance Measurement
(TPM). TPM isaproduct design assessment
which estimates, through engineering analy-
sis and tests, the values of essential perfor-
mance parameters of the current design as
effected by risk-handling actions.

* Program Metrics. These are used for for-
mal, periodic performance assessments of
the various devel opment processes, eval uat-
ing how well the system development pro-
cessisachievingitsobjective. Thistechnique
can be used to monitor corrective actionsthat
emerged from an assessment of the critical
risk processes.

» Schedule Performance Monitoring. This
isthe use of program schedule datato evalu-
ate how well the program is progressing to
completion.



Paragraph 5.7 describes several monitoring tech-
niques, e.g., earned value, etc.

Theindicator system and periodic reassessments
of program risk should provide the PMO with
the meansto incorporate risk management into
the overall program management structure.

29 RISK DOCUMENTATION

A primary criteriafor successful management is
formally documenting the ongoing risk
management process. Thisisimportant because:

* [t providesthebasisfor program assessments
and updates as the program progresses.

e Formal documentation tendsto ensure more
comprehensive risk assessmentsthan if itis
not documented.

* |t provides a basis for monitoring risk-
handling actions and verifying the results.

* |t provides program background material for
new personnel.

* |tisamanagement tool for the execution of
the program.

* It provides the rationale for program
decisions.

The documentation should be done by those
responsible for planning, collecting, and
analyzing data, i.e., IPT level in most cases.

Risk management reports vary depending on
the size, nature, and phase of the program.
Examplesof somerisk management documents
and reports that may be useful to aPM are:

* Risk management plan,

e Riskinformationform,
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* Risk assessment report,
* Prioritizedlist of risks,
* Risk handling plan,
* Aggregatedrisklist,

 Risk monitoring documentation:
— Program metrics,
— Technical reports,
— Earned value reports,
— Watchlit,
— Schedule performance report,
— Critical risk processesreports.

Most PMOs can devisealist of standard reports
that will satisfy their needsmost of thetime; how-
ever, since there will always be a need for ad
hoc reports, briefings, and assessments, it isad-
visableto storerisk information in amanagement
information system (M1S). Thisallowsthecre-
ation of both standard and ad hoc reports, as
needed. Paragraphs4.8 and 5.8 discussan MIS
to support arisk management program.

Acquisition reform discourages Government
oversight; therefore, formal contractor-pro-
duced risk documentation may not be available
for most programs. However, program insight
is encouraged, and PMOs can obtain infor-
mation about program risk from contractor
internal documentation such as:

* Risk Management Policy and Procedur es.
Thisisadescription of the contractor’s cor-
porate policy for the management of risk. The
procedures describe the methodsfor risk iden-
tification, anays's, handling, monitoring, and
documentation. It should provide the baseline
planning document for the contractor’s
approach to risk management.

e Corporate Policy and Procedures Docu-
ments. Corporations have policy and



rocedures documents that address the func-
tional areasthat arecritical to thedesign, en-
gineering, manufacture, test and evaluation,
quality, configuration control, manufacture,
etc., of asystem. These documentsare based
onwhat the company perceivesasbest prac-
tices, and although they may not specifically
addressrisk, deviation fromthesepoliciesrep-
resents risk to aprogram. Internal company

25

reportsthat addresshow well programs com-
ply with policy may berequired and will pro-
videvaluableinformation.

Risk Monitoring Report. Contractors
should have internal tracking metrics and
reportsfor each moderate- or high-risk item.
These metrics may be used to determine the
status of risk reduction programs.



26



3.1 INTRODUCTION

This Chapter discussestherelationship between
risk and the acquisition process, describes how
risk is considered in design of the Acquisition
Plan, and expressesthe need to consider risk as
early in the program as possible. Appendix A
isasummary of the risk management require-
ments that are contained in DoDD 5000.1,
DoDI 5000.2, Interim Defense Acquisition
Guidebook (IDAG), DoD 5000.4, and DoD
5000.4-M.

3.2 OVERVIEW

The DoD acquisition process for the manage-
ment of programs consists of a series of phases
designed to reduce risk, ensure affordability,
and provide adequate information for decision
making. Acquisition officials are encouraged
totailor programsto eliminate phasesor activi-
ties that result in little payoff in fielding time
or cost savings. To effectively tailor aprogram,
one needsto understand the risks present in the
program and to develop a plan for managing
these risks. DaD policy calls for the continual
assessment of program risks, beginning with
theinitial phase of an acquisition program, and
the development of management approaches
before any decision is made to enter all
subsequent phases.

3

RISK MANAGEMENT AND THE
DOD ACQUISITION PROCESS
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The application of risk management processes
(planning, assessment, identification, analysis,
handling, and monitoring) isparticularly impor-
tant during Concept Refinement (CR) and Tech-
nology Development (TD) Phases of any pro-
gram, when aternatives are evaluated, program
objectives are established, and the acquisition
strategy isdeveloped. All of these activitiesre-
quire acceptance of some level of risk and de-
velopment of plansto managetherisk.

As a program evolves into subsequent phases,
the nature of the risk management effort will
change. New assessments will be built on
previous ones. Risk areas will become more
specific as the system is defined.

Risk management should also be an integral
part of any Source Selection process, from re-
quest for proposal (RFP) preparation, through
proposal evaluation, and after contract award.
Throughout the programlife, IPTswill play akey
rolein risk management activities.

3.3 DOD ACQUISITION PROCESS

The phases and milestones of the acquisition
process provide a streamlined structure that
emphasi zes risk management and aff ordability.
The phasesarealogical meansof progressively
trandating broadly-stated mission needs into
well-defined system-specific requirements, and
ultimately into operationally effective, suitable,



and survivable systems. It is important to
remember that the term “system” includes
hardware, software, and the human element.
Each phase is designed, among other things, to
managerisks. Milestonesare pointsin timethat
allow decision makersto evaluate the program
status and determineif the program should pro-
ceed to the next phase. The Milestone Decision
Authority (MDA) and PM tailor milestonesand
phases so that each milestone decision point
allows assessment of program status and the op-
portunity to review plansfor the next phase and
beyond. The MDA should explicitly address
program risks and the adequacy of risk man-
agement planning during the milestonereviews
and establish exit criteriafor progression to the
next phase.

The contract schedule normally allowstimefor
milestone decisions before spending beginsin
subsequent phases and should also permit
demonstration of the exit criteriain timeto sup-
port the milestonereview. There are exceptions
to this — driven by funding availability and
option award dates. However, the objectiveisto
provide proper fiscal control without delaying
the acquisition decisions or contracts while ad-
equately considering risk.

Theacquisition strategy definesthebusinessand
technical management approach to meet objec-
tiveswithin program constraintswith aprimary
goal to minimizethetime and cost of satisfying
avalid need, consistent with common sense and
sound business practices. A PM preparesapre-
l[iminary acquisition strategy — called a Tech-
nology Devel opment Strategy (TDS) — at Mile-
stone A (that includes TD Phase activities that
focusonidentifying technical risk and handling
options). Later, thePM updatesthe TDS at Mile-
stone B into a Program Acquisition Strategy.
This strategy is updated to support each mile-
stone decision by describing activitiesand events
planned for the upcoming phase and relating the
accomplishments of that phaseto the program’s
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overdl, long-term objectives. Therisk associated
with aprogram will significantly influence the
acquisition strategy.

34 CHARACTERISTICS OF
THE ACQUISITION PROCESS

The acquisition process that has evolved can
be characterized in terms of the following
concepts that are particularly relevant to the
management of risk in programs.
34.1 Integrated Product and Process
Development (I PPD)

|PPD integratesall acquisition activitiesin order
to optimize system development, production,
and deployment. Key to the successof the IPPD
concept are the IPTs, which are composed of
qualified and empowered representatives from
all appropriate functional disciplineswho work
together to identify and resolveissues. Assuch,
| PTs are the foundation for organizing for risk
management.

3.4.2 Continuous Risk Management

PM s should focus on risk management through-
out the life of the program, not just in prepara-
tion for program and milestone reviews. Pro-
gram risks should be continuously assessed, and
the risk-handling approaches developed, exe-
cuted, and monitored throughout the acquisi-
tion process. Both the Government and contrac-
tors must understand risks as a program
progressesthrough the various phases and mile-
stone decision points, and must modify the man-
agement strategy and plan accordingly. While
specific government and contractors risk man-
agement processes may likely be different, itis
important that each party have a common and
complete set of process steps (regardless of their
names), and be ableto exchangeand clearly un-
derstand the other party’s risk management
documentation.



3.4.3 Program Stability

Onceaprogramisinitiated, program stability is
atop priority. Keysto creating program stability
areredisticinvestment planning and affordability
assessments. They must reflect an accurate and
comprehensive understanding of existing or ex-
pected program risks. A risk management strat-
egy must be devel oped early in the process, be-
foreactually initiating the programto ensureitis
astable one, recognizing that key issues affect-
ing program stability may be external.

3.4.4 Reduction of Life-Cycle Costs

DoD considersthe reduction of total cost to ac-
quire and operate systems while maintaining a
high level of performance for the user to be of
highest priority. This is reflected, in part,
through the introduction of the* Cost Asan In-
dependent Variable” (CAIV) concept. CAIV
entails setting aggressive, realistic cost objec-
tives early in an acquisition program and then
managing all aspects of the program to achieve
those objectives, while still meeting the user’s
performance and schedule needs. Inherent in
the CAIV concept is the redlization that risks
must be understood, taken, and managed in
order to achieve cost, schedule, and perfor-
mance objectives. An understanding of risk is
essential to setting realistic cost objectives. The
PM and user representatives should identify risk
and cost driving requirements during the gen-
eration of the Capability Development Docu-
ment (CDD) (formerly the Operationa Require-
ment Document (ORD)) in order to know where
tradeoffs may be necessary.

345 Event-Oriented Management

Event-oriented management requires that de-
cision makers base their decisions on signifi-
cant events in the acquisition life cycle, rather
than on arbitrary calendar dates. This manage-
ment process emphasi zes effective acquisition
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planning and embodies sound risk management.
Decisionsto proceed with aprogram should be
based on demonstration of performance, through
test and evaluation, and on verification that pro-
gram risks are well-understood and are being
managed effectively. Attainment of agreed-upon
exit criteriaisanindication that the PMOisman-
aging risk effectively.

3.4.6 Modeling and Simulation

Properly used, models and simulations can
reduce time, resources, and acquisition risk
and may increase the quality of the systems
being developed. Users of these models and
simulations must have agood understanding of
their capabilities and limitations and their
applicability to the issues being addressed.

From arisk perspective, modeling and simula-
tion may be used to develop alternative con-
cepts during system design; predict perfor-
mance in support of trade-off studies; evaluate
system design and support preliminary design
reviews during design development; predict
system performance and supplement live tests
during testing; examine the military value of
the system; determine the impact of design
changes, hone requirements; and develop life-
cycle support requirements and assessments.

However, akey limitation through models and
simulations is that the results are only as
accurate and certain asthe quality of the under-
lying relationships and input data. Blindly be-
lieving and using the output from models and
simulations should never be done.

3.5 RISK MANAGEMENT
ACTIVITIES DURING
ACQUISITION PHASES

Risk management activities should be applied
continuously throughout all acquisition process
phases and in the technology opportunitiesand



requirements activities that feed into the pro-
cess. However, because of the difference in
availableinformation, thelevel of application
and detail will vary for technology opportu-
nity activitiesand for each phase. For techno-
logical opportunity activities in the Technol -
ogy Development (TD) Phase, DoD uses
three mechanisms to transition concepts and
technology to user and acquisition customers:
Advanced Technology Demonstrations
(ATDs), Advanced Concept Technology
Demonstrations (ACTDs), and Experiments.
When assessing the risk of these mechanisms,
descriptors called Technology Readiness L ev-
els(TRLs) areused. TRLsprovide consistent,
uniform descriptions of technical maturity —
across different types of technologies. Appen-
dix 6 of the IDAG (also see Appendix A, page
A-12 of this Guide) contains guidance on use
of TRLs.

In the TD Phase, management focuses on as-
sessing therisksinthealternative conceptsavail-
ableto satisfy usersneedsand on planning astrat-
egy to address those risks. For each of the sub-
sequent phases, all four risk management
activitiesmay be applied with increasing focus
on risk handling and monitoring.

The PM identifies objectives, aternatives, and
constraints at the beginning of each phase of a
program and then eval uates alternatives, identi-
fiessourcesof project risk, and selectsastrategy
for resolving the risks. The PMO updates the
acquisition strategy, risk assessments, and other
aspects of program planning, based on analy-
ses, for the phase of the acquisition.

Developers should becomeinvolved in therisk
management process at the beginning, when
usersdefine performance requirements, and con-
tinue during the acquisition processuntil thesys-
tem is delivered. The early identification and
assessment of critical risksallow PMsto formu-
late handling approaches and to streamline the
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program definition and the RFP around critical
product and processrisks.

The following paragraphs address risk man-
agement in the different phasesin more detail.

3.5.1 Concept Refinement (CR) and
Technology Development (TD)
Phases

The Concept Refinement (CR) Phase normally
consistsof studiesand the Analysisof Alterna-
tives (A0A) that define and evaluate the feasi-
bility of alternative concepts and provide the
basisfor the assessment of these alternativesin
terms of their advantages, disadvantages, and
risk levels. In addition to providing input to the
AO0A, the PM develops a Technology Devel-
opment Strategy (TDS) for the TD Phase. L ater,
in the TD Phase, technology demonstrations
are conducted and decisions on technology
readinessare made. A program acquisition strat-
egy is developed and an Acquisition Program
Baseline (APB) and exit criteriaare established
for the System Integration (SI) part of the Sys-
tem Development and Demonstration (SDD)
Phase.

The APB documents the most important per-
formance, cost, and schedule objectives and
thresholds for the selected concepts. The
parameters sel ected are such that are-evaluation
of alternative conceptsisappropriateif thresh-
oldsare not met. Exit criteriaare events or ac-
complishments that allow managers to track
progressin critical technical, cost, or schedule
risk areas. They must be demonstrated to show
that aprogramison track.

In defining alternative concepts, PMs should
pay particular attention to the threat and the
user’srequirements, which are normally stated
in broad terms at thistime. Risks can beintro-
duced if the requirements are not stable, or if
they are overly restrictive and contain specific



technical solutions. Requirements can also be
significant cost and schedulerisk driversif they
require alevel of performancethat is difficult
to achieve within the program budget and time
constraints. Such drivers need to be identified
asearly inthe program as possible.

The acquisition strategy should address the
known risks for each alternative concept, and
the plans to handle them, including specific
events intended to control the risks. Similarly,
the T& E strategy should reflect how T& E, with
the use of M&S, will be used to assess risk
levels and identify new or suspected risk areas.

A risk management strategy, derived in concert
with the acquisition strategy, should be devel-
oped during this phase and revised and updated
continually throughout the program. This strat-
egy should include risk management planning
that clearly defines roles, responsibilities, au-
thority, and documentation for program reviews,
risk assessments, and risk monitoring.

3.5.2 Subsequent Phases

During subsequent phases, concepts, techno-
logical approaches, and/or design approaches
(selected at the previous milestone decisions)
are pursued to define the program and program
risks. Selected alternative concepts continue to
be analyzed, and the acquisition strategy, and
the various strategies and plans derived from
it, continue to be refined.

Risk management efforts in these phases focus
on: understanding critical technology, manufac-
turing, and support risks, along with cost, sched-
ule, and performance risks; and demonstrating
that they are being controlled before moving to
thenext milestone. Notethat the accuracy of cost,
schedul e, performance risk assessments should
improve with each succeeding program phase
(e.g., more info, better design documentation,
etc.). Thus, particular attention should be placed
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on handling and monitoring activities. Planning
and assessment should continue as new infor-
mation becomes available and new risk events
areidentified.

During these phases, the risk management pro-
gram should be carried out in anintegrated Gov-
ernment-contractor framework to the extent pos-
sible, that allows the Government to manage
program risks, with the contractor responsible
to the PM for product and processrisks and for
maintaining design accountability. Both the
Government and contractors need to understand
therisksclearly, and jointly plan management
efforts. In any event, risk management needs
to be tailored to each program and contract

type.

3.6 RISK MANAGEMENT AND
MILESTONE DECISIONS

Before a milestone review, the PM should
update risk assessments, explicitly addressing
the risks in the critical areas, such as threat,
requirements, technology, etc., and identify
areas of moderate or high risk.

Each critical technical assessment should be
supported by subsystems' risk assessments,
which should be supported by design reviews,
test results, and specific analyses.

The PM should present planned risk-handling
actions for moderate- or high-risk areas at the
milestonereview to determinetheir adequacy and
to ensurethe efficient all ocation of resources.

3.7 RISK MANAGEMENT AND THE
ACQUISITION STRATEGY

In addition to providing the framework for
program planning and execution, the acquisi-
tion strategy serves several purposes that are
important to risk management:



* Provides a master schedule for research,
development, test, production, deployment,
and critical eventsintheacquisitioncycle.

» Givesamaster checklist of theimportant is-
suesand aternativesthat must be addressed.

* Assistsin prioritizing and integrating func-
tional requirements, evaluating aternatives,
and providing a coordinated approach to
integrate diversefunctional issues, leading to
the accomplishment of program objectives.

* Documents the assumptions and guidelines
that led to theinitiation and direction of the
program.

* Providesthebasisfor thedevelopment and ex-
ecution of the various subordinate functional
strategies and plans.

The strategy structure should ensure a sound
program through the management of cost, sche-
dule, and performancerisk. A good acquisition
strategy acknowledges and identifies program
risks and forms the basis for implementing a
forward-looking, rather than reactive, effective
risk management effort.

Acquisition strategy should describe how risk
isto be handled and identify which risksareto
be shared with the contractor and which are to
be retained by Government. The key concept
hereisthat the Government sharestherisk with
the contractor, but does not transfer risk to the
contractor. The PMO always has aresponsibil-
ity to the system user to develop acapable sys-
tem and can never absolveitself of that respon-
sibility. Therefore, all program risks, whether
primarily managed by the PMO or by the con-
tractor, must be assessed and managed by the
PMO.

Once the program office has determined how
much of each risk is to be shared with the

contractor, it should assessthetotal risk assumed
by the devel oping contractor (including subcon-
tractors). The Government should not require
contractors to accept financial risks that are
inconsistent with their ability to handle them.
Financial risksaredriven, in large measure, by
theunderlying technical and programmatic risks
inherent in aprogram. The Government contract-
ing officer should, therefore, select the proper
type of contract based on an appropriate risk
assessment, to ensure a clear relationship
between the sel ected contract type and program
risk. An example would be the use of cost-
reimbursable-type contracts for development
projects.

3.8 RISK MANAGEMENT AND CAIV

The intention of CAIV isto establish balance
between cost, schedule, performance, and risk
early in the acquisition process and to manage
to a cost objective. CAIV requires that PMs
establish aggressive cost objectives, defined
to some degree by the maximum level of
acceptable risk. Risks in achieving both per-
formance and aggressive cost goals must be
clearly recognized and actively managed
through:

(1) continuing iteration of cost/performance/
schedule/risk tradeoffs,

(2) identifying key performance and manufac-
turing process uncertainties, and

(3) demonstrating solutions before production.

Whereas DoD has traditionally managed per-
formance risk, equal emphasis must be placed
on managing cost and schedule risks. An un-
derlying premise of CAIV isthat if costs are
too great, and there are ways to reduce them,
then the user and devel oper may reduce perfor-
mance requirements to meet cost objections.
Cost control and effective risk management



involve planning and scheduling eventsand dem-
onstrationsto verify solutionsto cost, schedule,
and performancerisk issues.

User participation in the trade-off analysisis
essential to attain afavorable balance between
cost, schedule, performance, and risk. The PM
and user representatives should identify risk
and cost driving requirements during the gen-
eration of the CDD to know where tradeoffs
may be possible. Risk assessmentsarecritical
to the CAIV process sincethey provide users
and de-velopers with essential data to assist
in the cost, schedule, performance, and risk
trade decisions.
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Cost for risk management isdirectly related to
the level of risk and affects a program in two
ways. First, costs are associated with specific
handling activities, for example, a parallel
development. Second, funds are needed to
cover the known risks of the selected system
approach (i.e., fundsto cover cost uncertainty).
PMs must include the anticipated expense of
managing risk intheir estimates of program costs.
Decision makers must weigh these costs against
thelevel of risk inreaching program funding de-
cisions. CAIV requiresthat program funds sup-
port the level of accepted program risk and that
risk management costs are included in setting
cost objectives.






4.1 INTRODUCTION

Risk management as a program management
responsibility can be a comprehensive and
responsive management tool if it is properly
organized and monitored at the PM level. A for-
malized risk management program should be
well-planned and forward-looking by identify-
ing, analyzing, and resolving potential problem
areas before they occur, and by incorporating
monitoring techniques that accurately portray
the status of risks and the efforts to mitigate
them. Introduction of risk management early
inaprogram emphasizesitsimportance and en-
courages contractors and members of the
Government team to consider risk in the daily
management functions.

This Chapter addressestherel ationship between
risk management and program management and
suggests methods of introducing risk manage-
ment in a program, organizing for risk, and
training.

4.2 OVERVIEW

A PMO should organize for risk management,
using existing IPTs. The PM may also want to
use contractors to support management efforts
or have experts not involved with the program
perform independent assessments.

A

RISK MANAGEMENT
AND
PROGRAM MANAGEMENT
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To use risk management as a program manage-
ment tool, the information resulting from each
of the risk processes should be documented in
ausable form and available to members of the
Government/industry program team. This in-
formation will provide the basis for reporting
risk and overal program information, both in-
ternally and externally. Managing collection
and dissemination of risk information can be
enhanced through the use of a Management
Information System (MIS).

4.3 PROGRAM MANAGER AND RISK
MANAGEMENT

All PMs are responsible for establishing and
executing arisk management program that sat-
isfies the policies contained in DoDD 5000.1
and DoDI 5000.2. A PM must balance program-
uniquerequirementsor circumstances(e.g., Size
of the PM O staff) against the demands of proven
risk management principlesand practices. This
section addresses these principles and practices
and provides a basis for establishing aPMO’s
risk management organization and related pro-
cedures. The following guidelines define an
approach to risk management.



4.3.1 Risk Management Isa
Program Management Tool

Risk management should be integral to a
program’soverall management. PMsmust take
an activerolein the processto ensure that their
approach leads to a balanced use of program
resources, reflects their overall management
philosophy, and includes Government and con-
tractors. Past DoD practices have generally
treated risk management solely as a system
engineering function, cost-estimating technique
or possibly as an independent function distinct
from other program functions. Today, risk man-
agement isrecognized asavital integrated pro-
gram management tool that cuts across the en-
tire acquisition program, addressing and in-
terrelating cost, schedule, and performance
risks. Thegoal isto make everyoneinvolvedin
aprogram awarethat risk should be aconsider-
ation in the design, development, and fielding
of a system. It should not be treated as some-
one else’s responsibility. Specific functional
areas—such as system engineering—could be
charged with implementing risk management,
as long as they take the program management
view towardsiit.

4.3.2 Risk Management Isa
Formal Process

Formal risk management refers to a structured
process whereby risks are systematically identi-
fied, analyzed, handled, and monitored. (A rec-
ommended structureisdescribed in Section 2 of
this Guide.) A structured risk management pro-
cess, whichisapplied early, continuoudy, andrig-
oroudly, provides a disciplined environment for
decision making and for the efficient use of pro-
gram resources. Through a disciplined process
PMs can uncover obscure and lower-level risks
that collectively could poseamagjor risk.

Theneed for aformal risk management process
arisesfrom the nature of risk and the complexity

36

of acquisition programs. The numerousrisksin
an acquisition program are often interrelated and
obscure and change in the course of the devel-
opment process. A formal approach isthe only
effective method to sort through numerous risk
events, to identify the risks and their interrela-
tionships, to pinpoint thetruly critical ones, and
to identify cost-effective ways to reduce those
risks, consistent with overall program objectives.

A structured process can reduce the complexity
of an acquisition program by defining an ap-
proach to assess, handle, monitor, and commu-
nicate program risk. The systematic identifica-
tion, analysis, and handling of risksalso offersa
reliable way to ensure objectivity, that is, mini-
mize unwarranted optimism, prejudice, igno-
rance, or self-interest. Further, structurereduces
theimpact of personnel turnover and providesa
basisfor training and consistency among al the
functional areasof aprogram. A structured risk
program may also promote teamwork and un-
derstanding and improvesthe quality of therisk
products.

4.3.3 Risk Management Is
Forward-L ooking

Effective risk management is based on the
premisethat PMs must identify potential prob-
lems, referred to asrisk events, long beforethey
can occur and develop strategies that increase
the probability/likelihood of afavorable outcome
to these problems. Application of this philosophy
occursprimarily by using analytical techniques
that give forward-looking assessments.

Typically, the early identification of potential
problemsis concerned with two types of events.
The first are relevant to the current or immi-
nent acquisition phase of a program (interme-
diate-term), such as satisfying a technical exit
criteriain time for the next milestone review.
The second are concerned with the future
phase(s) of a program (long-term) such as



potentid risk eventsrelated to transitioning asys-
tem from devel opment to production.

By analyzing critical events, certain risks can
be determined. To do this, one should consider
the range of potential outcomes and the factors
that determine those outcomes. Through risk
handling, a PM then devel ops approaches that
minimize risk factors. Paragraph 5.6 of this
Guide describes some handling approaches.

Choosing the proper risk-handling options
requires that a balance be struck between the
resources required to implement those options
and their payoffs (both intermediate and long-
term) and the resources redlistically available.

4.3.4 Risk Management Is Integral to
Integrated Product and Process
Development (I PPD)

One of the tenets of IPPD is multidisciplinary
teamwork through IPTs, which are an integral
part of the defense acquisition oversight and
review process. The Integrating IPT (1IPT) isa
valuable resource to assist in developing arisk
management plan and should be used accord-
ingly. The PM should ensure that the require-
ments of the Overarching IPT (OIPT) are
reflected in the plan.

Working with the OIPT, the PM can establish
the type and frequency of risk management
information that an OIPT requires, and refine
management organization and procedures.
This should be done during the initial OIPT
meetings. OIPTs will most likely require
information concerning:

* Known risks and their characteristics, e.g.,
probability of occurrence and consequences
impacts,

» Planned risk-handling actions, funded and
unfunded,
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» Achievementsin controlling risks at accept-
ablelevels.

[1PTs and OIPTs may aso require details on
the PM’s risk management program, access to
the risk management plan, and the results of
specific risk assessments. |n addition, PMsmay
want to present selected information to I1PTs
and OIPTSs to help substantiate a position or
recommendation, e.g., help support a budget
request.

44 RISK MANAGEMENT
ORGANIZATION IN THE PMO

The PM, after determining apreferred manage-
ment approach, must organize the program
office and establish outside relationships in
order to manage risk. No particular organiza-
tional structureissuperior; however, experience
provides someinsightsinto the devel opment of
effective risk management organizations. PMs
should consider thefollowing discussioninthe
context of their unique requirements and
circumstances and apply thosethat are suitable
to their specific needs.

4.4.1 Risk Management
Organizational Structure

A major choicefor each PM iswhether to have
acentralized or decentralized risk management
organization. The PM may choose acentralized
organizational structure until team members be-
comefamiliar with both the program and therisk
management process. In acentralized approach,
the PM establishesateam that isresponsiblefor
all aspectsof risk management. Theteamwould
writeaplan, conduct assessments, evaluate risk-
handling options, and monitor progress. Al-
though this approach may be necessary early in
aprogram, it tendsto minimizethe concept that
risk management is a responsibility shared by
all members of the acquisition team, whether
Government or contractor.
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Figure 4-1. Decentralized Risk Management Organization

The PM may also choose to decentralize. The
degree of decentralization depends on the
assignment of responsibilities. Some level of
centralizationisamost dwaysessential for prior-
itizing risk acrossthe program. A program level
IPT (see Figure 4-1) or a Risk Management
Board (RMB) may be appropriate for thisinte-
grating function.

The decentralized risk management organi zation
isthe most widely used approach, whichiscom-
patible with the DoD’s IPPD policy and gener-
ally results in an efficient use of personnel re-
sources. In this approach, risk management is
delegated to Program IPTs (PIPTS).

The following guidelines apply to all risk
management organi zations:

» The PM is ultimately responsible for plan-
ning, allocating resources, and executing risk
management. This requiresthe PM to over-
see and participate in the risk management
process.
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* ThePM must make optimal use of available
resources, i.e., personnel, organizations, and
funds. Personnel and organizational resources
include the PM O, functional support offices
of the host command, the prime contractor,
independent risk assessors, and support con-
tractors.

* Risk management is a team function. This
stems from the pervasive nature of risk and
theimpact that risk-handling plansmay have
on other program plans and actions. In the
aggregate, risk planning, risk assessment, risk
handling, and risk monitoring affect all pro-
gram activitiesand organizations. Any attempt
toimplement an aggressive forward-looking
risk management program without the in-
volvement of all PMO subordinate
organizations could result in confusion, mis-
direction, and wasted resources. The only
way to avoid thisisthrough teamwork among
the PMO organizations and the prime con-
tractor. The management organizationd struc-
ture can promote teamwork by requiring



strong connectivity between that structure, the
various PMO organizations, and the prime
contractor. The teams may use independent
assessmentsto assist them, when required.

Figure4-1 portraysadecentralized risk manage-
ment organi zation. Thisexampleincludestheen-
tire PM O and selected non-PM O organi zations,
e.g., the prime contractor, who are members of
the IPTs. The figure shows that risk manage-
ment isanintegra part of program management
and not an additional or separate function to per-
form. Hence, separate personnel are not desig-
nated to manage risk, but rather all individuals
are required to consider risk management as a
routine part of their jobs. In the figure, the risk
coordinator reportsto the PM, but worksin co-
ordination with the PIPT, functional offices, and
the Program Level IPT. As shown, this organi-
zational structure is suited to Acquisition Cat-
egory (ACAT) | programs, but PMscantailor it
to satisfy their specific requirements. The details
are dependant upon the contract, type, statement
of work, and other variables.

The organizational structure showsthat the PM
isultimately responsible for risk management.
Thereisacoordinator to assist with thisrespon-
sibility and act as an “operations’ officer. This
may beafull-timeposition or an additional duty
asthe PM deems appropriate. The coordinator
should have specific training and experiencein
risk management to increase the chance of
successful implementation and to avoid common
problems. A support contractor may assist the
coordinator by performing administrative tasks
associated with that office.

TheProgram Level IPT, composed of individu-
alsfromthe PM O and prime contractor, ensures
that the PM’ srisk management programisimple-
mented and program results are synthesized into
aform suitable for decision making by the PM
and OIPT.
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Theinclusion of both Sub-Tier IPTsand PMO
functiona officessimply reflectsthat not all pro-
gram management functionswill beassigned to
Sub-Tier IPTsfor execution.

Independent risk assessors are typically hired
when the PM has specific cost, schedule, per-
formance concernswith ahardware or software
product or engineering process and wants an
independent assessment from an expert in apar-
ticular field. The duration of their servicesis
normally short, and tailored to each program.

442 Risk Management Responsibilities

Thissection identifiesthe primary responsibili-
ties that could be associated with a decentral-
ized risk management organization. In assign-
ing the responsibilitiesto the various organi za-
tional elements, the PM should strike abalance
between a concentration of responsibilities at
the higher levelsand pushing themtoo far down
the organizational structure.

The development of theseresponsbilities, inpart,
is based on the premise that risk management
activitiesmust be specific—and assigned toin-
dividuals, not groups. Theresponsibilitieslisted
below are assigned to the leader of each organi-
zational element, recognizing that the composi-
tion of each element will be program unique,
i.e., number of assigned PM O personnel, prime
contractor personnel, etc. The task of further
assigning theseresponsibilities, along with tai-
loring them to satisfy the needsand requirements
of each program, remains for PMs and their
staffsto accomplish.

Table 4-1 provides a description of the respon-
sibilities associated with the decentralized risk
management structure, sorted by notional orga-
nizational elements that may make up the risk
management structure.



Personnel

Job Responsibility

Program
Manager

Plan, organize, direct, and control risk management.

Comply with DoDD 5000.1, DoDI 5000.2, DoD 5000.2-R, DoDD 5000.4, and DoD
5000.4-M risk management guidance.

Ensure that funds are available to support approved risk-handling plans.

Inform and advise MDA, Cost Analysis Improvement Group (CAIG) and OIPT on
program risk and its handling.

Risk
Management
Coordinator

Develop and maintain risk management plans.

Provide risk management training.

Define the risk reporting scales to be used by the program.
Develop and maintain a risk management information system.
Prepare risk management reports.

Monitor compliance with DoDD risk management requirements.

Ensure that risk management functions and tasks performed by the Sub-Tier IPTs
and the PMO functional offices are fully integrated and in compliance with
assigned tasks.

Advise the PM and Program Level IPT on the use of risk management sources,
i.e., host command functional support offices, etc.

Evaluate risk assessments, risk-handling plans, and risk monitoring results as
directed and recommend appropriate actions.

Advise the PM on the use of independent risk assessors.

Program Level
IPT
(some PMOs
use a Risk
Management
Board (RMB)
for this
responsibility)

Ensure that the risk management program is implemented, risk reduction is
accomplished in conformance with the PM’s strategy, and the risk management
efforts of the Sub-Tier IPTs are integrated.

Report risk events to the risk management coordinator.

Evaluate whether Sub-Tier IPTs and PMO functional offices have identified
critical risks and proposed risk-handling plans.

Ensure that cost, schedule, and performance risks are compatible.

Ensure that cost, schedule, and performance risks are combined in a manner
consistent with the plan.

Assess risks, recommending appropriate risk-handling strategies for each

PMO Sub-Tier identified moderate and high risk, and implementing and documenting all risk
PIPTs & management analyses and findings within the team’s product area.
Func_tional Coordinate all risk management findings and decisions with other Sub-Tier IPTs,
Offices PMO functional offices, the Program Level IPT, and the risk-management
(Process) and coordination office.
System . . . . . .
Elements Identify funding requirements to implement risk-handling plans.
(Products) Identify the need for risk management training.
Report risk events to the Program Level IPT and risk coordinator.
Perform independent risk assessment on critical risk areas or contractor
Independent engineering processes that the PM has specified.
Risk
ASSESSOrs Report the results of those assessments to the PM.

Work with the risk management coordinator.

Table 4-1. Notional Description of Risk Management Responsibilities
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45 CONTRACTOR RISK
MANAGEMENT

Experience has shown that managing aprogram’s
risks requires a close partnership between the
PMO and the prime contractor(s). PMsmust de-
termine the type of support they need from their
prime contractor, communicate these needs
through the Request for Proposal (RFP) for each
acquisition phase, and then provide for them in
the contract. Preparation of the RFP and source
selection are discussed in subsequent sections.

45.1 Contractor View of Risk

Contractorstreat risk differently from the Gov-
ernment because each views risk from adiffer-
ent perspective. The PM, in executing his risk
management program, needs to understand the
contractor viewpoint.

Contractorstypically dividerisksinto two basic
types: business risks and program risks. Busi-
ness risk, in the broadest sense, involves the
inherent chance of making a profit or incurring
aloss on any given contract. Program risk in-
volves, among other things, technical, require-
ment, and design uncertainties. A contractor’s
efforts to minimize business risks may conflict
with a Government PM’s efforts to lower
program risk.

Whilethe government and contractorsmay have
different views on specific cost, schedule, and
performancerisk levelS/ratings, they generally
have (or should have) similar views of the risk
management process. One exception may be
the requirements placed by corporate manage-
ment—that could conflict with the Government
view of program risk. The similarity, however,
does not necessarily lead to the contractor hav-
ing acompetent internal risk management pro-
gram. AsaProject Management Institute (PM1)
handbook points out, “On most (contractor) pro-
jects, responsibility for Project Risk is so
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pervasivethat itisrarely given sufficient central
attention.” Asaminimum, it isimportant that the
PMO writes the RFP asking the contractor to
describeitsrisk management process, includingits
approach to managing any specific areas.

45.2 Government/Contractor
Relationship

The prime contractor’s support and assistance
is required even though the ultimate responsi-
bility for risk management rests with the Gov-
ernment PM. Often, the contractor is better
equipped to understand the program technical
risks than the Government program office is.
Both the Government and contractor need to
share information, understand the risks, and
develop and execute management efforts. The
Government must involve the contractor early
in program development, so that effective risk
assessment and reduction can occur.

Therefore, risk management must be akey part
of the contractor’'s management scheme. Al-
though the Government does not dictate how
the contractor should manage risk, some char-
acteristics of a good Government/contractor
relationship include:

» Clear definition of risksand their assignment.

» Flexibility for assignment of risks and risk
management responsibilities among the
teams.

» Strong emphasis on best management and
technical practiceswhich, if followed, avoid
unnecessary risks.

Regarding RFP devel opment, discussed later in
this section, information is provided on how
these characteristics should be addressed.

The Government/contractor partnership can be
forged in at least two ways. First, the PMO



should includethe prime contractor(s) inthetop-
level risk planning and assessment activities. This
includes understanding and factoringinsuchis-
sues as user requirements, affordability con-
straints, and schedule limitations. Second, the
PMO should include in advance specific risk
assessment and handling tasks as key contrac-
tual efforts during the concept exploration and
program definition and risk reduction phases.

Forming ajoint Government/contractor evalu-
ation team is agood way of fostering an effec-
tive partnership. This is especialy true in a
program’s early stageswhen uncertainty ishigh
and both parties must frequently assess risks.
These assessments, properly handled, involve
multidisciplinary efforts requiring subject-mat-
ter experts from both the prime contractor and
Government. This joint team should evaluate
the proposed program in detail and explore the
inherent program risks, the proposed handling
strategies, the detailed development schedule,
and the contractor’s developmental resources
(people, facilities, processes, tools, etc.).

A management approach using multiple teams
isthe best approach to use, e.g., Sub-Tier IPTs.
Joint team(s) should be established at the be-
ginning of each development phase to assess
the risks to be overcome in that phase and to
determine the handling technique(s) to be used.
Requirementsfor contractor participation onthe
team(s) should beidentified in the RFP and sub-
sequent contract.

4.6 RISK MANAGEMENT AND THE
CONTRACTUAL PROCESS

4.6.1 Risk Management:
Pre-Contract Award

The contractor’s developmental and manufac-
turing processes and tools, the availability and
skill of personnel, and the previous experience
of the Government and contractor team all in-
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fluencetheir ability to handlethe proposed sys-
tem development and production. Therefore, an
effective risk management process includes an
evaluation of the capabilities of the potential
contractors.

4.6.2 Early Industry Involvement:
Industrial Capabilities Review

AnIndustrial CapabilitiesReview isapowerful
tool available to PMs for determining general
industrial capabilities. To avoid potential prob-
lemsin the subsequent competitive processand
to ensure that a “level playing field” is main-
tained, an announcement in the Federal Busi-
ness Opportunities (FedBizOpps) should be
madetoinformall potentia offerorsthat the Gov-
ernment plansto conduct an Industrial Capabili-
ties Review and to request responses from all
interested parties. Below isageneral approach
that PMOs may find readily adaptable to any
type of capability review. The basic stepsin the
processareto:

* Obtain the Source Selection Authority’s
approval to conduct the review.

» Establish the criteriafor the capability.

 |dentify the potential contractors who will
participate in the review.

* Provide an advance copy of the review
material to those contractors.

» Select the review team, ensuring that it has
the necessary mix of talent.

» Train the team on the purpose of the review
and review criteria.

e Conduct thereview and evaluate the results.

* Provide feedback to each contractor on the
results of their review and assessment.



* Providetheresultsto the PM.

Thisreview isan appraisal of general industrial
capabilities and supports identifying potential
program risks and best practices rather than
eval uating specific contractors.

Regardless of the approach, the PMO should
determine what specific information is needed.
DoD 4245.7-M isagood guide to help tailor
a set of questions for the contractors. The
guestions generally focus on two areas consis-
tent with protection of contractor proprietary
information.

* What isthe state-of -the-art of thetechnology
proposed for use in the system?

» What are the general devel opmental/manu-
facturing capabilities of the potential con-
tractors (including experience, tools, pro-
cesses, etc.) as compared to industry best
practices?

Table 4-2 shows some of the specific areas or
sourcesfor risk identification. It includesanum-
ber of areas(threat, requirements, design, etc.) that
have been shown through experience to contain
risk eventsthat tend to be more critical than oth-
ers, and which ones should receive the most man-
agement attention. Risk eventsare determined by
examining WBS element product and processes
interms of risk areas. Process areas are specifi-
cally addressedin DoD 4245.7M. They aregen-
erd inthat areas of risk could be present in any
program from either source (WBS or process).
They are intended as a list of “top-level” risk
sourcesthat will focusattention on aspecific area.
ThePMO and contractor(s) will haveto examine
lower levelsto understand the actual risksthat are
present intheir program and to develop an effec-
tive management plan. The risks shown are not
intended to serve as a Ssimple checklist that one
should apply directly, then consider the program
risk-freeif noneof thelisted risksare present.
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An examination of the program in these areas
can help to develop the final program acquisi-
tion strategy and the risk-sharing structure be-
tween the Government and industry. The PMO
can also use the results to adjust the RFP for
the next phase of the program.

4.6.3 Developing the
Request for Proposal

The RFP should communicate to all offerors
the concept that risk management isan essential
part of the Government’s acquisition strategy.

Beforethe draft RFP isdeveloped using there-
sults of the Industrial Capabilities Review, the
PMO should conduct a risk assessment to
ensure that the program described in the RFP
isexecutablewithin thetechnical, schedule, and
budget constraints. Based on this assessment, a
program plan, an integrated master schedule,
and life-cycle cost (LCC) estimate may be pre-
pared. The technical, schedule, and cost issues
should be discussed in the pre-proposal con-
ference(s) before the draft RFP is released. In
thisway, critical risks inherent in the program
can be identified and addressed in the RFP. In
addition, this helps to establish key risk-man-
agement contractua conditions. The RFP should
encourage offerorsto extend the contract WBS
(CWBS) toreflect how they will identify all el-
ementsat any level that are expected to be high
cost or high risk. The RFP should also encour-
age offerorsto cite any elements of the CWBS
provided in thedraft RFP that are not consistent
with their planned approach.

In the solicitation, PMs may ask offerorstoin-
clude arisk analysis and a description of their
management plans, and also to develop a sup-
porting program plan and an integrated master
schedule in their proposals. These proposals
will support the Government’s source selection
evaluation and the formulation of a most prob-
able cost estimatefor each proposal. In addition,



Risk Area

Significant Risks

Threat

Uncertainty in threat accuracy.

Sensitivity of design and technology to threat.

Vulnerability of system to threat and threat countermeasures.
Vulnerability of program to intelligence penetration.

Requirements

Operational requirements not properly established or vaguely stated.
Requirements are not stable.

Required operating environment not described.

Requirements do not address logistics and suitability.

Requirements are too constrictive—identify specific solutions that force high cost.

Design implications not sufficiently considered in concept exploration.
System will not satisfy user requirements.

Mismatch of user manpower or skill profiles with system design solution or human-
machine interface problems.

Design Increased skills or more training requirements identified late in the acquisition
process.
Design not cost effective.
Design relies on immature technologies or “exotic” materials to achieve
performance objectives.
Software design, coding, and testing.
Test planning not initiated early in program (CR Phase).
Testing does not address the ultimate operating environment.
Test and Test procedures do not address all major performance and suitability

Evaluation specifications.
Test facilities not available to accomplish specific tests, especially system-level
tests.
Insufficient time to test thoroughly.
Same risks as contained in the Significant Risks for Test and Evaluation.

Simulation M&S are not verified, validated, or accredited for the intended purpose.
Program lacks proper tools and modeling and simulation capability to assess
alternatives.
Program depends on unproved technology for success—there are no
alternatives.
Program success depends on achieving advances in state-of-the-art technology.

Technology Potential advances in technology will result in less than optimal cost-effective
system or make system components obsolete.
Technology has not been demonstrated in required operating environment.
Technology relies on complex hardware, software, or integration design.
Inadequate supportability late in development or after fielding, resulting in need
for engineering changes, increased costs, and/or schedule delays.

Logistics Life-cycle costs not accurate because of poor logistics supportability analyses.

Logistics analyses results not included in cost-performance tradeoffs.
Design trade studies do not include supportability considerations.

Table 4-2. Significant Risks by Critical Risk Areas
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Risk Area

Significant Risks

Production/
Facilities

Production implications not considered during concept exploration.
Production not sufficiently considered during design.

Inadequate planning for long lead items and vendor support.

Production processes not proven.

Prime contractors do not have adequate plans for managing subcontractors.
Sufficient facilities not readily available for cost-effective production.
Contract offers no incentive to modernize facilities or reduce cost.

Concurrency

Immature or unproven technologies will not be adequately developed before
production.

Production funding will be available too early—before development effort has
sufficiently matured.

Concurrency established without clear understanding of risks.

Capability of
Developer

Developer has limited experience in specific type of development.
Contractor has poor track record relative to costs and schedule.
Contractor experiences loss of key personnel.

Prime contractor relies excessively on subcontractors for major development
efforts.

Contractor will require significant capitalization to meet program requirements.

Cost/Funding

Realistic cost objectives not established early.

Marginal performance capabilities incorporated at excessive costs; satisfactory
cost-performance tradeoffs not done.

Excessive life-cycle costs due to inadequate treatment of support requirements.
Significant reliance on software.

Funding profile does not match acquisition strategy.

Funding profile not stable from budget cycle to budget cycle.

Schedule not considered in trade-off studies.
Schedule does not reflect realistic acquisition planning.

Schedule
APB schedule objectives not realistic and attainable.
Resources not available to meet schedule.
Acquisition strategy does not give adequate consideration to various essential
elements, e.g., mission need, test and evaluation, technology, etc.
Subordinate strategies and plans are not developed in a timely manner or based
Management on the acquisition strategy.

Proper mix (experience, skills, stability) of people not assigned to PMO or to
contractor team.

Effective risk assessments not performed or results not understood and acted
upon.

Table 4-2. Significant Risks by Critical Risk Areas
(continued)
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the RFP may identify the requirement for peri-
odic risk assessment reportsthat would serve as
inputs to the PM’s assessment and monitoring
processes thereby ensuring that risks are con-
tinuously assessed.

4.6.4 The Offeror’s Proposal

The offerors should develop the proposed pro-
gram plans and documentation at alevel that is
adequate to identify risks, develop associated
management activitiesthat they will usethrough-
out the program, and integrate resources, tech-
nical performance measures, and schedule in
the proposed program plans. Program plans
should extend the CWBSto reflect the offeror’'s
approach and include the supporting activities,
critical tasks, and processes in the CWBS dic-
tionary. The associated schedules for each
should be incorporated into an integrated mas-
ter schedule. Plans should al so have an estimate
of the funds required to execute the program
and include abreakout of resource requirements
for high-risk areas.

The information required and the level of de-
taill will depend on the acquisition phase, the
category, and criticality of the program, aswell
ason the contract type and value. However, the
detail submitted with the proposal must be at a
sufficiently low level to alow identification of
possible conflicts in the planned acquisition
approach and to support the Government’s pro-
posal evaluation. Generally, the CWBS should
be defined below level 3, by the contractor, only
to the extent necessary to capture those lower
level elements that are high cost, high risk, or
of high management interest.

4.6.5 Bass for Selection

DoD acquisition management must focus on
balancing cost, schedule, performance, and risk
by selecting the contractor team that provides
the best value to the user within acceptable risk
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limits. Therefore, the RFP/Source Selection pro-
cess must eval uate each offeror’s capability for
meeting product and processtechnical, cost and
schedul e requirementswhile addressing and con-
trolling therisksinherent in aprogram.

Theevaluation team should discriminate among
offerors based upon the following:

* Risks determined by comparison with the
best practices baseline.

» Ability to performwith afocusonthecritical
risk elements inherent in the program.

» Adherence to requirements associated with
any mandatory legal items.

» Past performance on efforts similar to the
proposed program being evaluated.

The process of choosing among offerors may
be enhanced if the evaluation team includesrisk
management as a “source selection discrimi-
nator.” Risk management then becomes an
important factor in the Source Selection Author-
ity determination of who provides the most
executable program.

4.6.6 Source Selection

The purpose of asource selectionisto select the
contractor whose cost, schedule and perfor-
mance can best be expected to meet the
Government’s requirements at an affordable
price. To perform this evaluation, the Govern-
ment must assess both proposal risk and per-
formance risk for each proposal. These risk
assessments must be done entirely within the
boundaries of the source selection process.
Previous assessments of any of the offerors may
not be applicable or allowable.

4.6.6.1 Proposal Risk. Thisrefers to the risk
associated with the offeror’ s proposed approach



to meet the Government cost, schedul e, and per-
formance requirements. The eval uation of pro-
posal risk includes an assessment of proposed
time and resources and recommended adjust-
ments. Thisassessment should be performed ac-
cording to the definitions and evaluation stan-
dards developed for the source selection. Pro-
posal risk is, in essence, amoderate expansion
of past evaluation processes. Historically, evalu-
ators selected contractors who demonstrated
that they understood the requirements and
offered the best value approach to meeting
the Government’s needs. The expansion onthis
concept is the specific consideration of risk.

Technical and schedul e assessmentsare primary
inputs to the most probable cost estimate for
each proposal. It is important to estimate the
additional resources needed to control any risks
that have moderate or high risk ratings. Offerors
may define them in terms of additional time,
personnel loading, hardware, or specia actions
such asadditional tests. However, whatever the
type of therequired resources, it isessential that
cost estimates beintegrated and consistent with
the technical and schedule evaluations.

4.6.6.2 PerformanceRisk. A performancerisk
assessment is an evaluation of the contractor’s
past and present performance record to establish
alevel of confidence in the contractor’s ability
to perform the proposed effort. Such an evalua-
tionisnot limited to programmeatic technical is-
sues, but al soincludes assessment of critical ven-
dor financid viability. Financia cap-ability analy-
ses and industrial capability assessments, con-
ducted in accordance with DoD Handbook
5000.60H, provideinsight to acontractor’sability
to perform the proposed effort.

A range of methods are available to the PM to
evaluate performance risk. The Performance
Risk Assessment Group (PRAG) is a group of
experienced Government personnel that are ap-
pointed by the source sel ection advisory council
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Chairperson to permit performance risk to be
used, if appropriate. Performance risk may be
separately assessed for each evaluation factor or
asawholewith the assessment provided directly
to the source sel ection advisory council/author-
ity for final decision or indirectly through the
Source Selection Evaluation Board. The
assessment relies heavily (although not
exclusively) on the contractor performance
evaluations and surveys submitted by the PMO
and Defense Contract Management Agency
(DCMA).

4.7 RISK MANAGEMENT:
POST-CONTRACT AWARD

Post-contract award risk management buildson
the work done during the pre-contract award
phase. With the award of the contract, therela-
tionship between the Government and the con-
tractor changes asteams are formed to address
program risk. Theseteams should validate pre-
contract award management plans by review-
ing assessments, handling plans, and monitor-
ing intentions. The extent of assessments in-
creases as the contractor develops and refines
his design, test and evaluation, and manufac-
turing plans. The Government PMO should
work with the contractor to refine handling
plans.

The process beginswith an Integrated Baseline
Review (IBR) after contract award to ensurethat
reliable plans and performance measurement
basdlines capturetheentire scope of work, arecon-
sistent with contract schedul e requirements, and
have adequate resources assigned to complete
program tasks. The IBR could be conducted to
incorporate other stepsidentified below. These
steps suggest an approach that the PMO might
taketo initiate the program’s risk management
plans and activities after contract award. They
areintended to be astarting point, and the PMO
should tailor the plan to reflect each program’s
unigue needs.



Conduct initial meeting with the contractor
to describe the program’s objectives and
approach to managing risks. ThePM may aso
present the risk management plan.

Train members of the PMO and the con-
tractor’s organization on risk management
basics, incorporating the program’ smanage-
ment plan and proceduresinto thetraining.

Review the pre-contract award risk planwith
the PMO and contractor, revise it as neces-
sary, and shareresultswith the contractor.

Conduct in-depth review of the pre-contract
award risk assessmentsand expand thereview
toincludeany new information obtained since
the award of the contract.

Review and revise risk-handling plans to
reflect the reassessment of risks.

Review the program’sdocumentation require-
ments with the contractor. Ensure that the
PMO and contractor understand the purpose,
format, and contents of variousrisk reports.

Initialy, it may be necessary to establish a
formalized PM O-contractor risk management
organization for the program, consistent with
thetermsof the contract.

Working with the contractor, refine the risk-
monitoring plansand procedures.

Establish the program reporting requirements
with the contractor. Describe the risk man-
agement information system that the program
has established, including proceduresfor pro-
viding information for data entry, and iden-
tify reportsfor the PM O and contractor.

In conjunction with the contractor, identify
other risk-management activitiesthat need to
be performed.
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» Managethe program risk in accordance with
the risk management plan and contract.

» Working with the contractor, refinetherisk-
monitoring plans and procedures and de-
velop appropriate measures and metrics to
track moderate- and high-risk items.

4.8 RISK MANAGEMENT
REPORTING AND
INFORMATION SYSTEM

The PMO should have a practical method for
risk-management reporting, and an information
systemthat supportsarisk management program.
Thereporting needsof the PM establish thetype,
format, and frequency of information sharing.
The IPT concept suggests that the entire acqui-
stion program team needs accessto therisk man-
agement information, and the prime contractor(s)
should have access to information, consistent
with acquisition regulations. Thereporting and
information system chosen may be Government-
or contractor-owned. See Chapter 5 for an ex-
ampleof an MIS.

49 RISK MANAGEMENT TRAINING

A successful management program depends, to
alargeextent, onthelevel of risk management
training the PM O members and the functional
areaexpertsreceive. Thetraining will prepare
themfor critical tasks, such asrisk assessments.
DoD schoolsoffer somerisk-management train-
ing; however, PMs will need to organize and
conduct principal training for the program of -
fice. A three-part framework for training cov-
ers program-specific risk management iSssues,
general structure and process, and techniques.

(1) Theprogram-specifictraining should ensure
that everyone has a common vision. It
should cover the acquisition strategy, the
companion risk management plan, thePM’s



)

risk-management structure and associated
responsibilities, andthe MIS.

The following topics provide a starting
point for general training syllabus devel-
opment. The final syllabus should be tai-
lored to meet the program’ s specific needs.
Table 4-3 providesalist of referencesthat
will be useful in developing the syllabus
and lesson plans.

e Concept of Risk,

* Risk Planning,

* Risk Identification,

* Risk Analysis (as applicable),

* Risk Handling, and
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* Risk Monitoring.

(3) The third area of training concerns risk-

management techniques, concentrating on
the techniques the PM O plans to employ.
The training should focus on how to use
the techniques and should include ex-
amples of their use. Chapter 5, Risk Man-
agement Techniques, of thisGuide provides
a starting point. It contains a general dis-
cussion of aset of techniques that address
all elements of the risk management pro-
cess. Thediscussion of each technique con-
tainsalist of referencesthat provideamore
in-depth description of the technique. The
set of techniquesis not exhaustive and the
program office should add to the list, if

necessary.



Document

Description

DoD 4245.7-M, Transition from Development
to Production, September 1985.

Provides a structure for identifying technical risk
areas in the transition from a program’s development
to production phases. The structure is geared toward
development programs but, with modifications, could
be used for any acquisition program. The structure
identifies a series of templates for each of the
development contractor’s critical engineering
processes. The template includes potential areas of
risk and methods for reducing risk in each area.

Risk Management Concepts and Guidance,
Defense Systems Management College,
March 1989. (Superseded by this Risk
Management Guide.)

Devoted to various aspects of risk management.

Systems Engineering Management Guide,
Defense Acquisition University Press,
January 2001, Section 15.

Devoted to risk analysis and management and
provides a good overview of the risk management
process.

Continuous Risk Management Guide,
Software Engineering Institute, Carnegie
Mellon University, 1996.

Provides a risk management methodology similar to
the one described in the Defense Acquisition Deskbook.
Its value is that it subdivides each process into a series
of steps; this provides useful insights. Appendix A
describes 40 risk-management techniques, the majority
of which are standard management techniques adapted
to risk management. This makes them a useful
supplement to the Defense Acquisition Deskbook
identified techniques.

A Systems Engineering Capability Maturity
Model, Version 1.0 Software Engineering
Institute (Carnegie Mellon University),
Handbook SECMM-94-04, December 1994.

Describes one approach to conducting an Industry
Capabilities Review. Section PA 10 (pp. 4-72—4-76)
discusses software risk management. The material
presented in this handbook also can be tailored to
apply to system and hardware risk.

A Software Engineering Capability Maturity
Model, Version 1.01 Software Engineering
Institute (Carnegie Mellon University),
Technical Report, December 1996.

Describes an approach to assess the software
acquisition processes of the acquiring organization
and identifies areas for improvement.

Capability Maturity Model for Software
(SM-CMM), Version 1.1,/CMU/SEI-93-TR-24,
February 1993.

This is a tool that allows an acquiring organization to
assess the software capability maturity of an
organization.

Taxonomy-Based Risk Identification,
Software Engineering Institute, Carnegie
Mellon University, CMU/SEI-93-TR-6
(ESC-TR-93-183, June 1993.

Describes a method for facilitating the systematic and
repeatable identification of risks associated with the
development of a software-intensive project. This
method has been tested in active Government-funded
defense and civilian software development projects.
The report includes macro-level lessons learned from
the field tests.

NAVSO P-6071.

Navy “best practices” document with recommended
implementations and further discussion on the
material in DoD 4245.7-M.

Table 4-3. Risk Management Reference Documents
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Document

Description

Risk Management, AFMC Pamphlet 63-101,

July 1997.

An excellent pamphlet on risk management that is
intended to provide PMs and the PMO with a basic
understanding of the terms, definitions, and processes
associated with effective risk management. It is very
strong on how to perform pre-contract award risk
management.

Defense Acquisition Deskbook

Primary reference tool for defense acquisition work
force; contains over 1,000 mandatory and
discretionary publications and documents which
promulgate acquisition policy and guidance. Part of the
AT&L Knowledge Sharing System (AKSS) (http://
deskbook.dau.mil/jsp/default.jsp).

Acquisition Software Development
Capability Evaluation, AFMC Pamphlet
63-103, 15 June 94.

Describes one approach to conducting an Industry
Capabilities Review. This two-volume pamphlet was
generated from material originated at Aeronautical
Systems Center. The concepts support evaluations
during source selection and when requested by IPTs.
The material presented in this pamphlet also can be
tailored to apply to system and hardware risk
management.

Risk Management Critical Process
Assessment Tool, Air Force SMC/AXD,
Version 2, 9 June 1998.

Provides guidance and extensive examples for
developing RFP Sections “L” and “M,” plus source
selection standards or risk management. Also includes
technical evaluation and review questions, which are
helpful for assessing a risk management process; and
risk trigger questions, which are helpful for risk
identification.

NAVSO P-3686, Top Eleven Ways to
Manage Technical Risk, October 1998.

Contains Navy approach to risk management with
baseline information, explanations, and best practices
that contribute to a well-founded technical risk
management program.

Risk Focus Area of the Program
Management Community of Practice
(http://www.pmcop.dau.mil)

Provides comprehensive and ready source of current
tools, papers, and practices in risk management field.

Table 4-3. Risk Management Reference Documents

(continued)
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5.1 INTRODUCTION

This Chapter providestop-level information on
anumber of techniques currently used in DoD,
and acombination of techniquesused by the Ser-
vices, industry, and academia. Collectively, they
focus on the components of the risk manage-
ment process and address critical risk areasand
processes. Thewrite-ups describethetechniques
and give information on their application and
utility. The descriptions are at a level of detail
that should permit potential usersto evaluatethe
suitability of the techniquesfor addressing their
needs; however, the material does not, in most
cases, provideall theinformation that isrequired
to use a technique. Readers will find that if a
particular technique looks promising, they can
obtain enough information from the references
and toolsthat will enable program officesto ap-
ply them. The descriptions arein aformat that
aids comparison with other approaches.

5.2 OVERVIEW

Techniques are available to support risk man-
agement activities. None are required by DoD,
but some have been successfully used in the
past by DoD PMs. Many of the techniques
support processes that are part of sound man-
agement and systems engineering and give
Government and contractor PMs the tools for
considering risk when making decisions on
managing the program.

5

RISK MANAGEMENT
TECHNIQUES
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Several tools have been developed to support
each of the components of the risk management
process, i.e., planning, assessing, handling, and
monitoring and documenting. Although tool
developers may claim otherwise, none are
integrated to totally satisfy al needs of a PM.
Most likely, a PM will choose an overall risk
strategy, write aplan to reflect his strategy, re-
view the list of proven techniques to support
the components of risk management, assessthe
techniques against the program’s needs and
availableresources, tailor the techniquesto suit
the needs of the program, and train program
office members to implement the plan.

5.3 RISK PLANNING TECHNIQUES
5.3.1 Description

Thistechnique suggestsan approach torisk plan-
ning; the process of devel oping and document-
ing an organized, comprehensive approach. It
also suggests interactive strategy and methods
for identifying and tracking risk drivers, devel-
oping risk-handling plans, performing continu-
ous assessments to determine how risks have
changed, and planning adequate resources. The
risk planning techniqueisapplicableto al func-
tiona areasinthe program, especially critical ar-
eas and processes. Using the acquisition strat-
egy asadtarting point resultsin the devel opment
of a program risk management strategy, from
which flows a management plan that provides
the detailed information and direction necessary



to conduct an effective management program.
Thisrisk management plan providesthe PM with
an effective method to define a program, one
that fixesresponsibility for theimplementation
of its various aspects, and supports the
acquisition strategy.

The technique should first be used in the Con-
cept Refinement (CR) Phasein conjunction with
the development of the initial Technology De-
velopment Strategy (TDS). Subsequently, it may
be used to update the management plan on the
following occasions:. (1) whenever the acquisi-
tion strategy changes, or thereisamajor change
inprogram emphasis, (2) in preparation for mgjor
decision points; (3) in preparation for and
immediately following technical audits and
reviews; (4) concurrent with the review and

update of other program plans; and (5) in
preparation for aPM O submission.

The PMO risk management coordinator, if
assigned, develops the risk management plan
based on guidance provided by the PM, and
coordinating with the Program Level IPT. To
be effective, the PM must make risk manage-
ment an important program management func-
tion and must be actively involved in the risk
planning effort. Planning requiresthe active par-
ticipation of essentialy the entire PMO and
contractor team.

5.3.2 Procedures

Figure 5-1 graphically depicts the process to
be followed in applying this technique. The

Input

» Acquisition strategy

* Prior risk
management plan

(if any)
* Known risks
» System description
» Program description

» Key ground rules and
assumptions

—>

PM Guidance

v

» Evaluate risk planning
requirements

» Evaluate the program’s current
risk situation

» Develop a risk management
strategy

» Determine the tasks and
guidance required to implement
the risk management strategy

» Develop the PMQO’s approach to
risk management in general

 Provide application guidance for
risk management component
processes

» Develop inputs for other
acquisition strategies and
program processes

f

Program-Level IPT (or equivalent
such as Risk Management Board)

Risk management coordinator

Output
» Risk Management
Plan

» Risk Management
Training

Figure 5-1. Risk Planning Technique Input and Output
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procedure consists of anumber of iterative activi-
tiesthat result in the development of therisk man-
agement strategy and aRisk Management Plan.

The acquisition strategy and related manage-
ment planning efforts (program management,
and systems engineering), program constraints,
and any existing risk management planning are
integrated and evaluated in the context of the
PM’s guidance, which provides the direction
for the planning process. Typical types of PM
guidance are concerns about certain categories
of risk, guidance on funding of handling
activities, emphasis to be placed on risk man-
agement training, and frequency and type of
internal reports.

The integration and evaluation of the primary
inputs establish the requirements and scope of
the planning effort through an assessment of
the program’s current risk situation. Theresults
of the assessment provide the basis for devel-
opment of management strategy. The strategy
should reflect the level of risk that the PM is
prepared to accept, and should provide guid-
ance on how and when known risks will be
reduced to acceptable levels. It should also
describe the risk management processthe PMO
will employ and the organization and structure
of the management program, addressing things
such as risk ratings, the use of an MIS, policy
and procedures on sharing risk management
information, and training.

The PMO should create an MIS early in the
planning process. It will serve as a planning
source and the data may be used for creating
reports. It will also become the repository for
all current and historical information related to
risk. Eventually, this information may include
risk assessment documents, contract deliverables,
if appropriate, and other risk-related reports.

Based on the management strategy, the planiden-
tifies specific tasks to be accomplished and
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assigns responsibility for their execution. The
timing of thesetasks should beincorporatedinto
an integrated critical path master schedule or
equivaent. Guidancefor task execution and con-
trol should also be developed, covering such
things as the suggested techniques to be used
for each component, any assistance availableto
Sub-Tier IPTs, the use of funds, the policy on
the use of independent risk assessors, etc. This
information may be documented in arisk man-
agement plan. A sampleformat isshowninFigure
5-2. Appendix B contains two examples of a
Risk Management Plan.

The contents of the risk management strategy
and plan should be consistent with the acquisi-
tion strategy and other program plans derived
from the acquisition strategy. Hence, it should
betailored to each program rather than attempt-
ing to use the same process and itsimplementa-
tion onall programs. Thiswill help to ensure that
risk is considered in all program activities and
that it does not become a*“ stove pipe” function.

54 RISK ASSESSMENT TECHNIQUES
54.1 Product (WBS) Risk Assessment

5.4.1.1 Description. Thistechnique identifies
those risks associated with a given system con-
cept and design. Thedifference between the pro-
cess (DoD 4245.7-M) technique and this ap-
proach is that DoD 4245.7-M addresses the
contractor’sengineering and manufacturing pro-
cesses and thistechnique focuses on the result-
ing product. This technique is used to identify
and analyze risks in the following critical risk
areas. design and engineering, technology, 1o-
gistics, production, concurrency, plus othersas
needed for both hardware and software.

The WBS s the starting point to describe con-
tract work to be done and the resulting product
and is the basis for determining risk eventsin
each critical risk area. Therisk events—events



INTRODUCTION. This section should address the purpose and objective of the plan, and provide a brief
summary of the program, to include the approach being used to manage the program, and the acquisition
strategy.

PROGRAM SUMMARY. This section contains a brief description of the program, including the acquisition
strategy and the program management approach. The acquisition strategy should address its linkage to the
risk management strategy.

DEFINITIONS. Definitions used by the program office should be consistent with DoD definitions for ease of
understanding and consistency. However, the DoD definitions allow program managers flexibility in constructing
their risk management programs. Therefore, each program’s risk management plan may include definitions
that expand the DoD definitions to fit its particular needs. For example, each plan should include, among other
things, definitions for the ratings used for technical, schedule, and cost risk.

RISK MANAGEMENT STRATEGY AND APPROACH. Provide an overview of the risk management approach,
to include the status of the risk management effort to date, and a description of the program risk management
strategy.

ORGANIZATION. Describe the risk management organization of the program office and list the responsibilities
of each of the risk management participants.

RISK MANAGEMENT PROCESS AND PROCEDURES. Describe the program risk management process to be
employed, i.e., risk planning, assessment, handling, monitoring and documentation, and a basic explanation
of these components. Also provide guidance for each of the risk management steps in the process. If possible,
the guidance should be as general as possible to allow the program’s risk management organization (e.g.,
IPTs) flexibility in managing the program risk, yet specific enough to ensure a common and coordinated
approach to risk management. It should address how the information associated with each element of the risk
management process will be documented and made available to all participants in the process, and how risks
will be tracked, to include the identification of specific metrics if possible.

RISK PLANNING. This section describes the risk planning process and provides guidance on how it will be
accomplished, and the relationship between continuous risk planning and this RMP. Guidance on updates of
the RMP and the approval process to be followed should also be included.

RISK ASSESSMENT. This section of the plan describes the assessment (identification and analysis) process.
Itincludes procedures for examining the critical risk areas and processes to identify and document the associated
risks. It also summarizes the analyses process for each of the risk areas leading to the determination of a risk
rating. This rating is a reflection of the potential impact of the risk in terms of its variance from known Best
Practices or probability of occurrence, its consequence, and its relationship to other risk areas or processes.
This section may include:

« Overview and scope of the assessment process

e Sources of information

¢ Information to be reported and formats

¢ Description of how risk information is retained

¢ Assessment techniques and tools.

RISK HANDLING. This section describes the risk-handling options, and identifies tools that can assist in
implementing the risk-handling process. It also provides guidance on the use of the various handling options
for specific risks.

RISK MONITORING. This section describes the process and procedures that will be followed to monitor the
status of the various risk events identified. It should provide criteria for the selection of risks to be reported on,
and the frequency of reporting. Guidance on the selection of metrics should also be included.

RISK MANAGEMENT INFORMATION SYSTEM, DOCUMENTATION AND REPORTS. This section describes
the MIS structure, rules, and procedures that will be used to document the results of the risk management
process. It also identifies the risk management documentation and reports that will be prepared; specifies the
format and frequency of the reports; and assigns responsibility for their preparation.

Figure 5-2. Sample Format for Risk Management Plan

56




that might have a detrimental impact on the
system, subsystems, or components—are evau-
ated to identify and characterize specific risks
ratingsand prioritization.

This technique should be used shortly after the
completion of the prime contractor's WBS.
Thereafter, it should be used regularly up to the
start of production. The technique can be used
independently or in conjunction with other risk
assessment techniques, such as the Process
(DoD 4245.7-M) Risk Assessment technique. It
may, if appropriate, aso be used in conjunction
with the Integrated Baseline Review (IBR),
whichisconducted within 6 months of contract
award. A website is also available at http://
www.acq.osd.mil/pm/ibr mats/ibr mats.htm,
which discussesthe IBR Process.

To apply this technique, joint Government and
industry evaluation teams should examine the
appropriate WBS levelsin each Sub-Tier IPTs
product area. If necessary, complementary
industry-only teams may take an in-depth look
at selected areasat lower WBSlevels. At times,
it may be desirable to include outside industry

expertson theteamsto aid in the examination of
specific WBS elementsor functional areas.

5.4.1.2 Procedures. Figure5-3 depictsthepro-
cess used in this technique. The first step isto
review theWBS elementsdown to thelevel be-
ing considered, and identify risk events. This
review should consider the critical areas (de-
sign and engineering, technology, logistics, etc.)
that may help to describerisk events. Table 5-1
shows a partia listing of these elements.

Using information from a variety of sources,
such as program plans, prior risk assessments,
expert interviews, etc., the WBS elements are
examined to identify specificrisksin each criti-
cal area. The risk event, are then analyzed to
determine probability of occurrence and conse-
guences/impacts, along with any interdependen-
ciesand risk event priorities. Several techniques
and tools are available to accomplish this, in-
cluding, among others, technol ogy assessments,
modeling and simulation, hazard analysis, and
fault treeanalysis.

« WBS

(or equivalent)

Input

* Integrated Master Schedule

e Critical Area Evaluation Criteria

v

Output

» Program Plans

» Past Projected Data

* Lesson Learned

» Expert Interview Data —>
* Test Results

* Integrated Baseline

» Examine WBS elements and
identify risk events

* Analyze risk events
(Includes rating and
prioritizing risk events)

Risk Information Forms
Prioritized List of Risks

List of Aggregated
Risks

Watch Lists

\ 4

Review

?

e Sub-Tier IPT Evaluation Teams
» “Outside” Industrial Experts

Figure 5-3. Product (WBS) Risk Assessment Technique Input and Output
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Critical Risk

Engineering ]
parts list

requirement

Areas Example Elements
» Design/technology approach * Integration requirements
» Operational environments * Human-machine interface
Design and » External/internal interfaces » Design growth capacity

» Use of standard parts/program

» System/subsystem critical design

» Design maturity
» Safety and health hazards
» Manpower, training and skill profiles

» Operations and Maintenance
(O&M) concept

Logistics » Repairability and Maintainabi

(R&M) requirements
* Supply support requirements

» System diagnostic requirement

lity

* Built-in Test (BIT) requirements

* Support equipment requirements
* Maintenance interfaces

 Level of repair decisions

* Training equipment design

* Integrated test
Testing * Qualification testing
* Subsystem test limits

» Test environmental acceleration
» Supportability test results

» Design producibility

» Manufacturing capability
requirements

» Parts/assemblies availability

Manufacturing

» Special tooling/test equipment planning
personnel availability

 Process/tooling proofing
» Production equipment availability

Concurrency » Program schedule adequacy

» Development phases concurrency

Table 5-1. Critical Risk Areas and Example Elements

Theresultsof thisanaysisshould be documented
inaprogram-specific standard format, suchasa
Risk Information Form (RIF). Therisks, along
with othersidentified using other techniques, can
be prioritized and aggregated using thetechnique
described later in thischapter.

5.4.2 Process(DoD 4245.7-M)
Risk Assessment

5.4.2.1 Description. Thistechnique is used
to assess (identify and analyze) program tech-
nical risksresulting from the contractor’s pro-
cesses. It is based on the application of the
technical risk area templates found in DoD
4245.7-M. These templates describe the risk
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areas contained in the various technical pro-
cesses (e.g., design, test, production, etc.) and
specify methods for reducing risks in each
area. Success of any risk reduction efforts as-
sociated with this technique will depend on
the contractor’sability and willingnessto make
aconcerted effort to replace any deficient en-
gineering practices and procedures with best
industrial practices.

One of the primary benefits of thistechniqueis
that it addresses pervasive and important
sources of risk in most DoD acquisition pro-
grams and uses fundamental engineering prin-
ciplesand proven proceduresto reduce techni-
cal risks. The technique is accepted by many



aerospace companiesinnormal business activi-
ties, and in fact, was developed by a group of
Government and aerospace experts.

Thetechniqueisprimarily applicableduring the
Technology Development (TD) Phase, and the
System Demonstration part of the System De-
velopment and Demonstration (SDD) Phase
of program development. In the TD Phase it
provides adetailed checklist of processes that
the contractor needs to address; in the System
Demonstration part of the SDD Phase, the pro-
cessesare being implemented in preparation for
Low Rate Initial Production (LRIP). The de-
scription of each template in DoD 4245.7-M
shows the phasesin which the template should
be applied. The specific timing of the applica-
tion within the phases should be determined
based on the type of program, the acquisition
strategy and plans, and the judgment of pro-
gram officials. It should also be used in

preparation for milestone decisions and when
preparing for source selection. Thistechnique
may be used independently or in conjunction
with other risk assessment techniques. When
feasible, a Government-industry evaluation
team should be formed early inthe program to
apply thistechnique.

5.4.2.2 Procedures. Figure 5-4 shows the ba-
sic approach used in this technique. The DoD
4245.7-M templates are used in conjunction
with the contract requirements and specifica-
tionsto identify those technical processescriti-
cal to the program and to establish a program
baseline of contractor processes. When pos-
sible, the program basdline should be determined
by evaluating actual contractor performance, as
opposed to stated policy. For example, design
policy should be determined from interviewing
designers and not simply from reviewing writ-
ten corporate policies.

Input

Corporate Policies, Practices
& Procedures

Contract Requirements
Specifications &
Modifications

» DoD 4245.7-M Templates

e Combined Government/
Industry Acquisition Flow
Chart

« Known Best Practices —P»

» Past Project Data

» Best Practices Database;
Program Manager’s

Work Station (PMWS)

Identify Program’s Critical
Technical Processes

Develop Technical Baseline
for Critical Technical
Processes

Develop Program Baseline

Measure Variances Between
Baselines

Report Risks

T

* Government-Industrial
Evaluation Team

e “Outside” Industrial
Experts

Output

Technical Baseline
Program Baseline
Risk Information Forms

Technical Risk
Assessment Summary

Prioritized List of Risks
Watch Lists

Figure 5-4. Process (DoD 4245.7-M) Risk Assessment Technique Input and Output
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This program baseline should then be compared
to a baseline of industry-wide processes and
practices that are critical to the program. The
baseline should be devel oped by reviewing and
compiling known best practicesin use by vari-
ous companiesin both defense and non-defense
sectors. One source of best practices informa-
tion is the Program Manager's Work Station
(PMWS), a series of PC expert systems
designed to aid in the implementation of DoD
4245.7-M. The point of contact for the PMWS
is the Best Manufacturing Practices Center of
Excellence (http://www.bmpcoe.org).

Thedifferencesbetween thetwo baselinesarea
reflection of the technical processrisk present.
These results should be documented in a stan-
dard format, such asaprogram-specific Risk In-
formation Form (see M1 Sdiscussion thissection)
to facilitate the development of arisk handling
and risk reporting plan.

5.4.3 Program Documentation
Evaluation Risk I dentification

5.4.3.1 Description. Thistechniqueprovidesa
methodol ogy for comparing key program docu-
ments and plans to ensure that they are consis-
tent and traceable to one another. Program
documentsand plansare hierarchical in nature.
If the contents (activities, events, schedules,

requirements, specifications, etc.) of adocument
or plan do not flow from or support the contents
of those above, below, or adjacent to it, thereis
astrong chancethat risk will beintroduced into
the program or that known riskswill not be ad-
equately addressed. Thistechniquereducesthose
risks and improves the quality of program
documentation.

This technique can be used in any acquisition
phase as documents or plans are being devel-
oped or updated. The comparison of program
documentation and plans should be performed
by asmall team of experienced, knowledgeable
personnel who are intimately familiar with the
total program.

5.4.3.2 Procedur es. Figure 5-5 showsthe pro-
cess used in thistechnique. The primary inputs
to the process are the PM O documents that de-
tail the stepsinvolved in executing the program.
Theseinclude, for example, the Mission Need
Statement (MNS), Operational Requirements
Document (ORD), acquisition plan, any master
management plan, Test and Evaluation Master
Plan (TEMP), manufacturing plan, etc. The
MNS is being replaced by the Initial Capabili-
tiesDocument (ICD), and the ORD isbeing re-
placed by the Capability Development Docu-
ment (CDD). Another set of key input documents
are those used to communicate with the prime

Input

« WBS
« SOW
» Baselines

» Program Plans

* Requirements
Documents

» Other Program

» Evaluate each document

—P»| « Evaluate the correlation
among documents

Output

e List of
Documentation
Inconsistencies

>

Documents

¢ PMO Team

* Risk Information
Forms

Figure 5-5. Plan Evaluation Technique Input and Output



contractor, e.g., WBS, specifications, Statement
of Work (SOW) or equivalent such as, Statement
of Objectives, etc. Before any comparison, the
PMO should review al documentsfor accuracy
and completeness. Figure 5-6 showsan example
of thetype of correlation that should exist among
the MNS, ORD, and TEMP during the CR and
TD Phases.

If the comparison shows any gaps or
inconsistencies, reviewersshould identify them
aspossibleriskson aRIF, theoutput of thispro-
Cess.

54.4 Threat and Requirements
Risk Assessment

5.4.4.1 Description. Thistechnique describes
an approach to assess risks associated with re-
guirements and threat and to identify require-
ments and threat elementsthat arerisk drivers.
Because operational needs, environmental de-
mands, and threat determine system performance
requirements, to alarge degree, they areamajor
factor in driving the design of the system and

can introduce risk in a program. Further, with
the introduction of CAIV, PMs and users are
directed to examine performance requirements
and identify areas that are not critical and are
availablefor trade to meet cost objectives. Risk
isafactor in CAIV considerations.

Therequirementsrisk assessment processfocuses
on: determining if operationa requirements are
properly established and clearly stated for each
program phase; ensuring that requirements are
stable and the operating environment is ad-
equately described; addressing logisticsand suit-
ability needs; and determining if requirements
are too constrictive, thereby identifying a spe-
cific solution. The evaluation of the threat risk
assessment process’ maturity addresses:
uncertainty in threat accuracy and stability,
sensitivity of design and technology to threat,
vulnerability of the system to threat countermea:
sures, and vulnerability of the programtointelli-
gence penetration. PMs should view require-
mentsin the context of thethreat and accurately
reflect operational, environmental, and suitabil-
ity requirementsin design documents.

Will testing determine if

MNS

Does the ORD

mission needs are
satisfied?

TEMP

satisfy the needs
specified in the MNS

reduction?

NOTE: MNS being replaced by ICD
ORD being replaced by CDD

Are high risk performance
specifications being tested
in a manner to support risk

ORD

Figure 5-6. Concept Refinement (CR) and Technology Development (TD) Phases
Correlation of Selected Documents (Example)
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PMs should usethreat and requirements assess-
ments during the early phases of program de-
velopment and, asnecessary, asthe program ad-
vances through devel opment. Early and com-
plete understanding of the requirements and
threat precludes misunderstandings between the
requirements and development communities,
helps to identify risk areas, and alows early
planning to handlerisk. Consequently, the user
should be actively involved in thisprocessfrom
the beginning.

5.4.4.2 Procedures. Figure5-7 depictsthe pro-
cess used in thistechnique. The basic approach
isto conduct athorough review of the documents
contai ning performance requirementsand threat
information, e.g., ORD, TEMP, System Speci-
fication, System Threat Assessment (STA), De-
sign Reference Mission Profile, etc., to deter-
mine stability, accuracy, operating environment,
logisticsand suitability requirements, and con-
sistency between these requirements and the
threat considerations cited above. There should
be an understanding between the users and the
developers on Key Performance Parameters

(KPPs) inorder toidentify the requirements that
are most important and critical to program suc-
cess. TheDesign Reference Mission Profileand
Design Requirementstemplatesin DoD 4245.7-
M and the Program Documentation Evaluation
Risk Identification technique may be useful in
support of thistechnique.

Requirements should bethoroughly reviewed to
identify thosethat drive performance. Thiswill
requirethe“flow down” of performancerequire-
mentsto components and subassembliesand the
identification of technol ogies/techniquesto be
used in these components/subassemblies that
may significantly affect the system’s ability to
meet users’ needs.

Designers should determine the sensitivity of
system performance to the requirements and
threat and identify risk drivers. Modelsand ssmu-
lations are useful toolsto determine this sensi-
tivity. For example, theU.S. Army Materiel Sys-
tem Analysis Activity (AMSAA) has such an
analytic model, the AMSAA Risk Assessment
Methodol ogy.
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The PMWS can also be useful. Therisk identi-
fied in thistechnique should be documentedina
program-specific format, such as a RIF (see
Annex B).

545 Cost Risk Assessment

5.4.5.1 Description. This technique provides
a program-level cost estimate at completion
(EAC) that isafunction of performance (tech-
nical), and schedule risks. It uses the results of
previous assessments of WBS elementsand cost
probability distributions devel oped for each of
the elements. These individual WBS elements
are aggregated using aMonte Carlo ssmulation
to obtain a probability distribution of the pro-
gram-level cost EAC probability distribution
function. These results are then analyzed to
determine the actual risk of cost overruns and
to identify the cost drivers.

Theuse of these cost probability distributionsas
the basisfor the program-level cost estimatere-
sultsinamorerealistic EAC than the commonly
used single point estimates for WBS elements,
sincethey address both the probability of occur-
rence and consequences/impactsof potential risk
events. Their use aso eliminates amajor cause
of underestimating (use of point estimates) and
permits the evaluation of performance (techni-
cal) or schedule causes of cost risk. Thus, this
technique providesabasisfor the determination
of an “acceptable” level of cost risk.

Thistechnique can be used in any of the acqui-
sition phases, preferably at least once per phase
beginning in the CR Phase although suitable
dataor organization may not exist until the TD
Phase or System Integration (SI) Part of the
SDD Phasein some cases. It should beused in
conjunction with performance (technical) and
schedulerisk assessmentsand may be performed
by small Government-industry teams consi st-
ing of risk analysts, cost analysts, schedule ana-
lystsand technical expertswho understand the
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significance of previous performance and
schedulerisk assessments. They should report
to the Program IPT. This technique requires
close and continuous cooperation among cost
analysts and knowledgeabl e technical person-
nel and the support of the prime contractor’s
senior management to help get valid cost data.

5.4.5.2 Procedur es. Figure5-8 depictsthepro-
cess used in applying this technique. The first
stepistoidentify thelowest WBSlevel for which
cost probability distribution will be constructed.
The level selected will depend on the program
phase; e.g., during the CR Phasg, it may not be
possible to go beyond level 2 or 3, smply be-
cause the WBS has not yet been developed to
lower levels. Asthe program advancesinto sub-
sequent phasesand the WBSisexpanded, it will
be possible and necessary to go to lower levels
(4, 5, or lower). Specific performance (techni-
cal) and schedulerisksarethenidentified for these
WBSelements.

To develop the WBS elements cost probability
distributions, the team, working with the prime
contractor'sSWBS element managers, determines
the cost range for each element being investi-
gated. The cost range encompasses cost estimat-
ing uncertainty, schedulerisk, and technical risk.
The validity of the cost data used to construct
thedistributioniscritical. Infact, collecting good
dataisthelargest part of the cost risk job. Con-
sequently, PM Os should place major emphasis
onthiseffort.

The element cost probability distributions are
aggregated and evaluated using aMonte Carlo
simulation program. All Monte Carlo processes
contain limitations, but they are more informa-
tive than point estimates. Any number of these
simulationsarereadily availableto performthis
aggregation, and one that meets the specific
needs of the program should be selected. The
results of this step will be aprogram-level cost
EAC and a cost distribution that shows the
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cumulative probability associated with differ-
ent cost values. These outputs are then analyzed
to determine the level of cost risk and to iden-
tify the specific cost drivers. Cost risk isdeter-
mined by comparing the EAC with the cost
baseline developed as part of the acquisition
program baseline. Sincethe EAC and program
cost distribution are devel oped from WBS el e-
ment risk assessments, it is possible to deter-
minethe cost risk drivers. The cost driverscan
also be related back to the appropriate perfor-
mance and schedule risks. The results of the
analysis(cost risksand drivers) should be docu-
mented in RIFs.

5.4.6 Quantified Schedule Risk
Assessment

5.4.6.1 Description. Thistechniqueprovidesa
meansto determine program-level schedulerisk
asafunction of risk associated with various ac-
tivities that compose the program. It estimates
the program-level schedule by developing prob-
ability distributionsfor each activity durationand
aggregating these distributions using a Monte
Carlo ssimulation or other analytical tools. The
resulting program-level scheduleisthen anayzed

to determinethe actual schedulerisk andtoiden-
tify the scheduledrivers.

This technique expands the commonly used
Critical Path Method (CPM) of developing a
program schedule to obtain arealistic estimate
of schedulerisk. The basic CPM approach uses
single point estimates for the duration of pro-
gram activitiesto devel op the program’s expected
duration and schedule. It invariably leadsto un-
derestimating the time required to completethe
program and schedule overruns, primarily be-
cause the point estimates do not adequately ad-
dressthe uncertainty inherent in individual ac-
tivities. The uncertainty can be caused by anum-
ber of factorsand may be areflection of therisk
present inthe activity.

The quantified schedul e technique accountsfor
uncertainty by using arange of timethat it will
take to complete each activity instead of single
point estimates. Theseranges are then combined
to determine the program-level schedule esti-
mate. This approach enables PMs to estimate
early inaprogramif thereisasignificant prob-
ability/likelihood of overrunning the program
scheduleand by how much. It alsoidentifieshigh



risk program activities that may or may not be
on the program “critical path.”

This technique can be used in any acquisition
phase beginning with the compl etion of thefirst
statement of work. The schedule probability dis-
tribution function for each key activity should
be devel oped as soon asthe activity isincluded
in the master schedule. The distribution func-
tions should be periodically reviewed and re-
vised, if necessary, at |east once per phase. The
technique should be applied by a small Gov-
ernment-industry team consisting of schedule
analysts and technical experts who understand
the significance of prior risk performance
assessments.

5.4.6.2 Procedures. Figure 5-9 showsthe pro-
cess used in this technique. The first step isto
identify thelowest activity level for which dura-
tion/schedule probability distribution functionswill
be constructed. The WBS should be used asthe
starting point for identifying activities and con-
structing anetwork of activities. TheWBS level
selected will depend on the program phase.

Next, the contractor should construct a CPM
schedule for these activities. To develop the

activity duration probability distribution func-
tions, the team, working with the prime
contractor'sSWBS element managers, determines
and analyzes duration range for each activity
being investigated. This analysis should be
done by schedule analystsworking closely with
knowledgeabletechnical people.

Theactivity duration probability distributionsare
aggregated using aMonte Carlo ssmulation pro-
gram, such as ©Risk, Risk+ for Microsoft
Project, or Crystal Ball. The result of this step
is a program-level schedule and distribution
function that shows the cumulative probability
associated with different duration values. These
outputs arethen analyzed to determinethelevel
of schedule risk and to identify the specific
schedule drivers. Risk is determined by com-
paring the program-level schedule with the de-
terministic schedule baseline devel oped as part
of the acquisition program baseline. The fact
that the schedule and distribution are devel oped
from WBS element risk assessments makes it
possibleto determine the schedulerisk drivers.
Thesedriverscan also berelated back to the ap-
propriate performance risks. The results of the
anaysis (schedulerisks and drivers) should be
documented in RIFs. The analysis requires
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continued close cooperation between the sched-
uleanalystsand technica personnel familiar with
thedetails of the program.

5.4.7 Expert Interviews

5.4.7.1 Description. A difficult part of therisk
management processisdatagathering. Thistech-
nique provides a means for collecting risk-re-
lated datafrom subject-matter expertsand from
peoplewho areintimately involved with the vari-
ous aspectsof theprogram. It relieson * expert”
judgment to identify and analyze risk events,
develop alternatives, and provide “analyzed”
data. It isused amost exclusively in a support
roleto help devel op technical data, such asprob-
ability and consequences/impactsinformation,
required by aprimary risk assessment technique.
It can addressall thefunctional areasthat make
up thecritical risk areas and processes, and can
be used in support of risk handling.

Expert judgment is a sound and practical way
of obtaining necessary information that is not
available elsewhere or practical to develop us-
ing engineering or scientific techniques. How-
ever, interviewers should be aware that expert
opinions may be biased because of over-reliance

on certain information and neglect of other in-
formation; unwarranted confidence; thetendency
to recall most frequent and most recent events, a
tendency to neglect rare events; and motivation.
Results may have to be tempered because of
these biases.

5.4.7.2 Procedures. Figure5-10 depictsthepro-
cess used in thistechnique. Thefirst step in the
processistoidentify risk areasand processesthat
areto beeva uated using the expert interview tech-
nique. Other techniquesdescribed inthissection
(eg., WBS Risk Assessment, Process Risk As-
sessment, etc.) can be used for this purpose.

Oncetheareasand processes are known, subject-
matter experts and program/contractor person-
nel knowledgeable of the areas and processes
should beidentified to beinterviewed. Similarly,
quaifiedinterviewersshould be selected for each
areaand process.

Interviewers should prepare themselvesby pre-
paring a strategy and selecting a methodol ogy
for analysisand quantification of data. Theref-
erenceslist sourcesfor practical techniquesfor
quantifying expert judgment. (SeeAppendix D
for additional guidanceinthisarea.)
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After theinterview, evaluators analyze the data
for consistency, resolve any issues, and docu-
ment theresults. Commercid “ Groupware” soft-
wareisavailableto assist in compiling and docu-
menting theresults of interviews.

5.4.8 Analogy Comparison/
L essons-L earned Studies

5.4.8.1 Description. This technique uses les-
sons learned and historical information about
therisk associated with programsthat are simi-
lar to the new system to identify the risk asso-
ciated with anew program. It isnormally used
to support other primary risk assessment tech-
niques, e.g., Product (WBS) Risk Assessment,
Process Risk Assessment, etc. Thetechniqueis
based upon the concept that “new” programsare
originated or evolved from existing programs or
simply represent anew combination of existing
components or subsystems. This technique is
most appropriate when systems engineering and
systems integration issues, plus software

development, areminimal. A logical extension
of thispremiseisthat key insights can be gained
concerning aspects of a current program’srisks
by examining the successes, failures, problems,
and solutionsof smilar existing or past programs.
Thistechnique addressesall thefunctional areas
that make up the critical risk areasand processes.

5.4.8.2 Procedures. Figure 5-11 depicts the
process used in thistechnique. Thefirst stepin
this approach isto select or develop abaseline
comparison system (BCYS) that closely approxi-
mates the characteristics of the new system/
equipment to aslow alevel aspossibleand uses
the processes similar to thosethat are needed to
develop the new system. For processes, indus-
try-wide best practices should be used as a
baseline. The PMWSisauseful tool for identi-
fying these best practices.

Relevant BCS dataarethen collected, analyzed,
and compared with the new system require-
ments. The BCS datamay require adjustment to
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make a valid comparison; for example, apply
appropriate inflation indices for cost compari-
sons, adjust design schedulefor software evolu-
tion versus software devel opment, etc. The com-
parisons can be a major source of risk assess-
ment dataand provide someindication of areas
that should be investigated further. This tech-
niqueisespecialy useful asafront-end analysis
of anew start program.

55 RISK PRIORITIZATION
5.5.1 Description

Thistechnique providesameansto prioritizethe
riskspresentinaprogram. Itisapart of risk anay-
sis. Theprioritized list providesthe basisfor de-
veloping handling plans, preparing ahandling task
sequencelist, and alocating handling resources.

When using this technique, PMs establish
definitive criteriato evaluate therisks, such as,
probability (probability/likelihood) of failure,
(P.), and consequence/impact of failure (C),
along with any other factors considered ap-
propriate. Therisksare evaluated using qualita-
tive expert judgment and multi-voting methods
to prioritize and aggregate risks. (See Refer-
ences-SEI, Continuous Risk Management, 1996,
for a discussion of multi-voting methods.) A

qualitative approach using subject-matter experts
isgeneraly preferred in thistechnique because
of the tendency to rely on ordinal values to
describe P., C_and the inherent inaccuracies
resulting from any attemptsto use quantifiable
methods derived from raw (uncalibrated) ordina
scales.

This technique should be used appropriately
during the CR and TD Phases, and the SI and
SD partsof the SDD Phase; at the conclusion of
amajor risk assessment undertaking; whenthere
has been a significant changein the acquisition
strategy; when risk monitoring indicates signifi-
cant changes in the status of anumber of risks,
and prior to amilestonereview.

The PMO risk management coordinator (if
assigned) may function as a facilitator and
support the program IPT in applying this
technique.

55.2 Procedures
Figure5-12 depictsthe processused to prioritize
the risks present in a program. The inputs of

this process are risks that have been identified.

The evaluation team, through consensus or as
directed by the Risk Management Plan, selects
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Figure 5-12. Risk Prioritization Technique Input and Output
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theprioritization criteria. P_and C_should dways
be part of the criteria, along with any other ap-
propriate factors. Urgency, an indication of the
timeavailable beforethe proceduresfor handling
the specific risk must beinitiated, is often con-
sidered in the evaluation. The PM may also
choose to rank-order the prioritization criteria,
e.g., consequence/impact ismoreimportant than
probability.

A multi-voting method isuseful to prioritizerisks
(seeReferences-Scholtes, 1988; Linstone, 1975).
The Delphi method is a ssimple and effective
method of arriving at aconsensusamong agroup
of experts. The procedureisfor team membersto
vote on the priority of each risk and taly there-
sults, which arefed back to theteam. Team mem-
bersvote again and the processis repeated until
no changes occur in the results. It is normal to
reach thefinal outcome within afew voting ses-
sions. If there are alarge number of risks, they
may be broken into smaller groups for ranking.
Asagenera rule, no morethan 10 items should
be prioritized per vote. Theresultsof the seriesof
votesaredocumentedintheprioritized list of risks.

PM guidance, which operates as a technique
control function, can be used, for example, to

specify prioritization criteria and prescribe the
format of the prioritized list of risks.

5.5.2.1 Risk Aggregation. Figure 5-13 shows
the process for this technique, which relies on
qualitative judgment and multi-voting methods
to summarize risks at the critical risk area and
process level in terms of P_and C_. The risks
identified in the RIFs and the prioritized list of
risksarefirst grouped according to critical risk
areas and processes, and listed in priority
sequence.

Within each areaand process, theindividual risks
areevaluated against a set of established criteria
to determinethe overall aggregaterisk rating for
thearea/process. Aggregation criterianeedsto be
established separately for P_and C_; P.and C_
should not be combinedinto asingleindex, e.g.,
moderate risk. Examples of aggregation criteria
include: (1) most undesirable P_and C_of all the
risks within arisk area or process becomes the
aggregated values for the area or process, or (2)
the P_and C_for each areaor process represents
the mean valuefor that areaor process.

Theteam then votes on each risk areaand pro-
cess to determineitsrating for P_and C_, and
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the results are documented. In addition to the
P.and C_ratingsfor each critical risk areaand
process, thoserisksthat tend to “drive” the ag-
gregate risk rating for the area/process should
beincludedinalist of aggregated risksto give
substance to the aggregated ratings, e.g., al
risksinwhich either P.or C_arerated ashigh.
Figure5-14 providesasamplelist of aggregated
risks.

Risk Matrix isasoftwaretool that isdesigned to
aid in managing the identification, rating, and
prioritization of key risks that might affect a
project. It provides a structured method for
prioritizing project risksand for tracking the sta-
tusand effectsof risk-handling efforts. Thema-
jor feature that Risk Matrix offersthe program
officeisameansto both rate and rank program
risks. Thisis helpful in differentiating among
risksthat havethe samerating. For example, if a
program has eight risksthat the program office
hasevaluated/rated ashigh, Risk Matrix provides
the meansto rank themin order of severity. The
user can use thisranking asaguide to help fo-
cus risk-handling efforts. Risk Matrix was de-
veloped by the Air Force Electronic Systems
Center (ESC) and The Mitre Corporationandis
availableto program officesat no cost. Another
useful software tool to usein voting on risksis
“Expert Choice”’—based on the Analytical Hi-
erarchy Process (AHP). Whatever softwaretool
is used, the analyst should recognize that a

number of inherent limitation exist with such soft-
waretoals, (e.g., unintentionally biasing thevot-
ing process) that can lead to erroneous results.

5.6 RISK-HANDLING TECHNIQUES

5.6.1 General (e.g., Moderateand
High Risk-Rated I tems)

After the program’s risks have been assessed,
the PM must develop approaches to handle
significant ones by analyzing various handling
techniques and sel ecting those best fitted to the
program’scircumstances. The PM should reflect
these approaches in the program’s acquisition
strategy and include the specificson what isto
be doneto deal with therisk, whenit should be
accomplished, who isresponsible, and the cost
and scheduleimpact.

Asdescribed in Chapter 2, there are essentially
four risk-handling techniques, or options. Risk
avoidanceeiminatesthe sourcesof highrisk and
replaces them with a lower-risk solution. Risk
transfer isthe reallocation of risk from one part
of the systemto another, or thereallocation of risks
between the Government and the prime contrac-
tor or within Government agencies. Risk control
managestheriskinamanner that reducestheprob-
ability/likelihood of its occurrence and/or mini-
mizes and mitigates the risk’s effect on the pro-
gram. Risk assumption is the acknowledgment
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of the existence of aparticular risk situation and
aconsciousdecisionto accept the associated level
of risk without engagingin any special effortsto
contral it. Thereisatendency on many programs
to select “control” as the risk-handling option
without seriously eval uating assumption, avoid-
ance, and transfer. Thisisunwise, since control
may not be the best option, or even appropriate
option in some cases. An unbiased assessment
of risk-handling options should be performed to
determine the most appropriate option.

In determining the “best” overall risk-handling
strategy to be adopted, a structured approach
should be taken.

A structured approach for developing a risk-
handling strategy has been described by Dr.
Edmund Conrow in his book Effective Risk
Management: Some Keysto Success. (See Ref-
erence.) A risk-handling strategy is composed
of the selected risk-handling option and the spe-
cificimplementation activity. Therisk-handling
optionisfirst chosen, then the best implemen-
tation activity ispicked for the selected option.
Thisavoids acommon mistake—choosing the
implementation activity without first eval uat-
ing al four risk-handling (generic) options. In
cases where a relatively high risk exists, or
where the other circumstances dictate, one or
more backup risk-handling strategies may be
needed. In these cases, the selection processis
used again to choose the option and implemen-
tation activity. The backup strategy may havea
different option than used in the primary risk-
handling strategy, and will certainly have adif-
ferent implementation activity.

For each evaluated event risk, al potentially
applicable options or techniques should be
identified and evaluated, using the following
criteria

» Feasibility — Feasibility isthe ability toim-
plement the handling technique/option and
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includesan evaluation of the potential impact
of thetechnique/optioninthefollowing areas:

— Technical considerations, such astesting,
manufacturing, and maintainability,
caused by design changes resulting from
risk-handling techniques.

— Adequacy of budget and schedule
flexibility to apply the technique.

— Operational issuessuch asusability (man-
machine interfaces), transportability, and
mobility.

— Organizationd and resource consderations,
€.g., manpower, training, and structure.

— Environmental issues, such as the use of
hazardous materials to reduce technica
risk.

— External considerationsbeyond theimme-
diate scope of the program, such as the
impact on other complementary systems
or organizations.

Cost and scheduleimplications—Therisk-
handling techniques have a broad range of
cost implicationsinterms of dollars, aswell
as other limited resources, e.g., critical ma-
terials and national test facilities. The mag-
nitude of the cost and schedule implications
will depend on circumstances and can be as-
sessed using such techniques as cost-benefit
analyses and the cost and schedule assess-
ment techniques previously described. The
approval and funding of risk-handling tech-
niques should be part of the trade-off pro-
cess that establishes and refines the CAIV
cost and performance goals.

Effect on the system’s technical perfor-
mance — The risk-handling techniques may
affect the system’s capability to achieve the



required technical performance objectives.
Thisimpact must be clearly understood be-
fore adopting aspecific technique. Astherisk-
handling techniques are assessed, the PMO
should attempt to identify any additional pa-
rametersthat may become critical to techni-
cal performance asaresult of implementing
them. Trade studies and sensitivity analyses
can be useful in determining the expected ef-
fectiveness of thisapproach.

Once the risk-handling technique is selected, a
set of program management indicators should
be developed to provide feedback on program
progress, effectiveness of the risk-handling
options selected, and information necessary to
manage the program. These indicators should
cons &t of cost and scheduling data, technical per-
formance measures, and program metrics.

Subsequent paragraphsin this section describe
the various risk-handling technigue: Risk Con-
trol, Avoidance, Assumption, Transfer (CAAT).

5.6.2 Risk Control

5.6.2.1 Description. In this risk-handling
technique, the Government and contractor take
active stepsto reducethe probability/likelihood
of a risk event occurring and to reduce the
potential impact on the program. The common
namefor the control optionis“mitigation.” Most
risk-control stepssharetwo features: they require
a commitment of program resources, and they
may require additional timeto accomplish them.
Thus, the selection of risk-control actions will
undoubtedly require some tradeoff between
resources and the expected benefit of the actions.
Some of the many risk-control actionsinclude
thefollowing:

Multiple Development Efforts — The use of
two or moreindependent design teams (usually
two separate contractors, although it could also
bedoneinternally) to create competing systems

72

in parallel that meet the same performance
requirements.

Alter native Design — Sometimes, adesign option
may include several risky approaches, of which
oneor moremust cometo fruition to meet system
requirements. However, if the PMO studies the
risky approaches, it may be possibleto discover a
lower-risk approach (with alower performance
capability). Theselower-risk approachescould be
used as backups for those cases where the pri-
mary approach(es) fail tomatureintime. Thisop-
tion presumesthereis sometrading room among
requirements. Close coordination between the
developer and the user isnecessary to implement
lower capability options.

Trade Studies— Systems engineering decision
anaysis methods include trade studiesto solve
acomplex design problem. The purpose of the
trade studies is to integrate and balance all
engineering requirements in the design of a
system. A properly done trade study considers
risks associated with alternatives.

Early Prototyping—Thenature of arisk can be
evaluated by aprototype of asystem (or itscriti-
cal elements) built and tested early inthe system
development. Theresultsof the prototype can be
factored into the design and manufacturing pro-
cessrequirements. Inadditionto full-up systems,
prototyping is very useful in software develop-
ment and in determining asystem’sman-machine
interface needs. The key to making prototyping
successful asarisk-control tool isto minimizethe
addition of new requirementsto the system after
the prototype has been tested (i.e., requirement
changes not derived from experience with the
prototype). Also, the temptation to usethe proto-
type design and software without doing the nec-
essary follow-on design and coding/manufactur-
ing analyses should be avoided.

Incremental Development — Incremental
development is completion of the system



design and deployment in steps, relying on
pre-planned product improvements (P3l) or
softwareimprovements after the systemisde-
ployed to achieve thefinal system capability.
Usually, these added capabilities are not in-
cluded originally because of the high risk that
they will not be ready along with the remain-
der of the system. Hence, development is split,
with the high-risk portion given moretimeto
mature. The basic system, however, incorpo-
rates the provisions necessary to include the
add-on capabilities. Incremental devel opment
of theinitial system requirements are achieved
by the basic system.

Technology M atur ation Effor ts—Technology
maturation is an off-line development effort to
bring an element of technology to the neces-
sary level so that it can be successfully incor-
porated into the system (usually done as part of
the technology transition process). Normally,
technology maturation isused when the desired
technology will replace an existing technol ogy,
whichisavailablefor useinthesystem. Inthose
cases, technology maturation efforts are used
in conjunction with P3I efforts. However, it can
also beused when acritical, but immature, tech-
nology is needed. In addition to dedicated
efforts conducted by the PMO, Service or DoD-
wide technology improvement programs and
advanced technology demonstrations by
Government laboratories as well as industry
should be considered.

Robust Design — Thisapproach uses advanced
design and manufacturing techniques that pro-
mote achieving quality through design. It nor-
mally resultsin productswith little sensitivity to
variationsin the manufacturing process.

Reviews, Walk Throughs, and I nspections—
These three risk control actions can be used to
reduce the probability/likelihood and potential
consequences/impactsof risksthroughtimely as-
sessments of actual or planned events in the
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development of the product. They vary in the
degree of formality, level of participants, and
timing.

Reviews are formal sessions held to assess the
status of the program, the adequacy and suffi-
ciency of completed events, and the intentions
and consistency of future events. Reviews are
usually held at the completion of a program
phase, when significant products are available.
The team conducting the review should have a
set of objectives and specific issues to be
addressed. The results should be documented
in the form of action items to be implemented
by the PMO or contractor. The type of review
will dictate the composition of thereview team,
which may include devel opers, users, manager's,
and outside experts.

A walk through is atechnique that can be very
useful in assessing the progressin the devel op-
ment of high- or moderate-risk components,
especialy software modules. It is less formal
than areview, but no less rigorous. The person
responsible for the development of the compo-
nent “walksthrough,” the product devel opment
(to include perceptions of what is to be done,
how it will be accomplished, and the schedule)
with ateam of subject-matter experts. Theteam
reviews and evaluates the progress and plans
for devel oping the product and providesimme-
diate and lessformal feedback to theresponsible
person, thus enabling improvements or correc-
tive actionsto be made whilethe product istill
under development. This technique is applied
during the development phases, as opposed to
reviews, which are normally held at the comple-
tion of aphase or product.

Inspections are conducted to evaluate the cor-
rectness of the product under development in
terms of its design, implementation, test plans,
and test results. They are more formal and rig-
orousthan either reviews or walk throughs and
are conducted by ateam of expertsfollowing a



very focused set of questions concerning all
aspects of the product.

Design of Experiments— Thisis an engineer-
ing tool that identifiescritical design factorsthat
are difficult to meet.

Open Systems— Thisapproach involvesthe use
of widely accepted commercia specifications
and standards for selected system interfaces,
products, practices, and tools. It provides the
basisfor reduced life-cycle costs, improved per-
formance, and enhanced interoperability,
especially for long-life systems with short-life
technologies. Properly selected and applied
commercial specifications and standards can
resultinlower risk throughincreased design flex-
ibility; reduced designtime; more predictable per-
formance; and easier product integration, sup-
port, and upgrade. However, a number of chal-
lenges and risks are associated with the use of
the open systems approach and must be consid-
ered beforeimplementation. Theseinclude such
issuesas. maturity and acceptability of the stan-
dard, and itsadequacy for military use; theloss
of control over the development of productsused
inthe system; theamount of product testing done
to ensure conformance to standards; and the
higher configuration management workload re-
quired.

See the Defense Acquisition Deskbook for in-
formation on the use of open systems. (Addi-
tional information isalso available at the Open
Systems Joint Task Force Website at http://
www.acq.osd.mil/ogtf/.)

Use of Standard Items/Software Module
Reuse—Theuse of standard itemsand software
modul e reuse should be emphasized to the ex-
tent possibleto minimize development risk. Stan-
dard items range from components and assem-
bliesto full-up systems. A careful examination
of the proposed system option will often find
more opportunitiesfor the use of standard items
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or existing software modules than first consid-
ered. Even when the system must achieve pre-
viously unprecedented requirements, standard
itemscanfind uses. A strong program policy em-
phasizing the use of standard itemsand software
reuse is often the key to taking advantage of this
source of risk control. Standard items and soft-
ware modules have proven characteristics that
can reducerisk. However, the PMO must be cau-
tious when using standard items in environ-
ments and applicationsfor which they were not
designed. A misapplied standard item often leads
to problems and failure. Similarly, if the cycle
for afielded product extendsfor many years, it
ispossiblethat key softwaretoolsand products
will become obsolete or will no longer be
supported. If this occurs, costly redesign may
result if software re-development isnecessary.

Two-Phase Development — This risk control
approach incorporates a formal risk-reduction
effort in the initial part of the SDD phase. It
may involve using two or more contractors
with a down-select occurring at a predefined
time (normally after the preliminary design re-
view). A logical extension of thisconcept isthe
“spiral” devel opment model, which emphasizes
the evaluation of alternatives and risk assess-
mentsthroughout the system’s devel opment and
initial fielding.

Use of M ockups— The use of mockups, espe-
cially man-machineinterface mock-ups, can be
used to conduct early exploration of design
options. They can assist in resolving design
uncertainties and providing users with early
views of the final system configuration.

Modeling/Simulation — The use of modeling
and simulation can provide insights into a
system’s performance and effectiveness sensi-
tivities. Decision makers can use performance
predictions to assess a system’s military worth
not only before any physical prototypes are
built, but aso throughout the system life cycle.



Modeling and simulation can help manage risk
by providing information on design capabilities
and failure modes during the early stages of de-
sign. This alows initial design concepts to be
iterated without having to build hardware for
testing. The T& E community can use predictive
simulationsto focus the use of valuabletest as-
setson critical test issues. They can also use ex-
trapolated simulations to expand the scope of
evaluation into areas not readily testable, thus
reducing therisk of having the systemfail inthe
outer edges of the “test envelope.” Additionally,
amodel can serve asaframework to bridgethe
missing pieces of acomplete system until those
pieces become available.

Although modeling and simulation canbeavery
effectiverisk-handlingtool, it requiresresources,
commitment to refine model s asthe system un-
der development matures, and aconcerted veri-
fication and validation effort to ensure that deci-
sionsare based on credibleinformation.

Key Parameter Control Boards — When a
particular parameter (such as system weight)
iscrucial to achieving the overall program re-
quirements, acontrol board for that parameter
may be appropriate. Thisboard has represen-
tatives from all affected technical functions
and may be chaired by the PM. It provides
management focus on the parameter and sig-
nals the importance of achieving the param-
eter to the technical community. If staffed
properly by all affected disciplines, it can also
help avoid sacrificing other program require-
mentsto achievethat requirement.

M anufacturing Screening — For programsin
late SDD and early production and deployment,
various manufacturing screens (including envi-
ronmental stressscreening (ESS)) can beincor-
porated into test article production and low-rate
initial production to identify deficient manufac-
turing processes. ESS is a manufacturing pro-
cessfor stimulating parts and workmanship de-

75

fectsin electronic assemblies and units. These
data can then be used to devel op the appropriate
correctiveactions.

Test, Analyze, and Fix (TAAF) —TAAFisthe
use of a period of dedicated testing to identify
and correct deficienciesinadesign. It wasorigi-
nally conceived as an approach to improve
reliability; it can aso be used for any system
parameter whose development could benefit
from adedicated period of testing and analysis.
Although a valuable aid in the development
process, TAAF should not be used in lieu of a
sound design process.

Demonstration Events—Demonstration events
arepointsinthe program (usually tests) that are
used to determineif risksare being successfully
abated. Careful review of the planned
devel opment of each risk areawill reveal anum-
ber of opportunities to verify the effectiveness
of the development approach. By including a
sequence of demonstration events throughout
the development, PMO and contractor person-
nel can monitor the process and identify when
additional efforts are needed. Demonstration
events can also be used as information-gather-
ing actions, as discussed before, and as part of
the risk-monitoring process. Table 5-2 contains
examples of demonstration events.

Process Proofing—When particular processes,
especially those of manufacturing and support,
arecritical to achieving system requirements, an
early process proof demonstration is useful to
abaterisk. If theinitial proof isunsuccessful, time
isgtill availableto identify and correct deficien-
ciesor to select an aternative approach.

No singletechniqueor tool iscapable of provid-
ing acompl ete answer—a combination must be
used. In general, risk-monitoring techniquesare
applied to follow through on the planned actions
of the risk-handling program. They track and
evauate the effectiveness of handling activities



Iltem

Demonstration Event

Completion Date

Rocket Motor Three Case Burst Tests
Propellant Characterization
Thermal Barrier Bond Tests
Ignition and Safe/Arm Tests

Nozzle Assembly Tests

10 Development Motor Firings

— Vibration and Shock
— Aging

— Temperature and Altitude Cycle

By completion of preliminary design

By completion of final design

Central Test Breadboard

Computer

Build/Test Prototype

Develop/Test Unique Microcircuits

By completion of preliminary design

By completion of final design

Table 5-2. Examples of Demonstration Events

by comparing planned actionswith what isactu-
aly achieved. These comparisons may be as
straightforward as actual versus planned comple-
tion dates, or as complex as detailed analysis of
observed dataversusplanned profiles. Inany case,
the differences between planned and actual data
areexamined to determine statusand theneed for
any changesintherisk-handling approach.

PMO personnel should also ensure that the in-
dicators/metrics selected to monitor program
status adequately portray the true state of the
risk events and handling actions. Otherwise,
indicatorsof risksthat are about to become prob-
lems will go undetected. Subsequent sections
identify specific technigques and tools that will
be useful to PMOsin monitoring risksand pro-
vide information on selecting metrics that are
essential to themonitoring effort. Thetechniques
focusprimarily at the programlevel, addressing
cost, schedule, and performancerisks.

5.6.2.2 Procedures. Risk control involves
developing a risk-reduction plan, with actions
identified, resourced, and scheduled. Successcri-
teriafor each of therisk-reduction events should
also be identified. The effectiveness of these
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actions must be monitored using the types of
techniquesdescribed in Section 5.7.

5.6.3 Risk Avoidance

5.6.3.1 Description. This technique reduces
risk through the modification or elimination of
those operational requirements, processes or
activitiesthat causetherisks. Eliminating opera-
tional requirementsrequires close coordination
withtheusers. Sincethistechniqueresultsinthe
reduction of risk, it should generally beinitiated
in the development of a risk-handling plan. It
can be done in parallel with the initial opera-
tional requirementsanalysisand should be sup-
ported by acost-benefit analysis.

5.6.3.2 Procedures. Analyzing and reviewing
the proposed system in detail with the user is
essential to determine the drivers for each op-
erational requirement. Operational requirements
scrubbing involves eliminating those that have
no strong basis. Thisalso providesthe PMO and
the user with an understanding of what the real
needs are and allows them to establish accurate
system requirementsfor thecritica performance.
Operationa requirements scrubbing essentially



consistsof developing answersto thefollowing
guestions.

* Why isthe requirement needed?
* What will the requirement provide?
* How will the capability be used?

* Are the requirements specified in terms of
functions and capabilities, rather than a
specific design?

Cost/requirement trade studies are used to
support operational requirements scrubbing.
These trades examine each requirement and
determine the cost to achieve various levels of
therequirement (e.g., different airspeeds, range,
payloads). Theresultsarethen used to determine,
with the user, whether a particul ar requirement
level is worth the cost of achieving that level.
Trade studiesarean inherent part of the systems
engineering process. (See Deskbook 2.6.1 for
detail son systems engineering process.)

5.6.4 Risk Assumption

5.6.4.1 Description. Thistechniqueisusedin
every program and acknowledges the fact that,
in any program, risks exist that will have to be
accepted without any special effort to control
them. Such risks may be either inherent in the
program or may result from other risk-control-
ling actions (residual risks). The fact that risks
are assumed does not mean that they are
ignored. Infact, every effort should be madeto
identify and understand them so that appropri-
ate management action can be planned. Also,
risksthat are assumed should be monitored dur-
ing devel opment; thismonitoring should bewell-
planned from the beginning.

5.6.4.2 Procedures. Inadditionto theidentifi-
cation of risksto be assumed, thefollowing steps
arekey to successful risk assumption:
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* |dentify the resources (time, money, people,
etc.) needed to overcomearisk if it material-
izes. This includes identifying the specific
management actions that will be used, for
example, redesign, retesting, requirements
review, etc.

* Whenever arisk isassumed, a schedule and
cost risk reserve should be set aside to cover
the specific actions to be taken if the risk
occurs. If this is not possible, the program
may proceed within the funds and schedule
alotted to the effort. If the program cannot
achieveitsobjectives, adecison must bemade
to allocate additional resources, accept a
lower level of capability (lower the
requirements), or cancel theeffort.

» Ensurethat the necessary adminigrativeactions
are taken to quickly report on the risk event
andimplement these management actions, such
ascontractsfor industry expert consultants, ar-
rangements for test facilities, etc., and report
on occurrences of therisk event.

5.6.5 Risk Transfer

5.6.5.1 Description. Thistechniqueinvolvesthe
reduction of risk exposure by the reallocation of
risk from one part of the system to another or the
reallocation of risks between the Government
and the prime contractor, or between the prime
contractor and its sub-contractor.

5.6.5.2 Procedures. Inredlocating risk, design
requirementsthat arerisk driversaretransferred
to other system elements, which may result in
lower systemrisk but still meet system require-
ments. For example, ahighrisk caused by asys-
temtiming requirement may belowered by trans-
ferring that requirement from asoftware module
to aspecialy designed hardware modul e capable
of meeting those needs. The effectivenessof re-
guirements reallocation depends on good sys-
tem engineering and design techniques. Infact,



efficient allocation of thoserequirementsthat are
risk driversisanintegra part of the systemsen-
gineering process. Modularity and functional par-
titioning are two design techniques that can be
used to support thistypeof risk transfer. In some
cases, thisapproach may be used to concentrate
risk areasin oneareaof the systemdesign. This
allows management to focus attention and re-
sourceson that area.

For the Government/contractor risk-transfer
approach to be effective, theriskstransferred to
the contractor must be those that the contractor
has the capacity to control and manage. These
aregenerally risksassociated with technologies
and processes used in the program —those for
which the contractor can implement proactive
solutions. The types of risksthat are best man-
aged by the Government include those related
to the stability of and external influenceson pro-
gram requirements, funding, and schedule, for
example. The contractor can support the man-
agement of theserisksthrough the devel opment
of flexible program plans, and theincorporation
of performance marginsin the system and flex-
ibility in the schedule. A number of optionsare
available to implement risk transfer from the
Government to the contractor: warranties, cost
incentives, product performanceincentives, and
varioustypes of fixed price contracts. A similar
assessment of prime contractor versus sub-con-
tractor allocation of risks can also be devel oped
and used to guide risk transfer between these

parties.
57 RISK MONITORING
571 General

Risk monitoring is a continuous process to
systematically track and evaluate the perfor-
mance of risk-handling actions against estab-
lished metricsthroughout the acquisition process.
It should also include results of periodic reas-
sessments of program risk to evaluate both
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known and new risks to the program. If neces-
sary, the PM O should reexamine the risk-han-
dling approaches for effectiveness while con-
ducting assessments. Asthe program progresses,
the monitoring processwill identify the need for
additional risk-handling options.

An effective monitoring effort provides infor-
mation to show if handling actions are not
working and whichrisksare on their way to be-
coming actual problems. Theinformation should
be available in sufficient time for the PMO to
take corrective action. The functioning of IPTs
iscrucial to effectiverisk monitoring. They are
the“front line” for obtainingindicationsthat han-
dling effortsare achieving their desired effects.

The establishment of a management indicator
system that provides accurate, timely, and
relevant risk information in a clear, easily
understood manner is key to risk monitoring.
Early in the planning phase of the process, PMOs
should identify specific indicators to be
monitored and information to be collected, com-
piled, and reported. Usually, documentation and
reporting procedures are developed as part of
risk management planning before contract award
and should use the contractor’s reporting sys-
tem. Specific proceduresand detailsfor risk re-
porting should be included in the risk manage-
ment plans prepared by the Government and the
contractor.

To ensure that significant risks are effectively
monitored, handling actions (which include spe-
cific events, schedules, and “success’ criteria)
developed during previous risk management
phases should bereflected in integrated program
planning and scheduling. Identifying these han-
dling actions and eventsin the context of WBS
elements establishesalinkage between them and
specific work packages, making it easier to de-
terminetheimpact of actionson cost, schedule,
and performance. The detailed information on
risk-handling actions and events should be



contained in variousrisk management documen-
tation (both formal andinformal). Experiencehas
shown that the use of an electronic on-line data-
base that storesand permitsretrieval of risk-re-
lated information isalmost essential to effective
risk monitoring. The database sel ected or devel-
oped will depend on the program. A discussion
of risk management information systems and
databases and suggested dataelementsto bein-
cludedinthe databasesiscontained later inthis
chapter.

5.7.2 Earned Value Management

5.7.2.1 Description. Earned value (EV) is a
management techniquethat rel atesresource plan-
ning to schedules and to technical performance
requirements. It is useful in monitoring the ef-
fectivenessof risk-handling actionsinthat it pro-
vides periodic comparisons of the actual work
accomplished intermsof cost and schedulewith
thework planned and budgeted. These compari-
sons are made using a performance baselinethat
is established by the contractor and the PM at
the beginning of the contract period. Thisisac-
complished through the Integrated Baseline Re-
view (IBR) process. The baseline must capture
the entire technical scope of the programin de-
tailed work packages. The baselinea soincludes
the schedul eto meet the requirementsaswell as
the resources to be applied to each work pack-
age. Specificrisk-handling actions should bein-
cluded in these packages. See Defense Acquisi-
tion Deskbook Section 2.B.2.1 for a more de-
tailed discussion of Earned Value and the IBR.

5.7.2.2 Procedures. Theperiodic EV datacan
provideindicationsof risk and the effectiveness
of handling actions. When variancesin cost or
schedule begin to appear in work packages
containing risk-handling actions, or in any work
package, the appropriate |PTs can analyze the
datato isolate causes of the variances and gain
insights into the need to modify or create
handling actions.
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5.7.3 Technical Performance
M easur ement

5.7.3.1 Description. Technical performance
measurement (TPM) is a technique that com-
pares estimated values of key performance
parameterswith achieved values, and determines
the impact of any differences on system effec-
tiveness. This technique can be useful in risk
monitoring by comparing planned and achieved
valuesof parametersin areas of knownrisk. The
periodic application of this technique can pro-
vide early and continuing predictions of the ef-
fectiveness of risk-handling actions or the de-
tection of new risks before irrevocable impacts
on the cost or schedul e occur.

5.7.3.2 Procedures. Thetechnica performance
parameters sel ected should bethose that arein-
dicators of progressin the risk-handling action
employed. They can be related to system hard-
ware, software, human factors, and logistics—
any product or functional areaof the system. Pa-
rameter values to be achieved through the
planned handling action areforecast intheform
of planned performance profiles. Achieved val-
uesfor these parameters are compared with the
expected valuesfromthe profile, and any differ-
ences are analyzed to get an indication of the
effectiveness of the handling action. For ex-
ample, suppose a system requires the use of a
specific technology that is not yet mature and
the use of which has been assessed ashigh risk.

The handling technique selected isrisk control,

and an off-linetechnology maturation effort will

be used to get the technol ogy to the level where
the risk is acceptable. The technology is ana-
lyzed to identify those parameters that are key
drivers, and performance profilesthat will result
from asufficiently maturetechnology are estab-
lished. Asthe maturation effort progresses, the
achieved values of these parameters are com-
pared with the planned profile. If the achieved
values meet the planned profile, itisanindicator
that the risk-handling approach is progressing



satisfactorily; if theachieved valuesfall short of
the expected values, it is an indicator that the
approachisfailing to meet expectationsand cor-
rective action may bewarranted.

5.7.4 Integrated Planning and Scheduling
5.7.4.1 Description. Onceacontract has been
awarded, techniques such asintegrated planning
and scheduling (integrated master plans (IMP)
and integrated master schedules (IMS)) can be-
come invaluable program baseline and risk-
monitoring tools. Integrated planning identifies
key events, milestones, reviews, al integrated
technical tasks, and risk-reduction actionsfor the
program, along with accomplishment criteriato
provide a definitive measure that the required
maturity or progress has been achieved. Inte-
grated scheduling describes the detailed tasks
that support the significant activitiesidentified
inintegrated planning and timing of tasks. Also,
theintegrated schedul e canincludethe resources
planned to compl etethe tasks. The events, tasks,
and scheduleresulting from integrated planning
are linked with contract specification require-
ments, WBS, and other techniquessuchas TPM.
When the events and tasks are related to risk-
reduction actions, thislinkage providesasignifi-
cant monitoringtool, giving specificinsghtsinto
therelationshipsamong cost, schedule, and per-
formancerisks.

5.7.4.2 Procedures. Inintegrated planning, the
Government and contractor (or other perform-
ing activity) should identify key activitiesof the
program, to include risk-handling actions and
success criteria. The contractor should then
prepare the integrated schedule reflecting the
planned completion of tasks associated with these
activities. Asthe program progresses, the PMO
can monitor effectiveness of handling activities
included in the integrated planning events and
schedule by comparing observed activity results
with their criteria and determining any devia-
tionsfrom the planned schedule. Any failures of
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handling actionsto meet either the event criteria
or schedule should be analyzed to determinethe
deviation's impact, causes, and need for any
modificationsto the risk-handling approach.

5.75 WatchList

5.7.5.1 Description. Thewatchlistisalisting
of critical areaswhich management should pay
special attention to during program execution. It
isastraightforward, easily prepared document
that isderived from aprioritized list of risks. It
may include such things as the priority of the
risk, how long it hasbeen on thewatch list, han-
dling actions, planned and actual completion
datesfor handling actions, and explanationsfor
any differences. See Table 5-3 for an example
watch list.

5.7.5.2 Procedures. Watch list development is
based on the results of the risk assessment. It is
common to keep the number of riskson thewatch
list relatively small, focusing on those that can
have the greatest impact on the program. Items
can be added as the program unfolds and peri-
odic reassessments are conducted. If aconsider-
able number of new risksare significant enough
to be added to the watch list, it may be anindi-
cator that the original assessment was not accu-
rate and that programrisk isgreater thaninitialy
thought. It may also indicatethat the programis
ontheverge of becoming out of control. If arisk
has been on the watch list for along time be-
cause of alack of risk-handling progress, areas-
sessment of the risk or the handling approach
may be necessary. Items on thewatch list should
bereviewed during thevariousprogram reviews/
meetings, both formal and informal.

5.7.6 Reports

5.7.6.1 Description. Reports are used to con-
vey information to decision makersand program
team members on the status of risks and the ef-
fectivenessof risk-handling actions. Risk-related



Potential Risk Area|Risk Reduction Actions|Action Code | Due Date [Date Completed|Explanation
» Accurately » Use multiple finite SEA 03P31 |31 Aug 01
predicting shock element codes &
environment simplified numerical
shipboard models for early
equipment will assessments.
experience. + Shock test simple SEA 03P31 |31 Aug 02
isolated deck, and
proposed isolated
structure to improve
confidence in
predictions.
» Evaluating » Concentrate on SEA 03TC |31 Aug 01
acoustic impact acoustic modeling
of the ship and scale testing of
systems that are technologies not
not similar to demonstrated
previous designs. successfully in large-
scale tests or full-
scale tests.
 Factor acoustic SEA 03TC |31 Aug 02
signature mitigation
from isolated modular
decks into system
requirements.
Continue model tests
to validate predictions
for isolated decks.

Table 5-3. Watch List Example

reports can be presented in a variety of ways,
ranging frominformal verbal reportswhentime
isof theessenceto forma summary-typereports
presented at milestonereviews. Thelevel of de-
tail presented will depend on the audience.

5.7.6.2 Procedures. Successful risk manage-
ment programsincludetimely reporting of results
of the monitoring process. Reporting
requirements and procedures, to include format
and frequency, are normally developed as part
of risk management planning and are docu-
mented in the risk management plan. Reports
are normally prepared and presented as part of
routine program management activities. They can
be effectively incorporated into program man-
agement reviews and technical milestonestoin-
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dicate any technical, schedule, and cost barriers
to the program objectives and milestones being
met. One example of a status presentation is
shown in Figure 5-15. It shows some top-level
risk information that can be useful to the PMO
aswell asothersexternal to the program.

Although this level of reporting can provide
quick review of overal risk statusfor identified
problems, more detailed risk planning and sta-
tuscan be provided onindividual risk items. For
example, someprogram | PTshave combined risk
level and scheduled activitiesto provideagraphi-
cal overview of risk statusfor either internal or
external review. One method for graphically
showing risk status for an individual item is
shown in Figure 5-16.



) Risk Management Status
Risk
Plan # Risk Issue High Moderate Low Status/Comment
98-12-9  Non-stock Listed Spares > D > baasitill inreview; need to
assign part numbers.
i i Data reviewed; updates not
98-12-10 Engineering Updates —>€ Closed » up
g g-p C ) C Ose) required at this time.
98-12-11 Spares & Support C D ——»Closed)
Spares listing approved in
98-12-12 Long Lead Requisitions C ) C ) C ) definitization conference. No
current abatement plan.
98-12-13 T.O. Validation C D (——»€Cclosed) Closed Issue.
Contractor LSA plan
98-12-14 Lack of LSA Records for C ) C ) C ) submitted for approval;
GFE* rescheduled for 5/95.
Analysis in work, identifying
98-12-15 Program Parts Obsolescence C DY C—€ D last opportunity buys.
98-12-51 Design Maturity C D ——closed) ﬁ]ttue(:%gzg Commercial Mix
— Questions about antenna
98-12-16 SystemY Interface Definiton (. D C €=95€¢ D Iocation and cable raised risk.
(* Detall of highlighted item described in Figure 5-16.)

Figure 5-15. Example Showing Detailed List of Top-Level Risk Information

5.7.7 Management Indicator System

5.7.7.1 Description. A management indicator
systemisaset of indicators or metricsthat pro-
vide the PMO with timely information on the
status of the program and risk-handling actions,
and isessential to risk monitoring and program
success. To be meaningful, these metrics should
have some objective value against which ob-
served data can be measured, reflecting trends
in the program or lack thereof. Metrics should
be developed jointly by the PMO and the con-
tractor. The contractor’s approach to metrics
should beaconsideration in the proposal evalu-
ation process. If the contractor doesnot have an
established set of metrics, thismay be an areaof
risk that will need to be addressed.

5.7.7.2 Procedures. Metricscan be categorized
as relating to technical performance, cost, and
schedule. Technical performance metricscan be
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further broken down into categories such asen-
gineering, production, and support, and within
these groupsaseither product- or process-related.
Product-related metrics pertain to characteristics
of the system being devel oped; they caninclude
such things as planned and demonstrated values
of the critical parameters monitored as part of
the TPM process and system-unique data per-
taining to the different stepsin the devel opment
and acquisition processes. Table5-4 provides ex-
amplesof product-related metrics.

Process metrics pertain to the various processes
used in the development and production of the
system. For each program, certain processesare
critical to the achievement of program objectives.
Failure of these processes to achieve their re-
guirementsis symptomatic of significant prob-
lems. Metrics data can be used to diagnose and
aid in problem resolution. They should be used
informal, periodic performance assessments of



Lack of Support Records for GFE
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1998

1. PMO PREVIOUSLY AUTHORIZED CONTRACTOR TO USE “SIMILAR TO”
DATA WHEN GFE SUPPORT DATA IS UNAVAILABLE. DOCUMENTED IN
PLAN UNDER DEVELOPMENT.
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Figure 5-16. Example of More Complex Combination of Risk Level and Scheduled Tasks

Engineering Requirements Production Support
» Key Design * Requirements * Manufacturing Yields | ¢ Special Tools and Test
Parameters Traceability « Incoming Material Equipment
— Weight « Requirements Stability |  Yields « Support Infrastructure
~ glnzg rance « Delinquent Footprint
— Range Requisitions * Manpower Estimates

» Design Maturity

— Open problems
reports

— Number of
engineering change
proposals

— Number of drawings
released

— Failure activities

» Computer Resource
Utilization

e Unit Production Cost
» Process Proofing

Table 5-4. Examples of Product-Related Metrics
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thevarious devel opment processesandto evalu-
ate how well the system devel opment processis
achieving its objectives. DoD 4245.7M, Tran-
sition from Development to Production, and
other supporting documents such asNAV SO P-
6071, Best Practices, identify seven processar-
eas. funding, design, test, production, facilities,
logistics, and management. Within each of these
areas, anumber of specific processesareidenti-
fied asessential to assess, monitor, and establish
program risk at an acceptable level; the docu-
ments also provide risk indicators that can be
used as the basis for selecting specific process

metrics. Another document, Methods and
Metrics for Product Success, July 1994, pub-
lished by the Office of the Assistant Secretary
of the Navy (RD&A), Product Integrity Direc-
torate, provides a set of metrics for use in
assessing and monitoring the design, test, and
production risk areas. Table 5-5 provides ex-
amplesof process-related metrics.

Cost and schedul e metrics can be used to depict
how the program is progressing toward comple-
tion. Theinformation provided by the contrac-
tor inthe earned value management system can

Failure
Design Trade Design Integrated Test Reporting Manufacturing

Requirements Studies Process Plan System Plan

e Development [ « Users needs Design  All develop- » Contractor » Plan docu-
of require- prioritized requirements mental tests corporate- ments
ments ) stability at system level manage- methods by
traceability * Alternative . and sub- ment involved |  which design
plan system Producibility system level in failure to be built

configura- analysis identified reporting and ,

e Development tions selected conducted corrective Plan contains
of specifica- . « Identification action sequence and
tion tree * Test methods | + Design of who will to schedule of

. selected analyzed for: test (Govern- process events at

* Spguflcatlons _ Cost ment, Responsibility contractor

reviewed for: contractor, for analysis and sub-
—_ Definition of — Parts supplier) and corrective contractor
all use reduction action levels that
. assigned to defines use
;:qn(;/r:i(;n - m?;&mc' specific of materials,
y individual with | ~ fabrication
— Definition of — Testability close-out date flow, test
all func- equipment,
tional tools, facili-
require- ties, and
ments for personnel
each
mission Reflects
performed manufactur-
ing inclusion
in design
process.
Includes
identification
and assess-
ment of
design
facilities

Table 5-5. Examples of Process Metrics
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Cost

Schedule

Cost variance
Cost performance index
Estimate at completion

Management reserve

Schedule variance
Schedule performance index
Design schedule performance
Manufacturing schedule performance
Test schedule performance

Table 5-6. Examples of Cost and Schedule Metrics

serve as these metrics, showing how the actual
work accomplished compares with the work
planned in terms of schedule and cost. Other
sourcesof cost and schedule metricsincludethe
contractor’s cost accounting information and the
integrated master schedule. Table 5-6 provides
examplesof cost and schedule metrics.

5.8 RISK MANAGEMENT
INFORMATION SYSTEMS
AND DOCUMENTATION

5.8.1 Description

To manage risk, PMs should have a database
management system that stores and allows
retrieval of risk-related data. The risk-
management information system providesdata
for creating reports and serves asthe repository
for al current and historical information related
to risk. This information may include risk as-
sessment documents, contract deliverables, if
appropriate, and any other risk-related reports.
The PM should consider anumber of factorsin
establishing the management information system
and developing rules and proceduresfor there-
porting system:

» Assign management responsibility for there-
porting system;

* Publishany restrictionsfor entering datainto
the database;

* |dentify reports and establish a schedule, if
appropriate;
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* Use standard report formats as much as
possible;

* Ensure that the standard report formats
support all users, such asthe PM, IPTs, and
[PTs,

» Establish policy concerning accesstothere-
porting system and protect the database from
unauthorized access.

With a well-structured information system, a
PM O may create reportsfor senior management
and retrieve data for day-to-day program
management. Most likely, the PM will choosea
set of standard reportsthat suits specific needs
on aperiodic basis. Thiseasesdefinition of the
contents and structure of the database. In addi-
tion to standard reports, the PMO will need to
create ad hoc reportsin responseto special que-
ries, etc. Commercial database programs now
available alow the PMO to create reports with
relative ease. Figure 5-17 showsaconcept for a
management and reporting system.

5.8.2 Risk Management Reports

Thefollowing are examples of basic reportsthat
aPMO may useto manageitsrisk program. Each
office should tailor and amplify them, if neces-
sary, to meet specific needs.

Risk Information Form (RIF). The PMO
needs a document that serves the dual purpose
of asource of data entry information and are-
port of basicinformation for the|PTs. The RIF



Risk Management Concept
Standard
Submit Data Request or Reports
Other For Entry Create Report
Contractor R Data Base Ad Hoc
4 . —p( Management
Functional Coordinator System Reports
A
1
IPTs ! Historical
\ Data
1
! Request Reports or Information :
:_ (Controlled Access) _:

Figure 5-17. Conceptual Risk Management and Reporting System

serves this purpose. It gives members of the
project team, both Government and contractors,
aformat for reporting risk-related information.
The RIF should be used when a potential risk
event isidentified and updated over time asin-
formation becomes available and the status
changes. Asasource of dataentry, theRIF dlows
the database administrator to control entries. To
construct the database and ensure the integrity
of data, the PM O should design a standard for-
mat for aRIF.

Risk Assessment Report (RAR). Risk assess-
ments form the basis for many program deci-
sions, and the PM will probably need adetailed
report of any assessment of arisk event. A RAR
isprepared by the team that assessed arisk event
and amplifiestheinformationintheRIF. It docu-
mentstheidentification and anaysisprocessand
results. The RAR provides information for the
summary contained in the RIF, isthe basis for
developing risk-handling plans, and servesasa
historical recording of program risk assessment.
Since RARs may belarge documents, they may
be stored as files. RARs should include
information that linksit to the appropriate RIF.

Risk-Handling Documentation. Risk-handling
documentation may be used to provide the PM
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with theinformation he needsto choosethe pre-
ferred handling option and is the basis for the
handling plan summary that iscontained in the
RIF. Thisdocument describes the examination
processfor therisk-handling optionsand gives
the basisfor the selection of the recommended
choice. After the PM chooses an option, the
rationalefor that choice may beincluded. There
should be a plan for each risk-handling task.
Risk-handling plans are based on results of the
risk assessment. Thisdocument should include
information that linksit to the appropriate RIF.

Risk Monitoring Documentation. The PM
needsasummary document that tracksthe status
of high and moderate risks. He can produce a
risk-tracking list, for example, that uses infor-
mation that has been entered fromthe RIF. Each
PMO should tailor the tracking list to suit its
needs. If elements of needed information are not
included inthe RIF, they should be added to that
document to ensure entry into the database.

Database M anagement System (DBM S). The
DBM Sthat the PM chooses may be commercial,
Government-owned, or contractor-devel oped.
It should provide the meansto enter and access
data, control access, and create reports. Many
optionsareavailableto users.



Key tothe MISarethe dataelementsthat reside
inthedatabase. Theitemslistedin Table5-7 are
examples of risk information that might be in-
cluded in adatabase that supportsrisk manage-
ment. They areacompilation of several risk re-
porting formsused in current DoD programsand
other risk document sources. “Element” is the
title of thedatabasefield; “ Description” isasum-
mary of thefield contents. PM s shouldtailor the
list to suit their needs.

5.9 SOFTWARE RISK MANAGEMENT
METHODOLOGIES

The management of risk in software intensive
programsisessentially the same asfor any other
type of program. A number of methodologies
specifically focus on the software aspects of
developmental programsand can be useful in
identifying and analyzing risks associated with
software. Several of these methodologies are
described in the U.S. Air Force publication,
Guideto Software Acquisition and Management.
Three of these methodol ogies are described be-
low.

5.9.1 Software Risk Evaluation (SRE)

Thisisaformal approach devel oped by the Soft-
ware Engineering Institute (SEI) using a risk
management paradigm that defines a continu-
ous set of activities to identify, communicate,
and resolve softwarerisks. These activitiesare
to identify, analyze, plan, track, and control.
(The SEI activities are analogous to the activi-
ties of the risk management process defined in
thissection.)

Thismethodology isinitiated by the PM, whotasks
anindependent SRE team to conduct arisk evalu-
ation of the contractor’s software devel opment ef-
fort. The team executes the following SRE
functionsin performing thisevaluation, and pre-
paresfindingsthat will providethe PM withthe
resultsof the evaluation:
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* Detection of the software technical risks
present in the program. An SEI Taxonomy-
Based Questionnaire is used to ensure that
all areasof potential risk areidentified. This
guestionnaire is based on the SEI Software
Development Risk Taxonomy, which pro-
videsasystematic way of organizing and elic-
iting riskswithin alogical framework.

» Specification of all aspectsof identified tech-
nical software risks, including their
conditions, consequences/impacts, and
source.

* Assessment of therisksto determinetheprob-
ability of risk occurrence and the severity of
its consequences/impacts.

e Consolidation of therisk datainto aconcise
format suitablefor decision making.

A detailed discussion of the SRE methodol ogy
isfound in Software Engineering I nstitute Tech-
nical Report CMU/SEI-94-TR-19, Software Risk
Evaluation Model, Version 1.0, December 1994.

5.9.2 Boehm’s Software Risk
Management M ethod

Thisrisk management methodol ogy, devel oped
by Barry W. Boehm and described in | EEE Soft-
ware, Software Risk Management: Principles
and Practices, January 1991, consists of two
primary steps, each with three subordinate steps.
Thisrisk management structureisshowninTable
5-8.

Boehm providesanumber of techniquesthat can
be used to accomplish each of the stepsin the
methodology. For example, to assist in risk
identification, he includes the top 10 top-level
softwarerisks, based on surveysof experienced
software project managers. These risks are
shown in Table 5-9, along with recommended
techniques to manage them. Using thislist asa



Element

Description

Risk Identification

Identifies the risk and is a critical element of information, assuming that a

(ID) Number relational database will be used by the PMO. (Construct the ID number to
identify the organization responsible for oversight.)

Risk Event States the risk event and identifies it with a descriptive name. The statement
and risk identification number will always be associated in any report.

Priority Reflects the importance of this risk priority assigned by the PMO compared to

all other risks, e.g., a one (1) indicates the highest priority.

Data Submitted

Gives the date that the RIF was submitted.

Major System/

Identifies the major system/component based on the WBS.

Component

Subsystem/ Identifies the pertinent subsystem or component based on the WBS.
Functional Area

Category Identifies the risk as technical/performance cost or schedule or combination of

these.

Statement of Risk

Gives a concise statement (one or two sentences) or the risk.

Description of
Risk

Briefly describes the risk. Lists the key processes that are involved in the
design, development, and production of the particular system or subsystem. If
technical/performance, includes how it is manifested (e.g., design and
engineering, manufacturing, etc.).

Key Identifies the key parameter, minimum acceptable value, and goal value, if

Parameters appropriate. Identifies associated subsystem values required to meet the
minimum acceptable value and describes the principal events planned to
demonstrate that the minimum value has been met.

Assessment States if an assessment has been done. Cites the Risk Assessment Report, if
appropriate.

Analyses Briefly describes the analysis done to assess the risk. Includes rationale and

basis for results.

Probability of
Occurrence

States the likelihood of the event occurring, based on definitions in the
program’s Risk Management Plan.

Consequence

States the consequence of the event, if it occurs, based on definitions in the
program’s Risk Management Plan.

Time Sensitivity

Estimates the relative urgency for implementing the risk-handling option.

Other Affected
Areas

If appropriate, identifies any other subsystem or process that this risk affects.

Risk Handling
Plans

Briefly describes plans to mitigate the risk. Refers to any detailed plans that
may exist, if appropriate.

Risk Monitoring
Activity

Measures using metrics for tracking progress in implementing risk-handling
plans and achieving planned results for risk reduction.

Status

Briefly reports the status of the risk-handling activities and outcomes relevant
to any risk handling milestones.

Status Due Date

Lists date of the status report.

Assignment

Lists individual assigned responsibility for handling activities.

Reported By

Records name and phone number of individual who reported the risk.

Table 5-7. Database Management System Elements
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Primary Steps

Secondary Steps Description

Risk Assessment Risk Identification * Produces lists of project specific risk
events
Risk Analysis » Assesses probability of risk event and

consequences

» Assesses compound risk resulting from
risk event interaction

Risk Prioritization * Produces rank-ordered list of identified
and analyzed risk events
Risk Control Risk Management Planning » Produces plan for addressing each risk

event

* Integrates individual risk event plans
with each other and the overall plan

Risk Resolution .

Establishes the environment and
actions to resolve or eliminate risks

» Tracks progress in resolving risks

Risk Monitoring .

Provides feedback for refining
prioritization and plans

Table 5-8. Software Risk Management Steps

Risk

Risk Management Techniques

Personnel Shortfalls

Staffing with top talent; job matching team building; key personnel
agreements; cross training

Unrealistic schedules and
budgets

Detailed multisource cost and schedule estimation; design-to-cost;
incremental development; software reuse; requirements scrubbing

Developing the wrong software
functions

Organizational analysis; mission analysis; operations concept
formulation; user surveys; prototyping; early users’ manuals

Developing wrong user interface

Task analysis; prototyping; scenarios; user characterization
(functionality, style, workload)

Goldplating

Requirements scrubbing; prototyping; cost/benefit analysis;
design-to-cost

Continuing stream of
requirements changes

High change threshold; information hiding; incremental
development (defer changes to later increments)

Shortfalls in externally furnished
components

Benchmarking; inspections; reference checking; compatibility
analysis

Shortfalls in internally performed
tasks

Reference checking; pre-award audits; award-fee contracts;
competitive design or prototyping; team building

Real-time performance shortfalls

Simulation; benchmarking; modeling; prototyping; instrumentation;
tuning

Straining computer science
capabilities

Technical analysis; cost-benefit analysis; prototyping; reference
checking

Table 5-9. Top 10 Software Risks
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starting point, managers and engineerscan then
develop listsof lower-level risksto be assessed
and resolved.

5.9.3 Best Practices|nitiative
Risk Management Method

The Software Acquisition Best Practices|Initia-
tive was instituted in 1994 to improve and re-
structure the software acquisition management
process through the identification of effective
practices used in successful software develop-
ments. One result of this effort was the publi-
cation of the Program Manager’ s Guideto Soft-
ware Acquisition Best Practicesby the Software
Program Managers Network (SPMN). This
document identified nine principal best practices

that are essential to the successof any large-scae
software development. Thefirst of thesenineis
formal risk management. To assist inimplement-
ing thistop practice, SPMN developed athree-
part methodology consisting of the following
steps: address the problem; practice essentials,
and check status. Specific activities associated
with these steps are shown in Table 5-10.

SPMN provides PMOs with specialized train-
ing programs covering the core disciplinesand
techniques for implementing this formal risk
management practice, aswell as the other best
practices. SPMN also has available (or under
development) anumber of guidebooks designed
to provide software developers and PMs with
practical guidancefor planning, implementing,

Best Practices Initiative Risk Management Method

Address the
Problem

Practice Essentials

Check Status

» Recognize that all |  Identify risks

software has risk o .
e Decriminalize risk

» Attempt to resolve

risk as early as « Plan for risk

impact is less than

development
resources

risks

include:
— Top 10 risk items

possible when cost | . Formally designate a Risk Officer

it will be later in * Include in budget and schedule arisk |« Frequency and timeliness of risk
reserve buffer of time, money, and other

+ Compile database for all non-negligible | « Objective criteria used to identify,

» Prepare profile for each risk showing « Information flow patterns and
probability and consequences

* Include all risks over full life cycle

» Provide frequent risk status reports that

— Number of risk items resolved * Risk profile for every risk, and

 Risk Officer appointed?
» Risk databases set up?

* Risk assessments have clear
impact on program plans and
decisions?

assessment updates consistent
with decision updates?

assess, and manage risk?

reward criteria support identification
of risk by all program personnel?

* Risks identified throughout entire
life cycle?

» Risk management reserve exist?

components updated regularly?

— Number of new risk items
— Number of risk items unresolved
— Unresolved risk items on critical path

Probably costs for unresolved risks

Risk management plan has explicit
provisions for altering decision
makers when risk becomes
imminent?

Table 5-10. Best Practices Initiative Risk Management Method
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and monitoring their programs. SPMN can be
accessed onthe Internet at http://spmn.com/.

In addition to the studies by Barry Boehm, and
information on the SPMN, a survey was con-
ducted by Conrow and Shishido (See Reference)
which evauated 10 prior studiesand categorized

theresulting risk issues acrossthe studiesinto
Six categories and 17 total issues, as shown in
Table5-11. Thevery high degree of overlap be-
tweenrisk issuesidentified in the 10 underlying
studies suggest that some risk issues are com-
mon to many software-intensive projects.

Risk Grouping Software Risk Issue
Project-Level 1. Excessive, immature, unrealistic or unstable requirements
2. Lack of involvement
3. Underestimation of project complexity or dynamic natures
Project Attributes 4. Performance shortfalls (includes errors and quality)
5. Unrealistic cost or schedule (estimates and/or allocated amounts)
Management 6. Ineffective project management (possible at multiple levels)
Engineering 7. Ineffective integration, assembly and test; quality control; specialty
engineering; systems engineering or (possible at multiple levels)
8. Unanticipated difficulties associated with the user interface
Work 9. Immature or untried design, processes or technologies selected
Environment 10. Inadequate work plans or configuration control
11. Inappropriate methods or tool selection or inaccurate metrics
Other 12. Poor planning
13. Inadequate or excessive documentation or review process
14. Legal or contractual issues (e.g., litigation, malpractice, ownership)
15. Obsolescence (includes excessive schedule length)
16. Unanticipated difficulties with subcontracted items
17. Unanticipated maintenance and/or support costs

Table 5-11. Software Risk Grouping
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APPENDIX A

DOD RISK MANAGEMENT
POLICIES AND PROCEDURES

DoD policies and procedures that address risk
management for acquisition programs are con-
tained infive key documents:

1. DoD Directive(DoDD) 5000.1, The Defense
Acquisition System;

DoD Instruction (DoDI) 5000.2, Operation
of the Defense Acquisition System;

Interim Defense Acquisition Guidebook
(IDAG);

DoDD 5000.4, OSD Cost AnalysisImprove-
ment Group; and

DoD Manual 5000.4-M, Cost Analysis
Guidance and Procedures.

The relevant sections of each document are
referenced in the Defense Acquisition Deskibook
under Mandatory Direction and are displayed
under DoD-Wide Practices. They present strong
statements on the need for risk management but
collectively are not sufficient to enable the
establishment of an effective risk management
program. Thefollowing are verbatim extracts of
sections of the DoD 5000 series of documents
that addressrisk management as part of acquisi-
tion policy and procedures. The reader should
be aware that changes to the 5000 series could
result in different paragraph numbers.

A-1

1. DoDD 5000.1 The Defense Acquisition
System, 12 May 2003

ParaE1.6. Cost Sharing

The PM shall structurethe acquisitionin away
that neither imposes undue risk on contractors,
nor requiresunusual contractor investment.

ParaE1.14 .

PMsshall reducetechnology risk, demonstrate
technologiesin arelevant environment, and iden-
tify technology alternatives, prior to program
initiation. They shall reduceintegration risk and
demonstrate product design prior to the design
readiness review. They shall reduce manufac-
turing risk and demonstrate producibility prior
to full-rate production.

2. DaD Instruction 5000.2. Operation of the
Defense Acquisition System, 12 M ay 2003

Para3.3.2.1. Spiral Development

Inthisprocess, adesired capability isidentified,
but the end-state requirements are not known at
program initiation. Thoserequirementsarere-
fined through demonstration and risk manage-
ment; thereiscontinuous user feedback; and each
increment provides the user the best possible

capability.



Para 3.4.2.

Technologists and industry shall identify and
protect promising technologies in laboratories
and research centers, academia, and foreign and
domestic commercial sources; reducetherisks
of introducing these technol ogiesinto the acqui-
sition process; and promote coordination, coop-
eration, and mutual understanding of technol-
ogy issues.

Para 3.5.3.

The AoA shall assess the critical technologies
associated with these concepts, including tech-
nology maturity, technical, and, if necessary,
technol ogy maturation and demonstration needs.

Para 3.6.1. Purpose

The purpose of this phase (Technology Devel-
opment) isto reduce technology risk and to de-
terminethe appropriate set of technologiesto be
integrated into afull system.

Para3.7.1.1.

The purpose of the SDD phase isto develop a
system or an increment of capability; reducein-
tegration and manufacturing risk (technology
risk reduction occurs during Technology De-
velopment); ensure operationa supportability
with particular attention to reducing thelogistics
footprint; implement human systemsintegration
(HSI); design for producibility; ensure
affordability and the protection of critical pro-
graminformation (CP!) by implementing appro-
priate techniques such as anti-tamper; and dem-
onstrate system integration, interoperability,
safety, and utility.

Para 3.7.1.2.

For Shipbuilding Programs, therequired program
information shall be updated in support of the

A-2

Milestone B decision, and the | CE shall becom-
pleted. Thelead shipinaclassshall normally be
authorized at Milestone B. Technology readiness
assessments shall consider the risk associated
with critical subsystemsprior to shipinstallation.

Para 3.7.2.2.

The management and mitigation of technology
risk, which allowslesscostly and lesstime-con-
suming systems development, is a crucial part
of overall program management and isespecialy
relevant to meeting cost and schedule goals.
Objective assessment of technology maturity and
risk shall bearoutineaspect of DoD acquisition.

Para 3.7.3. System Integration

Thiseffort isintended to integrate subsystems,
complete detailed design, and reduce system-
level risk.

Para 3.7.4.

The Design Readiness Re