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Joseph M. Ladymon

Has the Navy progressed in providing sufficient resources to the level of
complete and full interoperability of “Network-Centric Warfare” between the
United States and North Atlantic Treaty Organization (NATO) allies? Network-
centric warfare was first introduced into the Navy in January 1998, by VADM
Arthur Cebrowski, U.S. Navy, and John Garstka, and comprises two intertwined
themes of technology and policy. This research explores the technology aspect
as currently centered on Information Technology for the 21st Century (IT-21),
identifies both pitfalls and advantages associated with IT-21 and interoperability
amongst NATO allies, and shows that the Navy has a long road to travel toward
reaching full interoperability with the Network-centric warfare concept. Will the
Bush Administration continue funding this effort?

ice Admiral Arthur K. Cebrowski,
U.S. Navy, and John J. Garstka
devel oped the concept of Network-
centric warfare for the Navy described in
thearticle, “Network-Centric Warfare: Its
Origins and Future” (1998). Network-
centric warfare has two intertwined
themes: technology and policy. This re-
search focuses on the technology aspect
of Network-centric warfare vis-a-vis I T-
21! and its interoperability with U.S.
alies.
TheNavy iscurrently developingthel T-
21 program in order to acquire resources

capable of engaging in Network-centric
warfare. IT-21illustrateshow theNavy is
attempting to progress into the 21st
century through the use of higher-level
networked technol ogy.

An explanation of the I T-21 concept is
given here from in-depth literature re-
search of the composition and workings
of that technology. We'll evaluate how | T-
21 works with U.S. allies and how it
achieves a high level of interoperability
among them, specifically among NATO
members.
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Has the Navy progressed in providing
sufficient resources to the level of com-
plete and full interoperability of Network-
centric warfare between the United States
and its NATO allies?

INFORMATION TECHNOLOGY-21

The purpose of IT-212 isto “improve
warfighting capability significantly, re-
ducefleet operating and support costs, and
enhance the quality of life for deployed
sailors and Marines’ (Nutwell, 1998). It
began in 1998 as a fleet-driven initiative
to accelerate and coordinate the installa-
tion and testing of modern information
technol ogy, and command, control, com-
munications, and intelligence (C4l) sys-
tems already in the acquisition pipeline,
aswell asthetraining of personnel to oper-
atethem (Naval StudiesBoard, 2000). The
principle elements of IT-21 are (Naval
Studies Board, 2000):

Full SATCOM [satellite commu-
nication] capability for al surface
combatants, major capacity en-
hancements to amphibious ship
communications; improved ship-
board command and control ca-
pabilities such as GCCS-M[Glo-
bal Command and Control Sys-
tem-Maritime] and improved
planning and decision tools; en-
hanced support communications,
processing and storage; robust
shipboard local area networks;
modern personal computer work-
stations and commercial-based
operating system; matching ca
pacity upgrades at shore commu-
nications hubs; and measures to

improve information assurance
and security.

The upgrades are to take place Navy-
wide and be completed by 2002. But with
the use of a commercial-based operating
system, by the time the Navy has com-
pleted itsinitial deployment, it will most
likely have to upgrade the operating sys-
temfor mostif not all computers.*“More-
over, given the pace of changein electron-
icsand computer capabilities, one should
plan to upgrade I nternet capabilitiesfairly
frequently — perhapsevery 5to 10 years,
in contrast to the normal cycle of defense
innovation, whichistypically closer to 20
years’ (O'Hanlon, 2000). The Navy chose
to use Microsoft’s Windows NT 4.0/5.0
as the operating system on which to run
its IT-21 program (McDonald, 1998).
Using Microsoft software raises both the
issue of upgrading, aswell asthefact that
reliance on commercial-off-the-shelf tech-
nologies (COTS) makes the Navy more
vulnerable to an information warfare at-
tack. “ COT S productswill providethe C4l
system commonality between the services,
allowing joint interoperability and effec-
tive connectivity with our alies. Theirony
is that while we become more inter-
operable, the vulnerability is rising in
direct proportion to thelevel of common-
ality and COTS products used in the C4l
systems’ (Journal of Electronic Defense,
2000; Galik, 1998).

The Navy’sfirst expectation for 1T-21
isthat by being both ashore and ship pro-
gram, it will help the Navy achieveanin-
tegrated Navy-wide digital environment.
That accomplished, the Navy hopes that
“critical mass’* for Network-centric war-
fare will be reached” (Hamblen, 1997).
Second, the use of COTS technologies,
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while making the Navy more vulnerable
to a technological attack, will aso pro-
vide the Navy with an architecture that
could easily extend beyond the Navy and
allow incorporation with other services.
IT-21 also provides a basis for network-
ing with allies and coalition partners
(Nutwell, 1998). The networking with
othersin IT-21 “provides a link to shore
and from ship-to-ship that allows unitsto
communicate from a pair of local area
networks (LANs). One of the LANs is
used for information classified aslessthan
“secret” and is tied to the secret Internet
protocol routing network (SIPRNet); the
other is unclassified and tied to the
nonsecure Internet protocol routing net-
work (NIPRNet)” (Dawson, Fordice, &
Harris, 1999). In areal-world example of
these networks in action, “the Enterprise
Battle Group® was able to achieve a high

degree of connectivity for the exchange
of information. This significantly im-
proved interoperability between the
United States and coalition players and
was a result of the use of internet pro-
tocols, standardized by the commercial
industry and commonly available
throughout the world” (Shuford, 2000).
Thefinal positive effect that IT-21 has
had on the Navy is the improvement in
morale among the ships' crews. Morae
hasimproved dueto the use of e-mail. E-
mail helps the crews communicate with
anyone around the world without worry-
ing about time zones. E-mail aso makes
transmitting information to other ships
and to shore easier and faster. Findly, e-
mail improves the morale of the sailors
by allowing them to remain in almost con-
stant contact with their loved ones at
home. During its deployment in 1998, the
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Aircraft Carrier Enterprise gave each crew
member an e-mail account and the sailors
were able to send as much e-mail asthey
wanted, as long as they followed restric-
tions on message length. It was estimated
that Enterprise crew sent about 4 million
e-mails during the deployment (Dawson
et a., 2000). This shows how the Navy’s
new movement toward Network-centric
warfare has positive affects on not only
the operations of the service, but also on
the personnel withinit.

APPLICATIONS TO INTEROPERABILITY

It is important to understand what the
NATO definition of interoperability isand
thus how IT-21 was able to meet the
requirements set out by NATO to achieve
interoperability. NATO has defined
interoperability “asthe ability of systems,
units, or forces
to provide ser-
vices to, and
accept services
fromother sys-
tems, units, or
forces and to
use the ser-
vices so ex-
changed to en-
able them to operate effectively” (Joint
Chiefsof Staff, 1994). Thisdefinition will
help to show how 1T-21 was able to
providethebasicsfor NATO and the Navy
to engage in a higher level of inter-
operability. We'll discuss application of
these requirements in the context of the
Kosovo operation.

First, however, to return to the ex-
ampl e of the Enterprise Battle Group, I T-
21 was able to help the coalition forces

long way from
achieving total
interoperability.”

communicate and work better together by
providing anew technological framework
to usein the field of battle. As Secretary
of Defense Richard Cohen said in 21998
interview, “[C4l] systems relay data to
U.S. and NATO forces during joint
operations. C4l systems must be inter-
operableif joint operations are to be suc-
cessful” (Slabodkin, 1998). Thisiswhere
IT-21 comes into play. As stated, 1T-21
was designed to provide the Navy and its
alies with a better way to communicate
with one another and to exchange vital
information over datalines.

This exchange has had its rough mo-
ments, however. First of all, when the
Department of Defense’s (DoD’s)
SIPRNet was first brought online it ex-
cluded the allies. To compensate for the
exclusion, the Defense Information Sys-
tems Agency developed a fix called the
CoalitionWideAreaNetwork (CWAN) to
link the United Statestoitscoalition part-
ners. CWAN isahigh-speed, high-capac-
ity network, which providesreal -time col-
laborative planning for the United States
anditsallies.

Thisexample showsthat I T-21 hasbeen
agood first step in the process, but asthe
case of Kosovo will also show, the United
States and its allies, namely its NATO al-
lies, are still along way from achieving
total interoperability.

IT-21 anp Kosovo

IT-21 provided the basics for the
interoperability between Naval assetsand
NATO forces during the Kosovo opera
tion, but these assets did not always fit
together. The main use of IT-21 for the
Navy isto help it moveto amore network-
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centric warfighting approach and with
this in mind, the Kosovo “After-Action
Report” concluded that “ existing data net-
works were not adequate to support the
flow of...data among key nodes of the
NATO information grid” (Verton, 2000).

All the news is not bad, however. The
“After-Action Report” also stated that sev-
eral technologies saw significant combat
use during the Kosovo operation. For ex-
ample, “the use of Web-based technolo-
gies for coordination and information
sharing; video conferencing for command,
control, and coordination; and e-mail for
coordination and tasking” (DoD, 2000).
These functions were first introduced by
the Navy’s I T-21 program and have pro-
vided evidence in a real-world fighting
situation that interoperability can be
achieved by NATO and the United States.
However, as useful as these technologies
were in the Kosovo operation, the United
States and NATO still have alot of prob-
lems to work out before they will have a
truly interoperable system in place.

The first major problem that NATO
faced has already been touched on early
in this section: A single integrated data
network to support dissemination of coa-
lition information was never established
(DoD, 2000). With this problem, the net-
work already in place quickly became
overloaded and was therefore not able to
support the flow of information through
the NATO information grid.

The second major problem that NATO
and the United States faced during the
Kaosovo operation wastheinability to pass
along high-fidelity digital data. This pre-
sented a problem in the attack of time-
sensitive targets because of the need for
therapid exchange of precision-target data

and continuous precision updates from
sensor-to-shooter until the target is de-
stroyed (DoD, 2000). In layman’s terms,
this simply means that the data was not
able to keep up with the changing envi-
ronment and thus caused the aircrews
added stress in trying to find, track, and
hit their targets.

Other interoperability problems be-
tween the United States and NATO have
emerged (“Kosovo Reveals NATO
Interoperability Woes,” 2000):

(1) incompatible secure radio
links, which often forced the
alies to call out targets and air-
craft positions over open links,
which theYugoslavswere ableto
intercept; and (2) alack of robust,
high-fiddlity Identification Friend/
Foe systems, which vastly com-
plicated the job of AWACS con-
trollers in sorting out airborne
targets.

These are just a few of the technical
problems that NATO experienced during
the Kosovo operation. Others fell within
the “realm of unequal capability among
prospective partners; including networks,
bandwidth, SATCOM, and command and
control (C2) applications. United States,
NATO and alies/coalition movement to
COT S-based network centric information
systemsis not coordinated” (Department
of Navy, 1998). This shows that as the
United States and NATO both continueto
expand their respective IT capabilities,
they must work in concert with one an-
other or problemswill continually plague
al interoperability operations that are
undertaken.
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CONCLUSION

This research shows the Navy’s con-
cept of Network-centric warfare has
already gone beyond the scope of the
Navy and was used by NATO to conduct
its operations over Kosovo. Information
Technology 21st Century hasbeen the cor-
nerstone for the Navy to improve its
warfighting capabilities by improving its
use of information technologies.

Much room for improvement existsin
therealm of interoperability missions be-
tween the United Statesand itsNATO and
coalition partners. That said, it appears
that the United Statesand NATO are well
on the way to becoming interoperable
partners. This may ultimately change,
based on the agenda of GeorgeW. Bush's
Administration.

Joseph Ladymon graduated in August from Southwest Missouri State Univer-

sity with an M.S. degree in defense and strategic studies. He holds a B.A. de-

gree in government and history from the College of William and Mary.
(jladymon@hotmail.com)
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ENDNOTES

1

IT-21 was started under the Clinton
Administration. Therefore with the
new Bush Administration this pro-
gram will no doubt be reevaluated
by the Navy. This research paper is
current until a program review is
conducted or anew program proposed.

I'T-21 appearsto be afollow-on to the
Copernicus systems that was started
in 1990. Thisarchitecture usesacom-
mon tactical and operational picture.
It represents satellites that pass data,
computers which process informa-
tion, and warfighterswho need infor-
mation to maketactical decisions. See
the Boorda & Keithly reference for
further information.

GCCS-M stands for Global Com-
mand and Control System-Maritime.
Itisthe principal command and con-
trol tool for commanders and ship
commanding officers. It is intended
to provide commanderswith asingle,
integrated command, control, com-
munications and intelligence system
that receives, processes, displays, and
maintains current forces, as well as
intelligence and environmental infor-
mation. GCCS-M hasavariety of dif-
ferent components that can be used -
these are GCCS-M (Afloat), GCCS-
M (Ashore) and GCCS-M (Tactical
M obileVariants-Mobile A shore Sup-
port Terminal, Mobile Integrated
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Command facility, Mobile Operations
Command Center). Normal locations
for these systems include: United
States and NATO Commander in
Chiefs, 28 force level ships, 197 unit
level ships, 29 ashore sites, and 17
tactical variants. Also Marine Expe-
ditionary Units are using GCCS-M.

This assertion is based on Moore's
Law, which states that the number of
integrated circuits that can fit on a
given-sized computer chipwill double
roughly every 18 months. Thisissig-
nificant if the Navy upgrades astech-
nology changes, it will provide faster
connections and more room for data

(Meyer).

It should be noted that 1 T-21 gave the
Navy the hardware and software, but
not the people resources. The Navy
facesthe problem of reaching critical
mass, because of inexperienced in-
formation technology personnel. As
the Navy trains its personnel with
commercial off-the-shelf (COTS)
technologies, the trainees tend to
abandon the Navy to make more
money in the civilian sector of
information technology. (Dawson).

The Enterprise Battle Group was
deployed in the Arabian Sea and the
Balkans during the deployment in
whichit used I T-21 technologies. The
Group was also the first to be
deployed with the technology.
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