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fragments. More advanced, Carnegie Mellon University’s 
function extraction for abstracting intended function and 
Oak Ridge National Laboratory’s Hypernion using behavior 
specification units (BSUs) for detecting intended function 
offer promise in this space. The Defense Advanced Research 
Projects Agency’s Mining and Understanding Software En-
claves (MUSE) program incorporates a continuously oper-
ating specification-mining engine to conduct deep program 
analysis on the corpus of software drawn from the hundreds 
of billions of lines of open-source code to identify and under-
stand deep commonalities.

Operations and Risks
With a rigorous, defined software clean-room method and 
process in place, it is possible to determine whether a claimed 
legitimate clean-room method and process has been operat-
ing on a project. Numerous clean-room method and process 
risks must be assessed. Does the organization explicit commit-
ment match the intent and means employed? Do the means 
employed match the defined software clean-room method 
and process? Does the protocol of separation ensure verifiable 
separation under all circumstances of use? Do the actual or-
ganization intellectual property practices reveal the organiza-
tion’s intellectual property ownership intentions? Is the clean 
hand-over specification process with lawyer-assured clean 
specification confirmed through people and verified through 
process execution evidence? Is the clean-room software-engi-
neering process verified through process execution evidence? 
Are clean-room method and process execution outcomes 
validated through clean product results achieved devoid of 
proprietary information? Was there clean project access to the 
target code comprising the direct expression of the copyright 
material?  Was there substantial similarity to the target code 
exhibited by the clean system?

Conclusion
With the rigorous, defined software clean-room method and 
process specified, the question of whether a legitimate clean 
room was in place and operating can be addressed by con-
firming the equivalency of the intent and means employed, 
verifying the extent to which the defined protocols of sepa-
ration were practiced, validating the clean-room software- 
engineering process execution and outcome with respect to 
convincingly achieving the intended result of a proprietary-free 
clean system, and reporting the results in terms of findings, 
rationale, recommendations and consequences.

Confirmation that a software clean-room investigation process 
was undertaken begins with obtaining answers to the perti-
nent questions (see Table 1). Other more probing questions 
focus on verification through process execution and validation 
through outcomes achieved. 

The author can be contacted at oneilldon@aol.com.
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