IDENTITY MANAGEMENT AND SINGLE SIGN-
ON (SSO) HELP GUIDE




Identity Management Benefits

e Single Sign-On (SSO)

— Login once and gain access to selected DAU applications
without being prompted to log in again at each of them

— Eliminates the need for multiple usernames and
passwords

e Self-service - Allows user to manage their own account
— Self Password Reset
— Unlock Account



DAU Identity Initial Set-up

1. Access - https://identity.dau.mil
2. The DAU Login window will open. Click Login.
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https://identity.dau.mil/

DoD Warning Banner

The DoD Warning Banner will appear. Click | Accept.

DoD'Warning Banner

You are accessing a U.5. Government (USG) Information System (15) that is provided for
USG-authorized use only.

By using thiz 1S (which includes any device attached to this IS}, vou conzent to the following
conditions:

-The USG routinety interceptz and moniters communications on thiz 1S for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PN}, law enforcement (LE}, and counterinteligence (Cly investigations.

-4t any time, the USG may inspect and seize data =stored on this 15,

-Communications using, or data stored on, this IS are not private, are subject to routine monitering,
interception, and search, and may be disclosed or uzed for any USG authorized purpose.

-Thiz I3 includes security measures (e.g., authentication and access controls) to protect USG
interests—not for vour personal benefit or privacy.

-Motwithstanding the abowve, using thiz IZ does not constitute consent to PM, LE or Cl investigative
searching or monitering of the content of privieged communications, or work product, related to
persocnal reprezentation or services by attorneys, psychotherapists, or clergy, and their as=zistants.
Such communications and work preduct are private and confidential. See User Agreement for details.




DAU Identity Login

1. The Login page will appear. For the initial set-up, select
Login using Username and Password. Once you have setup

your profile you may login using your DoD CAC /smart card
or username and password.

Note: PIV cards cannot be used to login to this system.

Login
using one of the following methods

WS

Login using smart card Login using Username and
Passwaord




DAU Identity Login (cont.)

2. Populate the following fields with your DAU account
information (this is the information that was sent to your
official business email address):

— Username
— Password Login

with your DAU account

Usemame

3. Select the Login
bUtton. Password

" Login_|

- Login Help




Populate Password Reset Questions

1. Password Self-Service Questions — required to allow future
password self-service requests.

Selectable Questions — Three predefined questions. Select each
guestion and provide your answer in the following field.

Password Self-Service Reset Questions

Please answer all FIVE questions below for future password self-service reset (i.e. in case you forget your password). Ensure you scroll down and answer all
questions.

NOTE: The default

setting hides your | [ ¥] Hide Answers
answers as you type Selectable Questions - REQUIRED
them. To view your |

i
answers as you type | |
them, deselect the |-
Hide Answers |

|

checkbox |




Popu‘ate Passwor! Reset Quest||ons (cont.)

2. Custom Questions — You must also define one custom
guestion and answer.




Populate Password Reset Questions (cont.)

3. Help Desk Questions — The answer you provide will be used
in the event you need assistance from the DAU Help Desk.

Help Desk Questions - REQUIRED

What is the name of your first employer?

*In order to receive Help Desk assistance to reset
your password, you will need to answer this
question.

Wait to see results

4. Click Submit.



1.

Accessing an SSO Application

Select Login to an SSO Application to access the list of
applications that you have been granted access to.

- Applications

Enroll for Password - -
Change Password ‘ Reset Edit Profile
Login to an SSO
Application

NOTE: After you have set up your account, you no longer need to
return to this site (https://identity.dau.mil ) to access applications.
Instead, you can navigate to the application URL (ex.
https://learn.dau.mil, https://myclass.dau.mil) directly and login

with your CAC or username/password.



https://identity.dau.mil/
https://identity.dau.mil/
https://learn.dau.mil/
https://myclass.dau.mil/

Accessing SSO Applications (cont.)

2. Simply select the button corresponding to the SSO
Application you wish to access.
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DAUOI1 Trainer DAUO1 Trainer DAUO1 Trainer




Edit Profile

Select Edit Profile to modify your profile.

B Applications

_\r_:.l__l for Password E dit Profile

' ool

Change Password




Edit Profile

® Applications

Edit - Person |
General “ontact Informatio Organizatio -

{

Some information on
Name Information . e
— your profile is
[DAUO! | populated
Last Name automatically and
et | cannot be edited. Using
|“‘“d°“‘*“a"“* | the General and
Contact Information
Middle Initial .
| | tabs populate the fields
DisplayNane that are not grayed out.
DAUOQ1 Trainer
| | All changes must be
Login .
P | saved to be retained.




Forgot Username:

1. Select | Forgot My Username.




orgot username:

2. Enter your registered email address.
3. Click Submit.
4. Your Username will be emailed to you.




Forgot Password & Unlock Account

1. Select Reset Password & Unlock Account.
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Forgot Your Password & Unlock Account

Enter your DAU Login (username) or Email.

Click Submit.

Answer the questions that you previously selected.
You will be prompted to create a New Password.
Afterwards, you will be redirected to the Login screen.

o U WwWN

User Self-ldentification Screen

Submit Cancel

Submit Cancel



	Identity Management and Single sign-on (SSO) Help guide
	Identity Management Benefits
	DAU Identity Initial Set-up
	DoD Warning Banner
	DAU Identity Login
	DAU Identity Login (cont.)
	Populate Password Reset Questions
	Populate Password Reset Questions (cont.)
	Populate Password Reset Questions (cont.)
	Accessing an SSO Application
	Accessing SSO Applications (cont.)
	Edit Profile
	Edit Profile
	Forgot Username?
	Forgot Username?
	Forgot Password & Unlock Account
	Forgot Your Password & Unlock Account

