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2.6.3  Integrated Digital Environment (IDE)

DOD policy requires the maximum use of digital operations throughout acquisition and the entire system life cycle.  The acquisition strategy shall summarize how the PM will establish a cost-effective data management system and appropriate digital environment that shall allow every activity involved with the program, throughout its total life-cycle, to digitally exchange data.  The IDE shall keep pace with evolving automation technologies, and shall use existing infrastructure (e.g., Internet) to the maximum extent practicable.  The following shall also apply:

· PMs shall establish a data management system and appropriate digital environment to allow every activity involved with the program to cost effectively create, store, access, manipulate, and/or exchange data digitally.  In particular, using interoperability standards for data exchange is critical to other programs.  The IDE shall, at a minimum, meet the data management needs of the support strategy, system engineering process, modeling and simulation activities, T&E strategy, and periodic reporting requirements.  The design shall allow ready access to anyone with a need-to-know (as determined by the PM), a technologically “current” personal computer, and Internet access through a Commercial, Off-the-Shelf (COTS) browser.

· Solicitations shall require specific proposals for an IDE solution to support acquisition and operational support activities.  Unless analysis verifies prohibitive cost or time delays or a potential compromise of national security, new contracts shall require the contractor to provide on-line access to programmatic and technical data.  Contracts shall give preference to on-line access (versus data exchange) through a contractor information service or an existing information technology (IT) infrastructure.  Contracts shall specify the required functionality and data standards.  The data formats of independent standards-setting organizations shall take precedence over all other formats.  The issue of data formats and transaction sets shall be independent of the method of access or delivery.

· Industry partners have been strongly encouraged to develop and implement IDE solutions that best meet their preferred business models.  Consequently, program office IDE shall take maximum advantage of and have minimum impact on industry solutions.

At milestone and other appropriate decision points and program reviews, the PM shall address the status and effectiveness of the IDE.

2.6.6.2  Applying Best Practices

In tailoring an acquisition strategy, the PM shall address management constraints imposed on the contractor(s).  PMs shall avoid imposing government-unique restrictions that significantly increase industry compliance costs or unnecessarily deter qualified contractors, including non-traditional defense firms from proposing.  Examples of practices that support the implementation of these policies include IPPD; performance-based specifications; management goals; reporting and incentives; an open systems approach that emphasizes commercially supported practices, products, performance specifications, and performance-based standards; replacement of government-unique management and manufacturing systems with common, facility-wide systems; technology insertion for continuous affordability improvement throughout the product life cycle; realistic cost estimates and cost objectives; adequate competition among viable offerors; best value evaluation and award criteria; the use of past performance in source selection; results of software capability evaluations; government-industry partnerships, consistent with contract documents; and the use of pilot programs to explore innovative practices.  The MDA shall review best practices at each decision point.
2.6.7  Planning for Modeling and Simulation (M&S)

         The PM shall use M&S during program planning, system design, system modifications and upgrades, and system T&E.  M&S shall support all life-cycle activities of the system.  M&S shall support efficient test planning; pre-test results prediction; validation of system interoperability; and shall supplement design qualification, actual T&E, manufacturing, and operational support.  The PM shall involve the Operational Test Agency in M&S planning to support both development test and operational test objectives.  In collaboration with industry, PMs shall integrate M&S into program planning activities; shall plan for life-cycle application, support, documentation, and reuse of models and simulations; and shall integrate M&S across the functional disciplines.  PMs shall plan for M&S and make necessary investments early in the acquisition life cycle.  The PM shall use verified, validated, and accredited models and simulations, and ensure credible applicability for each proposed use.  The DIA shall review and validate threat-related elements in M&S.  The PM shall use data from system testing during development to validate the use of M&S. 

The acquisition strategy shall describe the integration and interoperability of M&S efforts throughout requirements definition; program management; engineering, manufacturing, and design trade studies; and developmental, operational and live fire testing applications.

2.7.1  Open Systems 

 
           PMs shall apply the open systems approach as an integrated business and technical strategy upon defining user needs.  PMs shall assess the feasibility of using widely supported commercial interface standards in developing systems.  The open systems approach shall be an integral part of the overall acquisition strategy to enable rapid acquisition with demonstrated technology, evolutionary and conventional development, interoperability, life-cycle supportability, and incremental system upgradability without major redesign during initial procurement and reprocurement of systems, subsystems, components, spares, and services, and during post-production support.  It shall enable continued access to cutting edge technologies and products and prevent being locked in to proprietary technology.  PMs shall document their approach for using open systems and include a summary of their approach as part of their overall acquisition strategy.

2.8.4  Environment, Safety, and Occupational Health (ESOH) Considerations

As part of risk reduction, the PM shall prevent ESOH hazards, where possible, and shall manage ESOH hazards where they cannot be avoided.  The support strategy shall contain a summary of the Programmatic ESOH Evaluation (PESHE) document, including ESOH risks, a strategy for integrating ESOH considerations into the systems engineering process, identification of ESOH responsibilities, and a method for tracking progress (see 5.2.10).

2.9.1.4 Potential Sources

The PM shall consider both international (consistent with possible information security and technology transfer restrictions) and domestic sources that can meet the need,; and consider both commercial and non-developmental items as the primary source of supply, consistent with FAR Part 25 and Defense Federal Acquisition Regulation Supplement (DFARS) Part 225.  The PM shall consider national policies on contracting and subcontracting with small business (15 USC 644(a) & 15 USC 644(j)), small and disadvantaged business (15 USC 637(d)(4)-(6), women-owned small business (PL 100-533), and labor surplus areas (15 USC 644(d)),  and address considerations to secure participation of these entities at both prime and sub-tier levels.  The PM shall consider intra-government work agreements, i.e., formal agreements, project orders or work requests, in which one government activity agrees to perform work for another, creating a supplier/customer relationship.

2.9.1.4.1   Market Research

The PM shall use market research as a primary means to determine the availability and suitability of commercial and non-developmental items, and the extent to which the interfaces for these items have broad market acceptance, standards-organization support, and stability.  Market research shall support the acquisition planning and decision process, supplying technical and business information about commercial technology and industrial capabilities.  Market research, tailored to program needs shall continue throughout the acquisition process and during post-production support.  FAR Part 10 requires the acquisition strategy to include the results of completed market research and plans for future market research.

2.9.1.4.2  Commercial and Non-Developmental Items

The PM shall use sources of supply that provide for the most cost-effective system throughout its life cycle.  The PM shall work with the user to define and modify, as necessary, requirements to facilitate the use of commercial and non-developmental items.  This includes requirements for hardware, software, interoperability, data interchange, packaging, transport, delivery, and automatic test systems.  Within the constraints of these requirements, the PM shall require contractors and subcontractors to use commercial and non-developmental items to the maximum extent possible.  While some commercial items may not meet system-level requirements for ACAT I and IA programs, numerous commercial components, processes, practices, and technologies have application to DOD systems.  This policy shall extend to subsystems, components, and spares levels based on the use of performance specifications and form, fit, function and interface specifications.  Preference shall be first to commercial items, then to non-developmental items.  FAR Section 2.101 contains definitions of commercial and non-developmental items.

The commercial market place widely accepts and supports open interface standards, set by recognized standards organizations.  These standards support interoperability, portability, scalability, and technology insertion.  When selecting commercial or non-developmental items, the PM shall prefer open interface standards and commercial item descriptions.  If acquiring products with closed interfaces, the PM shall conduct a business case analysis to justify acceptance of the associated economic impacts on TOC and risks to technology insertion and maturation over the service life of the system.

2.9.1.4.3  Dual-Use Technologies and the Use of Commercial Plants

Dual-use technologies are technologies that meet a military need, yet have sufficient commercial application to support a viable production base.  Market research and analysis shall identify and evaluate possible dual-use technology and component development opportunities.  Solicitation document(s) shall encourage offerors to use, and the PM shall give maximum priority to, dual-use technologies and components.  System design shall facilitate the later insertion of leading-edge, dual-use technologies and components throughout the system life cycle.

Solicitation document(s) shall encourage offerors to use commercial plants and integrate military production into commercial production as much as possible.
2.9.1.4.4 Industrial Capability

The acquisition strategy shall summarize an analysis of the industrial base capability to design, develop, produce, support, and, if appropriate, restart the program (10 USC 2440) as appropriate for the next program phase.  This analysis (see DODD 5000.60 and DOD 5000.60-H) shall identify DOD investments needed to create or enhance certain industrial capabilities, and the risk of industry being unable to provide program design or manufacturing capabilities at planned cost and schedule.  If the analysis indicates an issue beyond the scope of the program, the PM shall notify the MDA through the PEO.  When there is an indication that industrial capabilities needed by DOD are in danger of being lost, DOD Components shall perform an analysis to determine whether government action is required to preserve an industrial capability vital to national security.  Prior to completing or terminating production, Components shall ensure an adequate industrial capability and capacity to meet post-production operational needs.  Actions shall address product technology obsolescence, replacement of limited-life items, regeneration options for unique manufacturing processes, and conversion to performance requirements at the subsystems, component, and spares levels.

In many cases, commercial demand now sustains the national and international technology and industrial base.  The PM shall structure the acquisition strategy to promote sufficient program stability to encourage industry to invest, plan, and bear risks.  Programs shall minimize the need for new defense-unique industrial capabilities.  Foreign sources and international cooperative developments shall be used where advantageous and within limitations of the law (DFARS Part 225).

5.2.1 Manufacturing and Production*

Producibility of the system design shall be a development priority.  Design engineering efforts shall concurrently develop producible designs, capable manufacturing processes, and the necessary process controls to satisfy requirements and minimize manufacturing costs.  The PM shall use existing manufacturing processes whenever possible.  When the design requires new manufacturing capabilities, the PM shall consider process flexibility (e.g., rate and configuration insensitivity).

Full rate production of a system shall require a stable design, proven manufacturing processes, and available or programmed production facilities and equipment.

5.2.3 Quality

The quality management process shall be capable of the following key activities:

· Establish capable processes;

· Continuously improve processes;

· Monitor and control critical processes and product variation;

· Establish mechanisms for field product performance feedback; and

· Implement an effective root-cause analysis and corrective action system.

The PM shall allow contractors to define and use a preferred quality management process that meets required program support capabilities.  The PM shall not require third party certification or registration of a supplier’s quality system.

5.2.10  Environment, Safety, and Occupational Health (ESOH)

All programs, regardless of acquisition category and throughout their life cycle, shall comply with this section.  The PM shall ensure a system design that can be tested, operated, maintained, repaired, and disposed of in accordance with ESOH statutes, regulations, and policies (collectively termed regulatory requirements) and the requirements of this section.

The PM shall prepare a Programmatic ESOH Evaluation (PESHE) document early in the program life cycle (usually Milestone B).  The PESHE shall identify ESOH risks, contain a strategy for integrating ESOH considerations into the systems engineering process, delineate ESOH responsibilities, and provide a method for tracking progress.  The PM shall use the PESHE to identify and manage ESOH hazards, and to determine how to best meet ESOH regulatory requirements and DOD standards.  The PM shall keep the PESHE updated over the system life cycle.

The PM shall conduct ESOH analyses as described below.  The PM shall provide details of these analyses, including supporting documentation, as part of the IPPD.

5.2.10.1   ESOH Compliance

To minimize the cost and schedule risks over the system’s life cycle that changing ESOH requirements and regulations represent, the PM shall regularly review ESOH regulatory requirements and evaluate their impact on the program’s life-cycle cost, schedule, and performance.

5.2.10.2 National Environmental Policy Act (NEPA)

The PM is responsible for and shall comply with the NEPA (42 USC 4321-4370d) the implementing regulations (40 CFR 1500-1508) and Executive Order (EO) 12114 as applicable.  The PM shall complete any analysis required under either NEPA or EO before the appropriate official may make a decision to proceed with a proposed action that may affect the human environment.  The PM shall include an appropriate completion schedule for NEPA compliance in the acquisition strategy.  The PM shall prepare NEPA and EO documentation in accordance with DOD Component implementation regulations and guidance.  The Component Acquisition Executive (CAE) (or, for joint programs, the CAE of the lead executive component), or designee, is the final approval authority for system-related NEPA and EO documentation.  The PM shall forward a copy of final NEPA documentation to the Defense Technical Information Center for archiving.

5.2.10.3  Safety and Health

The PM shall identify and evaluate safety and health hazards, define risk levels, and establish a program that manages the probability and severity of all hazards associated with development, use, and disposal of the system.  The PM shall use and require contractors to use the industry and DOD standard practice for system safety, consistent with mission requirements.  This standard practice manages risks encountered in the acquisition life cycle of systems, subsystems, equipment, and facilities.  These risks include conditions that create significant risks of death, injury, acute/chronic illness, disability, and/or reduced job performance of personnel who produce, test, operate, maintain, support, or dispose of the system.

The following policy applies to the acceptance of risk:

· The PM shall formally document each management decision accepting the risk associated with an identified hazard.

· “High Risk” hazards shall require CAE approval (lead executive component authority prevails for joint programs).

· The acceptance of all risks involving explosives safety (see 0) shall require the appropriate risk acceptance authority to consult with the DOD Component’s technical authority managing the explosives safety program.

· “Serious Risk” hazards shall require Program Executive Officer approval.

· “Medium Risk” hazards shall require PM approval.

· The PM shall designate the approval authority for "Low Risk"  hazards.

PL 91-596 makes Federal Occupational Safety and Health Act standards and regulations applicable to all federal (military or civilian) and contractor employees working on DOD acquisition contracts or in DOD operations and workplaces.  In the case of military-unique equipment, systems, operations, or workplaces, Federal safety and health standards, in whole or in part, shall apply to the extent practicable.

5.2.10.4   Hazardous Materials Management

The PM shall establish a hazardous material management program consistent with eliminating and reducing the use of hazardous materials in processes and products (EO 13148).  The PM shall evaluate and manage the selection, use, and disposal of hazardous materials consistent with ESOH regulatory requirements and program cost, schedule, and performance goals.  Where the PM cannot avoid using a hazardous material, he or she shall develop and implement plans and procedures for identifying, minimizing use of, tracking, storing, handling, packaging, transporting, and disposing of such material.

As alternate technology becomes available, the PM shall replace hazardous materials in the system through changes in the system design, manufacturing, and maintenance processes, where technically and economically practicable.  To minimize costs, the PM shall, whenever possible, work with the contractor and other PMs to identify and test mutually acceptable alternatives.  Defense Contract Management Agency shall coordinate this effort at contractor facilities under its cognizance.  Where the Supervisor of Shipbuilding, Conversion and Repair, (SUPSHIP) provides contract management, the PM shall coordinate with SUPSHIP.  The Contract Management Office, working in conjunction with the PM and IPT, shall help identify technical requirements, coordinate PM funding strategies, administer evaluation activities, and implement solutions.

5.2.10.5   Pollution Prevention

The PM shall identify and evaluate environmental and occupational health hazards and establish a pollution prevention program.  The PM shall identify the impacts of the system on the environment during its life (including disposal), the types and amounts of pollution from all sources (air, water, noise, etc.) that will be released to the environment, actions needed to prevent or control the impacts, ESOH risks associated with using the new system, and other information needed to identify source reduction, alternative technologies, and recycling opportunities.  The pollution prevention program shall serve to minimize system impacts on the environment and human health, as well as environmental compliance impacts on program TOC.  A fundamental purpose of the pollution prevention program is to identify and quantify impacts, such as noise, as early as possible during system development, and to identify and implement actions needed to prevent or abate the impacts.

In developing contract documents such as work statements, specifications, and other product descriptions, PMs shall eliminate the use of virgin material requirements, as practicable.  They shall consider using recovered materials and reusable products.  They shall further consider life-cycle costs, recyclability, the use of environmentally preferable products, waste prevention (including toxicity reduction or elimination), and disposal, as appropriate.  (FAR 11.002 and EO 13101)

5.2.10.6   Explosives Safety

All acquisition programs that include or support munitions, explosives, or energetics shall comply with DOD explosives safety requirements.  The PM shall establish an explosives safety program that ensures that munitions, explosives, and energetics are properly hazard classified, and safely developed, manufactured, tested, transported, handled, stored, maintained, demilitarized, and disposed.  The PM shall evaluate and manage the use and selection of energetic materials and the design of munitions and explosive systems to reduce the possibility and the consequences of any munitions or explosives mishap and to optimize the trade-off of munitions reliability against unexploded ordnance liability.

