International Defense Procurement

Challenges and Opportunities
Speech

By

Dr. Paris Genalis

Deputy Director, Strategic and Tactical Systems

Office of the Under Secretary of Defense (Acquisition, Technology and Logistics)

Defense Acquisition and Procurement Seminar

Singapore

September 20, 2000

I am honored to be here today to speak on the critically important subject of the future of defense procurement.  Under Secretary Jack Gansler sends his best regards to all of you as well as his best wishes for a productive seminar.  

On his behalf, I want to provide you a picture of the challenges facing the United States and the measures we are taking in our Department of Defense to meet them.  

The environment

Our world is rapidly going through a dramatic transformation, in multiple fields -- geopolitical, military, economic, and technological -- and our challenge is to successfully navigate through these multiple, simultaneous transformations.  I firmly believe that, to be successful, we have to concentrate -- not just in speeches, but in actions -- on our potential as a true community of nations, as allies and as partners, if we are to achieve both our individual goals and our common strategic objectives.

Our acquisition/procurement environment begins with an assessment of the threats and a search for options to counter them.  The security environment in which we live is dynamic and uncertain, replete with a host of threats and challenges that have the potential to grow more deadly.  We must defend against  non-traditional, well-organized forces armed with sophisticated, deadly weapons and access to advanced information and technology.  They represent a different and difficult challenge to forces organized and equipped around traditional missions. 

While we must remain prepared for that traditional mission, in the future, hostile forces are unlikely to attempt to match the overwhelming superiority of the US and our allies on a plane-for-plane, ship-for-ship, or tank-for-tank basis.  They are more likely to use asymmetrical strategies against us -- including weapons of mass destruction, "information warfare", and large quantities of relatively low-cost cruise and ballistic missiles.  Potential adversaries are able to rapidly capitalize on modern technology, for example: commercial satellites for communications/navigation/earth surveillance, low-cost biological/chemical weapons, and cruise and ballistic missiles.  If they can't develop them, they can purchase them -- and the skills to use them -- on the world arms market.  

Our Response Lies in Modernization

Clearly, our forces must perform better than potential adversaries.  We will have to retain superiority in the quality of our personnel and in mobility, global projection, weapon technology, and, above all, maintain our information superiority.  And we must develop countermeasures against the asymmetrical threats; for example: information warfare defenses, vaccines and special medical agents to counter biological and chemical weapons, defenses against ballistic and cruise missiles, and the ability to destroy hard and deeply buried targets.  

Our vision for the 21st century is a warfighter who is fast, lean, mobile, and prepared for battle with total battlespace situation awareness and information assurance.  Our military strategy, outlined in the Joint Staff posture statement "Joint Vision 2020", is to be based on Information Superiority -- real-time intelligence from "sensor to shooter".  When combined with precision weapon delivery, this is the backbone of the "Revolution In Military Affairs" that will allow us to achieve total battlefield dominance.  

This Revolution in Military Affairs demands that we equip the warfighter with:

· an integrated, secure, and "smart" command, control, communications, intelligence (C3I) infrastructure;

· long-range, all-weather, low-cost, precise reconnaissance and strike weapons;

· means for rapid force projection and global reach of our military capability;

· credible deterrents and counter-measures against the complete range of asymmetric weapons; and

· equipment that is interoperable among U.S. forces and our allies.

To meet this Revolution in Military Affairs will are pursuing a "Revolution In Business Affairs".  Acquisition reforms are needed to overcome outdated and outmoded policies, procedures, and infrastructure designed to deal with a Cold War threat.  

Our defense industrial base has undergone necessary consolidation; and the Department of Defense must now capitalize on the lessons learned from the successful transformation of U.S. commercial firms in the 1990s ­- how to adopt modern business practices; consolidate and streamline; embrace competitive market strategies; and eliminate or reduce excess support structures.  Our future direction includes greater competition, greater civilian/military integration, and strengthened global links.  

These efforts are focused on several top-level goals:

First, we must field high-quality defense products quickly and support them responsively.

Second, we must reduce the overhead cost of the acquisition and logistics infrastructure.

Third, we must lower the total ownership cost of defense products.

To achieve these goals, we are:

· adopting and relying upon a new approach to systems acquisition where price and schedule play a key role in driving design and development;

· improving the acquisition of information technology (IT) within the Department; 

· reducing our acquisition infrastructure and overhead functions; 

· basing our contracts for services on performance as we continue to adopt best commercial practices and strive to achieve greater cost savings;

· transforming our mass logistics system to a highly agile, reliable system that delivers logistics on demand; 

· training our acquisition workforce in the requisite skills to operate efficiently in this new environment; and

· institutionalizing continuous improvement, or change management, throughout the DoD enterprise to ensure a virtual learning environment.  

Let me give you a few examples of how we are doing:  

Five major weapons systems have been developed under acquisition reform “Pilot Programs”, specifically: 

· the Joint Direct Attack Munition (JDAM), 

· the Fire Support Combined Arms Tactical Trainer (FSCATT), 

· the Joint Primary Aircraft Training System (JPATS), 

· the Commercial Derivative Engine (CDE), and 

· the Non-Developmental Airlift Aircraft (NDAA).  


Savings have been as high as 50 percent over previous, official cost estimates, and the programs have been on schedule or fielded far faster than the normal 8-12 years.  The Joint Direct Attack Munition, by the way, performed flawlessly in Kosovo.  

DoD is using credit cards for over 90 percent of its transactions below $2500, resulting in savings and cost avoidance to the Department in the hundreds of millions of dollars.

The Single Process Initiative to eliminate duplicative processes and introduce commercial-like processes at defense manufacturing facilities has enabled the conversion of more than 200 facilities from unique DoD standards to ISO 9000 standards.  The Single Process Initiative enabled the rationalization of numerous manufacturing processes and has resulted in savings and cost avoidance of over $500 million.  

In that same vein, the Department has reduced the use of detailed military specifications and standards in favor of far greater use of commercial performance standards, thereby reducing costs and enabling access to a wider array of technologies and solutions.  

The Enterprise Software Initiative, a joint project designed to implement a software asset management process across the Department of Defense, leveraged the Department’s considerable buying power and quickly yielded $75 million in cost-avoidance on initial orders of leading-edge commercial software.  

In the logistics realm, we have identified many areas for incremental improvement.  Together with partners in industry, we have achieved dramatic improvements over the last three years.  We have reduced average logistics response time (time from requisition to receipt of material) by 50 percent, reduced secondary item inventory by $12 billion, and increased in-storage asset visibility to 94 percent.  

While accomplishing the foregoing, the Department of Defense has reduced its acquisition and technology workforce by nearly 50 percent over the last ten years.

We are pleased with the progress we have made in these acquisition reform efforts.  But, there is always room for improvement and we are continuing our efforts in this arena.

The international dimension

Let me turn now to the international dimension of this modernization effort.  We must carry it out in a coalition context.  

In the current, and likely future geopolitical environment, it is hard to imagine a military situation in which we will not be acting in a multinational coalition environment.  Under such conditions, each nation's security becomes highly dependent on the ability and willingness of its coalition partners to act in concert when threatened by hostile forces.  This means, however, that the vulnerability of the weakest link makes us all vulnerable.  

The types of conflicts we will see in the future are not likely to be ones that allow us months to build up and deploy complex coalition forces.  Rather, aggression will likely come with little warning, and it will be brutal and difficult to defend against.  Our reaction to this new form of aggression must be swift and decisive.  Our response must come within hours, with sustainability in place in days -- not in weeks or months.  And, this sustainment must be capable of ensuring continued, high-intensity operations -- as we found were required in Kosovo.  Such a rapid and sustained response requires a significant change in doctrine, tactics, organization, equipment, and -- particularly -- decision making.  

Consequently, in order to be effective as an integrated force on today’s modern battlefield, coalition partners must modernize together.  We simply cannot fight effectively as a coalition unless we have fully interoperable equipment and communications.  

Modernizing together will be an immense challenge.  It will be difficult and expensive.  It will require investments in new military equipment and in training for its use, as well as in continued investment in research and development in order to stay ahead.  And coordinating the investments to achieve the needed interoperability will be most difficult.  

Transnational industrial linkages will be crucial.  The industrial developments and acquisition reform measures I mentioned earlier give us some hope that modernizing together will not be impossible.  However, whether we can turn these developments to our benefit or not will depend on both industry and government choices in the near future. 

While the Department of Defense has encouraged industry consolidation in the United States, we have insisted throughout upon maintaining competition.  Competition drives increased efficiency, and, most important, promotes innovation.  It also promotes importing new innovations in the non-defense sector or from the defense industries of other nations.  Naturally, as consolidation increases, maintaining adequate competition becomes increasingly difficult.  And this has resulted in our decision to resist some large U.S. mergers.  

As noted earlier, these same forces for consolidation exist throughout the world, and we have recently seen significant movement toward consolidation in other countries.  Clearly, consolidation and rationalization can increase investments in advanced technology, improve productivity, and enhance a firm’s chances for success in a fast-paced global marketplace.  But if it leads to monopoly conditions, reinforced by politically-based industrial policies, it can be very counterproductive.

This potential situation has led to concern about the possible development of regional – or even national -- defense industrial “fortresses” that would lead to insularity rather than to cooperation between allies.  That would clearly be undesirable from a coalition warfare perspective.  

There appear to be two distinctly different directions in which industrial consolidation could evolve.  The first is the so-called "Fortress Europe/Fortress USA" model, which will likely result in sole-source European firms being politically selected as "European suppliers", and fiercely competing with U.S. firms for sales in other regions.  This industrial isolation could easily result in separate (and non-interoperable) U.S. and European military technologies; and, therefore, a considerable weakening of the NATO Alliance.  

The alternative, however, we might call a "competitive, international industrial model," characterized by industrial linkages of multiple firms effectively competing in all markets -- and sharing technology.  In this alternative model, the benefits of competition are realized; large markets are opened up to the transnational firms; and proliferation incentives are significantly reduced.

DoD promotion of international cooperation

To make this latter alternative more attractive, the U.S. has taken action on several fronts to promote and facilitate international cooperation.  We are working hard to improve our export control processes, disclosure processes, and Foreign Military Sales procedures.  Many of you have noted the Defense Trade Security Initiative in which we have established 17 specific initiatives to modernize our export controls.  For those of you who haven’t seen them, they are available here today.

We are also seeking closer relationships with those countries that share what we have called the "five pillars of cooperation": 

1.  congruent and reciprocal industrial security policies and procedures;

2.  congruent and reciprocal export control regimes;

3.  excellent cooperative relationships in law enforcement;

4.  close cooperation in intelligence sharing on matters of counterintelligence, economic espionage, industrial security, and export control violations; and,

5.  willingness to enter into binding agreements establishing reciprocal market access.

We have embarked on efforts with Australia and the United Kingdom to harmonize our approaches in these areas and will engage other allies as we gain experience.  

International armaments cooperation increases the potential security risks inherent in the transfer of militarily-significant technology.  To reduce such risks, mutually agreeable, adequate controls must be put into place to eliminate the transfer of technology outside the partnership, or even into the commercial world.  This requires governments and firms to "level up" to tighter external controls, and to understand and embrace the new security environment -- where fences and visitor controls are less critical than cyber controls.  Since terrorists, transnational troublemakers and other potential future adversaries are eager to acquire advanced technology on the world market, it is clearly in our combined self-interest not to lessen our technological advantage by passing technology on to our potential enemies, or even to friends of our enemies.

This point must be emphasized: technology controls are not merely an ingredient in our mutual efforts to harness the benefits of globalization for the defense industrial base -- they are an absolute pre-requisite.  Without them, there will be no industrial cooperation.  In an era of cyber warfare, smart weapons, and information dominance, we are often only as strong as our most advanced systems.  In such a situation, losing control of that sensitive technology is tantamount to leveling the playing field for our adversary, and therefore to putting lives in danger.  We cannot afford to -- and we will not -- let that happen.

In closing, let me observe that industrial globalization is taking place, with very little likelihood that we could – or should -- do anything to delay it or prevent it.  Therefore, we must embrace it, without looking back, with an eye to making it serve both our industrial needs and our security strategies.  If we don't, it will likely be used against us.  And, perhaps even worse, it likely will weaken our international alliances.  These are results that none of us can allow.  Leadership in this area requires that both governments and corporations must take specific, near-term actions.  The U.S. has made this a top priority, but we must have the cooperation of our allies to make this effort truly successful.

The timing is critical.  The decisions -- governmental and industrial -- being made today, and over the next few months, will shape our strategic postures for the coming decades.  We can not afford to think narrowly.  Too much is at stake!

Thank you very much.
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